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Abstract 

 

Once again in this study, we emphasizes strongly on applications of mathematical solutions 

for industrial uses. By using qualitative analysis, synthesis and inductive methods, together 

with statistic data, our paper target is to analyze aspects of SWOT analysis on blockchain 
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technology and its opportunities for various industries and sectors in emerging markets such 

as Vietnam. This is based on the original foundation theory indicating that blockchain tech 

functioned as a mathematical solutions that can be applied for solving commerce secrets, with 

high data security and can be used for intellectual property. Among our research results is 

findings on the connection between IoTs - Internet of Things and blockchain tech, as well as 

relationship between AI - Artificial intelligence and blockchain tech. Last but not least authors 

propose cybersecurity risk solutions and there are policies implications attached. 
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Introduction 

 

Song Shiyong et al (2019) said that in 2019, the eighth China-CEEC Leaders' Meeting 

was held in Dubrovnik, Croatia and the China-CEEC Blockchain Centre of Excellence 

established. It is the most important cooperation platform of the project of OBOR in terms 

of big data and blockchain technology, but the advantages of blockchain for managing 

and protecting commerce secrets do not being focused on. Mathematics breeds blockchain, 

which promotes mathematics, and it is possible for mathematics to further transform 

blockchain. It can be said that blockchain is an advanced application mode of 

mathematics, which has great advantages and great risks for managing and protecting 

commerce secrets. It was argued that problems of electronic storage and evidence 

collection of commerce secrets would be solved blockchain protection of commerce 

secrets. Great risks and challenges would be confronted ahead albeit confirmed by the 

judiciary. It was concluded that a long time was dispensable for blockchain managing and 

protecting trade secrets. 

 

During 2010-2019 time, this is the period we also experienced the fast development of 

Bitcoin and blockchain technology. 

 

So, Our study will mention blokchain technology, based on SWOT analysis (strengths, 

weaknesses, opportunities and threats) and issues of digital transformation and                  
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AI-Artificial intelligence applications with blockchain technology in various industry and 

for commerce. 

 

This paper organized with introduction, research issues, literature review, methodology, 

main results and conclusion and policy implications. 

 

Research Questions 

 

This Study Will Address Some Questions Following 

 

Question1: What are SWOT analysis of block chain technology with its opportunities and 

strengths? 

Question 2: What are blockchain applications? 

Question 3: What are cyber-security risk solutions attached? 

 

Literature Review 

 

Shiyong et al (2019) stated that It was indicated that blockchain was moving towards 

various fields of social governance step by step, more than a concept or an application of 

cryptocurrency in the financial field. 

 

Dinh Tran Ngoc Huy, Nguyen Thi Phuong Thanh, Trung-Hieu Le et al (2021) stated that 

Therefore, in term of ICT, digital technology, IoTs and AI combination can have good 

effects on firms and business will have more chance to enhance better communications 

channels via email, chatbox, e-meeting and video conference with cameras and speakers, 

etc. Finally when we mention ICT, AI and IoTs effects and applications, we need to 

suggest cybersecurity risk solutions attached for information security and prevent cyber 

attacks. 

 

Next, Binh, D.T., & Thuong, V.T. (2021) specified that AI is the use and analysis of input 

data to make predictions and then come to a final decision. The purpose of AI is to create 

expert systems - which are computer applications developed to solve complex problems in 

a particular field, at the level of human intelligence and expertise. AI implements human 

intelligence in machines to create systems that can understand, think, learn, and behave 

like humans. 
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Last but not least, Related studies on IoTs effects will be shown in the below figure: 

 

 
Figure 1 IoTs effects in previous studies 

 

In addition, Ali et al (2019) found out during industry 4.0 there is the role of revolution of 

IoTs with blockchain tech applications and the fast growing of Cryptocurrency called 

Bitcoin. Authors present blockchain operation principles and the way blockchian were 

addressed with security and decentralization levels. Hence blochain tech was used to 

create and facilitate for IoTs decentralized as a secure medium.   

 

Beside, Aggarwal et al (2021) mentioned that Internet of Things (IoT) has shown the 

word with critical roles such as: preservation of data security in most of fileds and sectors, 

together with the new concept of blockchain tech in which there is no need the presence 

of the 3rd party, so just 2 parties in the transaction. So, IoTs combined with blockchain 

tech can be applied for difference communication models for real world issues. 

 

Uddin et al (2021) said that with could technology and cloud server, Conventional IoT 

ecosystems has been a research issues for adoption of blockchain in IOTs system.  

 

Methodology 

 

Reaching the results, this study mainly uses some research methods, including document 

analysis, pedagogical observation, qualitative analysis, synthesis and inductive methods, 

combined with dialectical materialism method in Vietnam. 

 

In addition, we mainly use case studies methods applied in Vietnam enterprises, together 

with illustrated evidence. 
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Main Results 

 

IoTs and AI Applications with Blockchain Technology 

 

First we realize blockchain tech can be applied for security solutions that protect Internet 

of Things (IoTs) uses. When we apply IoTs applications and share internet data for all 

users, we need to use blockchain tech to protect our data and no one can change our data 

from their single PCs. Thats the relationship between IoTs and blockchain tech. Next we 

will consider relation between AI - Artificial intelligence and blockchain tech. 

 

Nowadays, people and bankers can apply blockchain tech with many contracts, 

agreements and online transactions in financial markets and banking industry. 

 

Many Fintech companies and peer-to-peer lending also can use blockchain technology to 

offer various financial services online with high security solutions for their clients. So 

blockchain tech can help to create trust between firms and customers. 

 

Not only blockchain are used between in many industries with lower cost (competitive 

advantage), in medicine and hospitals this technology is also applied in order to keep 

tracking of patients documents and information and transfer data across hospitals. 

 

Block chain tech applied with coding and private key and function (Hash) to ensure 

transparency as well as privacy. 

 

Therefore, in wider uses, blockchain tech allows participants to enter a public system 

(permitting read and write, no need prior identities) or private system (allow people/users 

to read or write with pre-permission, there are prior identities). 

 

Jesus et al (2018) specified that nowadays in industry 4.0, The Internet of Things (IoT) 

has faced challenges although IoTs has supported increasing demand for connected 

devices and the services provided. Authors suggest that IoTs applications need to address 

such issues as: security and privacy concerns surrounding these devices and the data they 

collect, generate, and process. They soon realized that blockchain tech can help IoTs in 

various aspects such as: rising capacity of decentralization, facilitating interactions, 

supporting models of new transactions, or permitting devices’ autonomous coordination. 
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Last but not least, block chain tech allow companies to conduct transactions through 

private contracts between two parties, no need the intervention of the 3rd party, so high 

security. 

 

Blockchain SWOT Analysis 

 

• Strengths 

 

• First, blockchain technology proves strong security tools for transactions 

• Second, some countries allow cryptocurrencies as a means of payment and investment 

have adopted and used blockchain technology widely 

• Third, blockchain in industry 4.0 has wide uses can be applied also in sectors such as 

banking, etc. 

• Fourth, when we apply blockchain in a block, it is difficult to change the data as they 

are in block. Data in blockchain only can be changed if there is agreement of all stages 

in the system and therefore, it has high data protection and security. 

• Last but not least, blockchain allow high transparency of data once public information. 

 

• Weaknesses 

 

• Blockchain can not operated alone, but it also need the intervention of human being, so 

there is operational risk related to human ethics and reputation that we need to manage 

it for clients security reasons. 

• Only technology people and experts can under and apply blockchain technology widely 

in various sectors. 

• Only key personnel who own private ley of blockchain can change the data. So this 

feature has both disadvantages and advantages. 

• If losing private key, users can have all money lost. 

• Also it is hard to change data in blockchain and it is convenient for hackers to steal 

information as they are attracted. 

 

• Opportunities 

 

• Block chain technology will have wider applications and uses in various industries 

including but not limit to: banking and stock investment, security market, 



Webology, Volume 18, Special Issue on Computing Technology and Information 

Management, September, 2021 

459                                                      http://www.webology.org 

e-government, medicine and pharmaceutical, national defense and security, technology 

and manufacturing, commerce secrets, etc. 

• Iftekhar et al (2020) stated that supply chain management in food industry has 

experiences the merging of Hyperledger Fabric, an enterprise-ready blockchain 

platform with existing conventional infrastructure, to serve for public health and food 

prices. Their applications are shown in a cost-effective solutions in which it connect 

existing food industry in various geographical locations to trace the food in the market. 

 

• Threats 

 

For an easy and quick analysis, we can look at the below chart for barriers of blockchain 

technology: 

 

Chart 1 Block Chain Barriers from Respondents Ratio for its Adoption Globally 

 

(Source: www.statista.com, date access 28/5/2021) 

 

Hence we recognize that several barriers, according to respondents and statistic number, 

related to uncertainty of laws is about 27% and lack of trust is 25% then next factor is 

capability to network together is about 21%, etc. 
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Intellectual Property with Blockchain 

 

Shiyong et al (2019) specified that The field of intellectual property was no exception. It 

was a particular for the application of blockchain in the field of intellectual property. On 

the one hand, written and published by open source code, copyright of blockchain was 

necessary protected before transferred. On the other hand, such intellectual property as 

patents, trademarks, copyrights, trade secrets and geographical indications would be better 

protected by blockchain. However, there were still limitations and imperfections with 

blockchain technology itself. So many technical and legal problems was to be overcome 

and solved beyond precedents of the above applications. 

 

In addition, During the existence of electronic data, risks of attacked and tampered was 

existing due to human factors and technical factors (Zheng Yi, 2014).  

 

Blockchain application of trade secrets were found more typical particularity compared 

with other intellectual property rights. Due to the unauthorized openness and non-absolute 

exclusiveness of trade secrets, more difficulties and obstacles were faced during 

blockchain protection of trade secrets. 

 

Last but not least, due to high data protection and security, blockchain technology can 

offer users and manufacturers with high solutions for intellectual property. 

 

Conclusion and Policy Implications 

 

Blockchain, called as "the fourth industrial revolution", was characterized as integrity, 

transparency, confidentiality and traceability in the whole process. Blockchain was an 

important asset in the information age. Such typical problems as illegal copying, forgery 

and profit distribution of data can be well solved under the trading environment of digital 

content (Gabin Heo, Dana Yang , Inshil Doh , Kijoon Chae, 2020). 

 

Through our studies, we recognize strengths and opportunities of block chain tech as well 

as its weaknesses and threats in globalization and industry 4.0 era. Based on our study we 

can suggest policy implications and risk management solutions as below. 

 

 

http://ieeexplore-ieee-org-s.vpn.qlu.edu.cn:8118/author/37088225169
http://ieeexplore-ieee-org-s.vpn.qlu.edu.cn:8118/author/37086017356
http://ieeexplore-ieee-org-s.vpn.qlu.edu.cn:8118/author/37299818100
http://ieeexplore-ieee-org-s.vpn.qlu.edu.cn:8118/author/37299815000
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Policy Implications 

 

For prospects of industry 4.0 and going further, Not only blochain technology, but ICT 

and, IoTs and AI and digital transformation in industry 4.0 need to centralized for further 

researches in big and strong ICT cities in Vietnam such as Thai Nguyen, HCM city, Ha 

noi, Da Nang city, etc. As well as in other emerging markets globally. 

 

Trung-Hieu Le, Nguyen Thuy Dung, Dinh Tran Ngoc Huy et al (2021) specified that IoTs 

Application system must be established with certain principles such as: high security 

solutions and warning system to protect our assets from strangers or hackers and robbers. 

And people and scientists can think of using hi-technology in order to manage their 

warehouses and control inventory better, as well as creating more smart applications for 

office or work place, for example, gestures and hand recognition, etc. 

 

Cybersecurity Risk Solutions 

 

There are some risks happening with block chain: 

 

Shiyong et al (2019) mentioned Risk of disclosure in the process of uploading trade 

secrets (information) did not come from the illegal theft of trade secrets. It was caused by 

the inherent technical defects of blockchain and network data services. At the same time, 

risks were sharply increased due to great changes in acquisition methods of data-based 

intellectual property rights. Everyone can use the network contents they want at any time. 

Data contents easy to copy and leak made it difficult to protect. It is difficult for actual 

copyright owners to fully prove their value safety even if they were protected. Data 

contents may be used by malicious users with protection (Wu Wei, 2017). 

 

So we would suggest cybersecurity risk solutions as follows: 

 

International Cyber Security Certification in ICT 

   

According to Sylwia (2020), It is worth noting that EU legal initiatives have already 

appeared in this area to establish requirements ensuring a high level of cyber security of 

ICT elements in the IT infrastructure - i.e. certification requirements. An example is the 

Regulation on cyber security certification in the field of ICT "Regulation (EU) 2019/881 
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of the European Parliament and of the Council of 17 April 2019 on ENISA (the European 

Union Agency for Cyber security) and on information and communications technology 

cyber security certification and repealing Regulation (EU) No 526/2013 (Cyber security 

Act) '. Following Regulation 2019/881, cyber security certification plays an important role 

when it comes to increasing trust in ICT products, ICT services, and ICT processes and 

their safety. The digital single market, and in particular the data-driven economy and IoT, 

can only develop properly in an atmosphere of general public confidence that such 

products, services, and processes provide a specific level of cyber security. Networked 

and automated vehicles, electronic medical devices, industrial automation control systems, 

and intelligent networks are just some examples of sectors in which certification is 

already widely used or will most likely be used soon. The sectors governed by Directive 

(EU) 2016/1148 are also sectors where cyber security certification is of decisive 

importance. Currently, cyber security certification of ICT products, ICT services, and ICT 

processes is used only to a limited extent. Where it is used, it exists mainly at Member 

State level or under industry-initiated programs. Therefore, a certificate issued by a given 

national cyber security certification body is generally not recognized in the other Member 

States. Enterprises must, therefore, certify their ICT products, ICT services, and ICT 

processes in the individual Member States in which they operate, for example, to 

participate in national public procurement procedures, thereby increasing costs for these 

enterprises. Also, when new programs are emerging, there is no coherent and holistic 

approach to horizontal cyber security issues, for example in the field of IoT. Existing 

programs have significant shortcomings and differ in terms of the scope of the products 

they cover, levels of assurance, substantive criteria and actual application, hampering 

mutual recognition mechanisms in the European Union. Some efforts have been made to 

ensure mutual recognition of certificates in the European Union. However, these measures 

were only partially effective. The most important example in this respect is the Mutual 

Recognition Agreement adopted by the Group of Senior Information Systems Security 

Officers (SOG-IS). Although it is the most important model of cooperation and mutual 

recognition in the field of safety certification, only some Member States belong to the 

SOG-IS. This limits the effectiveness of the Mutual Recognition Agreement adopted by 

the SOG-IS from the point of view of the internal market. It is, therefore, necessary to 

adopt a common approach and establish a European cyber security certification 

framework, setting out the main horizontal requirements for the European cyber security 
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certification programs to be developed and enabling the recognition and use of European 

cyber security certificates and EU declarations of conformity for ICT products in all 

Member States, ICT services or ICT processes. The existing national and international 

programs, as well as mutual recognition systems, in particular SOG-IS, should be used 

and a smooth transition from existing programs to existing programs under the new 

European cyber security certification framework should be allowed. This European cyber 

security certification framework should have a dual purpose. First of all, they should help 

to increase confidence in ICT products, ICT services, and ICT processes that have been 

certified under European cyber security certification programs. Secondly, they should 

help avoid the proliferation of conflicting or overlapping national cyber security 

certification programs and thus reduce the costs for companies operating in the digital 

single market. European cyber security certification programs should be 

non-discriminatory and based on European or international standards, insofar as those 

standards are not ineffective or inadequate to meet the Union's legitimate objectives in 

this regard. 

 

Limitation of Research 

 

We can make deepening analysis on blockchain technology for specific industries in 

emerging markets. 
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