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Preface 

ICDIS is a major multidisciplinary conference organized with the objective of 
bringing together researchers, developers and practitioners from academia and 
industry working in all areas of computer and computational sciences. It is orga-
nized specifically to help computer industry to derive the advances of next-generation 
computer and communication technology. Researchers invited to speak will present 
the latest developments and technical solutions. 

Technological developments all over the world are dependent upon globaliza-
tion of various research activities. Exchange of information and innovative ideas 
is necessary to accelerate the development of technology. Keeping this ideology 
in preference, the 3rd International Conference on Data and Information Sciences 
(ICDIS-2022) has been organized at Raja Balwant Singh Engineering Technical 
Campus, Bichpuri, Agra, India, during June 3–4, 2022. 

The 4th International Conference on Data and Information Sciences has been 
organized with a foreseen objective of enhancing the research activities at a large 
scale. Technical Program Committee and Advisory Board of ICDIS-2022 include 
eminent academicians, researchers and practitioners from abroad as well as from all 
over the nation. 

A sincere effort has been made to make it an immense source of knowledge by 
including 53 manuscripts in this proceedings volume. The selected manuscripts have 
gone through a rigorous review process and are revised by authors after incorporating 
the suggestions of the reviewers. 

ICDIS-2022 received around 242 submissions from around 603 authors of 
different countries such as Indonesia, Norway, Poland, Saudi Arabia, Thailand, and 
USA. Each submission has been gone through the plagiarism check. On the basis of 
plagiarism report, each submission was rigorously reviewed by at least two reviewers. 
Even some submissions have more than two reviews. On the basis of these reviews, 
53 high-quality papers were selected for publication in two proceedings volumes, 
with an acceptance rate of 21.9%. 

We are thankful to the keynote speakers—Prof. Marius M. Balas, Aurel Vlaicu 
University of Arad Romania, and Prof. Manoj Sachan, Sant Longowal Institute of 
Engineering and Technology, Longowal, Punjab, India, to enlighten the participants

ix



x Preface

with their knowledge and insights. We are also thankful to delegates and the authors 
for their participation and their interest in ICDIS-2022 as a platform to share their 
ideas and innovation. We are also thankful to the Prof. Dr. Janusz Kacprzyk, Series 
Editor, LNNS, Springer Nature, and Mr. Aninda Bose, Executive Editor, Springer 
Nature, India, for providing guidance and support. Also, we extend our heartfelt 
gratitude to the reviewers and technical program committee members for showing 
their concern and efforts in the review process. We are indeed thankful to everyone 
directly or indirectly associated with the conference organizing team leading it toward 
the success. 

Although utmost care has been taken in compilation and editing, however, a few 
errors may still occur. We request the participants to bear with such errors and lapses 
(if any). We wish you all the best. 

Agra, India Shailesh Tiwari 
Munesh C. Trivedi 
Mohan L. Kolhe 

Brajesh Kumar Singh
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A Review on Automatic Image Forgery 
Classification Using Advanced Deep 
Learning Techniques 

Anshul Kumar Singh, Chandani Sharma, Brajesh Kumar Singh, 
and Erma Suryani 

Abstract Digital images are the representation of an event and considered as an 
evidence for most of the cases and scenarios. Copy-move forgery is a generic sort 
of forgery method. The technique for recreating one segment or part of the picture 
inside a similar picture is called as copy-move forgery. An effective and dependable 
technique has been created by various authors for recognizing these forgeries for 
restoring the image credibility. Passive approaches of image forgery detection are 
very hard to achieve. Copy-move, cut-paste, image splicing, image retouching and 
lightening condition are the examples of independent forgery techniques. Various 
techniques have been used by various authors like deep learning, convolution neural 
network, median filtering detection based on CNN, copy-move forgery detection, 
ringed residual, discrete cosine transform, U-Net, image splicing forgery detection, 
etc., with good accuracy on publically accessible databases like CASIA, dataset series 
of MICC, CoMoFoD, BSDS300, etc. In this paper, we have done a critical analysis 
of these image forgery detection technologies and the dataset available publically. 
Comparative analysis based on techniques, model, dataset and accuracy has been 
performed, and they achieve good accuracy as well. 

Keywords CNN · Copy-move forgery · Cut-paste · Image splicing 

1 Introduction 

Images are essential in a wide range of areas these days, including education, medical, 
digital forensics, news media, athletics and scientific analysis, where they serve as 
the major source of evidence. It is extremely simple to fabricate a picture utilizing
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programmes like as Photoshop, GIMP and Coral Draw, as well as Android appli-
cations such as photo hackers. When a picture is presented in court as evidence, 
its legitimacy becomes crucial due to technology developments and the availability 
of low-cost hardware and software modification equipment, as well as advanced 
manipulating techniques that simplify and automate picture alteration. On a daily 
basis, counterfeit pictures are becoming a serious concern. The security of digital 
pictures has been undermined by the simplicity with which their sources and content 
may be altered. Digital image analysis is a relatively recent branch of research that 
focuses on guaranteeing the validity of photographs. The phrase “image processing” 
is commonly used interchangeably with the phrase “image editing” to refer to any 
action done on digital pictures using any programme. Picture fabrication is a method 
that involves altering the content of an image in order to fabricate historical proof. 
Tampering with images is a type of image counterfeiting that involves the replace-
ment of parts of a picture with fake content. If the fake material is copied straight 
from the original file, this is referred to as copy-move tampering; if the fake material 
is copied from other picture, this is referred to as image splicing [1]. Figure 1 shows 
image forgery detection process. 

There are two types of picture distortion detection techniques: passive and active 
[2]. An approved user adds extra content (such as a digital watermark) into the 
image at or during the picture acquisition stage using an active method. The effective 
approach detects tampering by utilizing this inherent information. Passive forgery 
detection approaches do not require additional expertise. Additionally, these tech-
niques are referred to as “blind methods” since they identify forgeries without relying 
on external knowledge. Passive techniques analyse picture characteristics in order 
to identify frauds. Passive techniques are autonomous forgery-type procedures that 
use compression and resampling to identify various forms of forgeries. Approaches 
to forgery detection are categorized as (a) copy-move and (b) splicing, depending on 
the type of passive forgery. Humans have a great deal of difficulty detecting images 
that have been altered in these two ways. As a result, recognizing these two types of 
forgeries becomes important, as well as advantageous, for digital picture forensics. 
In comparison with active image forgery techniques such as watermarking, passive 
approaches are more advantageous but sometimes more complex to apply. According

Fig. 1 Simple image forgery detection process 
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Fig. 2 Forgery detection approach classification 

to tampering cues, Wang et al. [2] categorized passive tamper detection techniques. 
In general, digital forging leaves no visible trace of what has been altered; however, 
it may modify certain numbers in an image, and these algorithms work on an image 
based on this premise. Zhang et al. [3] compare many approaches for identifying 
copy-moves, whereas Bondi et al. [4] compare many ways for identifying cut-paste. 
As a result, academics have developed a number of picture manipulation detec-
tion methods. Our objective in this paper is to present some novel approaches used 
for detecting forged images with good accuracies and in future analyse these tech-
niques to create automated image forgery classification for dependent forgery, i.e. 
copy-move and image splicing, Fig. 2 illustrates the various approaches for forgery 
detection. 

2 Related Work 

Bayar et al. [5] developed a novel convolutional layer for suppressing content to 
learn picture modification characteristics. This layer analyses the spatial relationship 
between pixels rather than image content, as modification of certain of these relation-
ships might affect them. This technique is capable of detecting numerous instances 
of picture manipulation. Any detection technique has the limitation of being unable 
to detect numerous tampering assaults satisfactorily. Additionally, the majority of the 
study is centred on JPEG pictures, as the tampered region is discovered by examining 
the amount of JPEG compression operations.
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Zhang et al. [3] have developed a two-step method of obtaining fictional images. 
They split the image into patches at the beginning and then studied the features of 
each patch using an automatic encoder model. The second stage is to supplement 
each patch with contextual information in order to achieve reliable results. 

Salloum et al. [6] suggested localizing picture splicing using a multi-task fully 
convolutional network (MFCN). They constructed a base network using FCN VGG-
16 with skip links. Multi-task FCN (MFCN) is shown to outperform single-task FCN 
(SFCN), owing to the fact that SFCN delivers coarse localization performance in a 
limited number of cases. The MFCN with two output divisions was suggested in 
Ref. [6]. One of these two branches is used to obtain information about the base’s 
mark, while the other is used to obtain information about the tampered area’s border. 
While our strategy suffered a minor performance decrease during post-processing 
activities, it outperformed several current approaches. 

Amerini et al. [7] proposed localizing double JPEG compression using a multi-
domain CNN. A multi-domain CNN is composed of two CNNs, one spatial and 
one frequency, as well as completely linked layers. A CNN with a spatial domain 
input accepts n–n-size leaflets for RGB colour channels as input. It is made up of 
two convolutional blocks and two layers that are totally linked. Each patch’s DCT 
coefficients are input into a frequency domain-based CNN. CNN on the frequency 
domain consists of two layers of integration and three full connections. CNN for 
multiple domains integrates fully integrated layers of both networks and classifies 
patches as unmodified, single pressed or double pressed. 

Detecting median filtering in a picture is challenging owing to the tiny size and 
compact nature of the picture. Chen et al. [8] solved this issue by developing a 
CNN-based technique for obtaining median filtering residuals from pictures. The 
first layer of CNN is a filter that eliminates interference from edges and textures. The 
model is able to analyse the median filtering traces after eliminating interference. 
The technique was assessed using a dataset of 15,352 pictures assembled from five 
separate picture datasets. 

Hajialilu et al. [9] presented a method for detecting CMFs. Initially, they recom-
mended employing a sparse recovery method to identify questionable parts. They 
recommended comparing the histograms of the detected segments in order to locate 
comparable ones to include the colour information. The components key points 
were extracted, and their matching counterparts were found. Finally, they suggest 
a morphological method for recovering the fabricated region. They evaluated the 
suggested method’s capacity to distinguish between ranges of faked pictures. In 
terms of identifying scaled forgeries, the suggested technique surpasses previous 
techniques. Additionally, the suggested method was able to eliminate the image’s 
real repeating patterns, whereas existing CMF detection algorithms wrongly iden-
tified such regions as forgeries. Additionally, the suggested plan was significantly 
quicker than the other plans on average. 

Gani and Qadir [10] presented an approach for identifying copy-move forgeries 
that is resilient against various post-processing assaults. They used discrete cosine 
transform to extract features in each block (DCT). Then, feature vector is generated 
based on the sign information of the DCT coefficients [10], using cellular automata.
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Finally, duplicated regions within the picture were detected using the KD tree-based 
nearest neighbour search approach. When a picture has been severely impacted by 
post-processing assaults, the suggested technique outperforms the existing state-
of-the-art approaches in the literature. Furthermore, studies have demonstrated the 
suggested method’s resistance against a range of combination assaults. 

Elaskily et al. [11] developed a novel concept for finding copy-move fraud 
automatically using deep learning techniques. Authors built a CNN especially for 
detecting copy-move forgeries. A CNN is used to read presentations of hierarchical 
features on embedded images, which were then utilized to differentiate modified from 
un-manipulated pictures. Extensive tests show that the proposed deep CMFD method 
exceeds the standard CMFD systems on publicly accessible datasets series of MICC. 
Additionally, they merged the datasets with the SATs-130 dataset to produce novel 
dataset combinations. Accuracy of 100% was attained for each of the four datasets. 
This illustrates the suggested algorithm’s resistance to a number of well-documented 
assaults. To help in assessment, comparative results were included. 

3 Research Gaps 

There is a need of generalizing the framework to detect any type of forgery with good 
precision. Deep learning methods require enormous amount of data for training and 
computing required is also quite significant; there is a need of optimizing this to 
improvise on the accuracy and processing cost. 

Tampering identification is a coarse-grained image analysis problem, whereas 
localization is a fine-grained image analysis one. Localizing the modified region in a 
picture is more difficult than recognizing it. Researchers have suggested several ways 
for detecting tampering; however, only a handful of these approaches are capable of 
identifying the modified region. 

The most frequently used methods detect tampering through the introduction of 
custom features. Deep learning is capable of learning abstract and complicated char-
acteristics needed to identify tampering automatically. The deep learning models may 
be used to categorize the input picture binary into authentic (original) or tampered 
groups and to localize tampered regions. CNN models performed well in classifi-
cation as well as in the creation of fine-grained masks for tampering area localiza-
tion, the researchers observed. However, training deep networks needs a significant 
amount of time and computational resources, as well as a considerably bigger dataset. 

4 Features and Challenges of Image Forgery Techniques 

There are various ways for detecting forgery; however, forgery detection requires 
automated feature extraction [12]. As a result, machine and deep learning algorithms 
have a huge range of applications in the following subject of forgery study. Due to
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the time required to extract features using conventional methods, machine learning-
based hybrid methods are time intensive [13]. Nowadays, approaches based on deep 
learning are frequently utilized since they extract characteristics automatically using 
a neural network and give higher results when compared to previous approaches 
[14]. While training the model requires time, testing requires less time. Due to the 
pictures’ huge size and poor contrast, conventional forgery detection algorithms are 
inefficient in detecting manipulated portions [15]. As a result, a deep learning-based 
approach for identifying the copy-move forged picture is required [16]. We have 
classified various author’s findings in a tabular format. Table 1 shows tempering 
type, model used, features and challenges faced by authors, whereas Table 2 depicts 
dataset and performance-based comparison for the same.

4.1 Dataset-Based Comparison 

Accuracy and performance comparison of various deep learning-based image forgery 
detection on various datasets. Table 2 shows performance of models of copy-move 
forgery detection with accuracy. 

Graphical analysis of the accuracy of cut-paste and copy-move tempering w.r.t. 
datasets is shown in Figs. 3 and 4 with the help of bar chart, and some of the 
approaches depict very good accuracies.

5 Conclusion 

In this paper, we have summarized the working models in the field of image forgery 
like prediction error filters, wavelet decomposition, DCT, CNN, etc., and the authors 
took tampered images from a large pool of dataset. Different type of tampering 
like Gaussian blurring, cut-paste, copy-move, image splicing, etc., is done on the 
datasets. Authors have come up with good accuracy ranges from 76 to 99.10% in the 
field of forgery detection in an image (dataset). In some scenarios, there is a need 
of generalized framework to detect multiple types of forgery simultaneously with 
better precision, which requires a huge amount of data for training and computing 
required is also quite significant, so there is a need to optimize these two. In future, 
we can use hybrid deep learning to detect image forgery techniques, i.e. copy-move 
and image splicing automatically with good accuracy and precision.
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Table 1 Characteristics and limitations of traditional copy-move image forgery detection models 

Paper Tampering type Model Features Challenges 

Bayar et al. [5] Gaussian 
blurring, median 
filtering, 
re-sampling, 
AWGN 

Prediction error 
filters 

A new type of 
direct layout 
designed 
specifically to 
compress image 
content and 
dynamically read 
the features to 
detect deception 

Automatically 
detect several 
different 
manipulations, 
but the 
complexity of the 
suggested 
algorithm needs 
improvement 

Zhan et al. [3] Cut-paste, 
copy-move 

3-level 2D 
wavelet 
decomposition 

An in-depth 
two-phase 
learning approach 
to learning 
features to get 
distorted images 
with different 
image formats 

Accuracy is on 
the lower side 
needs to 
incorporate 
algorithms like 
DCT to 
improvise on the 
accuracy front 

Sallou et al. [6] Image splicing Edge probability 
map and surface 
probability map 

Multi-function 
FCN (MFCN) 
uses two output 
branches to learn 
multiple functions 

Faster approach 
but accuracy 
needs to be 
improved 

Amerini et al.  
[7] 

Double 
compression, 
cut-paste 

Histogram and 
RGB features of 
DCT 

One or two JPEG 
compression can 
be expressed and 
performed locally 
using CNN 

Complex 
algorithm in 
terms of 
computation time 
and accuracy 
needs to be 
validated in 
multiple available 
benchmark 
datasets 

Chen et al. [8] Median filtering, 
cut-paste 

Median filter 
residuals 

Modified 
convolution layers 
and composite 
layers to read 
section 
presentations and 
discover many 
aspects of 
additional 
subdivisions 

Accuracy needs 
to be improvised 
and needs to be 
tested on more 
real-time datasets 
to validate the 
robustness

(continued)
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Table 1 (continued)

Paper Tampering type Model Features Challenges

Hajialilu et al. 
[9] 

Copy-move CMF detection 
algorithm 

Sparse recovery 
algorithm for 
marking the 
suspicious 
segments 
Morphology 
scheme to extract 
the forged region 

Faster technique 
but working on 
copy-move needs 
to be tested for 
cut-paste as well 

Gani and Qadir 
[10] 

Copy-move, 
cut-paste 

DCT A solid way to 
find copy-move 
forgeries under 
separate 
post-processing 
attacks 

Geometric 
attacks such as 
scaling and 
rotation are yet to 
be investigated 

Elaskily et al. 
[11] 

Copy-move CNN An in-depth 
CMFD algorithm 
proposed to study 
the representation 
of hierarchical 
features in 
embedded images, 
which are used to 
obtain distorted 
and realistic 
images 

Additional 
challenging 
datasets may be 
investigated to 
test the proposed 
algorithm and 
should be tested 
on other types of 
digital image 
manipulation 

Table 2 Dataset-based comparison of traditional copy-move forgery detection models 

Paper Tampering type Model Dataset Performance 
metrics 

Bayar et al. [5] Gaussian blurring, 
median filtering, 
re-sampling, 
AWGN 

Prediction error 
filters 

Collected from 12 
different cameras 

Accuracy: 
99.10% 

Zhan et al. [3] Cut-paste, 
copy-move 

3-level 2D wavelet 
decomposition 

Columbia, 
CASIA v1.0 and 
v2.0 

Accuracy: 
91.09% 

Amerini et al.  [7] Double 
compression, 
cut-paste 

Histogram and 
RGB features of 
DCT 

UCID (1338 
images) 

Accuracy: 
95% 

Chen et al. [8] Cut-paste, median 
filtering 

Median filter 
residuals 

NRCS, UCID Accuracy: 
85.14%

(continued)
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Table 2 (continued)

Paper Tampering type Model Dataset Performance
metrics

Hajialilu et al. [9] Copy-move CMF detection 
algorithm 

Custom JPEG 
images dataset 

Accuracy: 
88% 

Gani and Qadir 
[10] 

Copy-move, 
cut-paste 

DCT MICC-F2000 Accuracy: 
92.5% 

Elaskily et al. 
[11] 

Copy-move CNN MICC-F220, 
MICC-F2000 and 
MICC-F600 

Accuracy: 
93.57% 

Wu et al. [17] Copy-move Features from 
VGG16 

CASIAv2.0 
CoMoFoD 

Accuracy: 
93% 

Bi et al. [18] Cut-paste Image residuals CASIA, 
Columbia 

Accuracy: 
76% 

Bondi et al. [4] Cut-paste Camera model 
features 

Dresden image 
database (16k 
images from 26 
different cameras) 

Accuracy: 
81%
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Fig. 3 Performance of cut-paste tempering techniques with various datasets 
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Fig. 4 Performance of copy-move tempering techniques with various datasets

References 

1. Barad ZJ, Goswami MM (2020) Image forgery detection using deep learning: a survey. In: 2020 
6th international conference on advanced computing and communication systems (ICACCS),



10 A. K. Singh et al.

April 
2. Wang W, Dong J, Tan T (2009) A survey of passive image tampering detection. In: International 

workshop on digital watermarking. Springer, pp 308–322 
3. Zhang Y, Goh J, Win LL, Thing VL (2016) Image region forgery detection: a deep learning 

approach. In: SG-CRC, pp 1–11 
4. Bondi L, Lameri S, Güera D, Bestagini P, Delp EJ, Tubaro S (2017) Tampering detection 

and localization through clustering of camera-based CNN features. In: IEEE conference on 
computer vision and pattern recognition workshops (CVPRW), pp 1855–1864 

5. Bayar B, Stamm MC (2016) A deep learning approach to universal image manipulation detec-
tion using a new convolutional layer. In: Proceedings of the 4th ACM workshop on information 
hiding and multimedia security, pp 5–10 

6. Salloum R, Ren Y, Kuo C-CJ (2018) Image splicing localization using a multi-task fully 
convolutional network (MFCN). J Vis Commun Image Represent 51:201–209 

7. Amerini I, Uricchio T, Ballan L, Caldelli R (2017) Localization of jpeg double compression 
through multi-domain convolutional neural networks. In: IEEE conference on computer vision 
and pattern recognition workshops (CVPRW), pp 1865–1871 

8. Chen J, Kang X, Liu Y, Wang ZJ (2015) Median filtering forensics based on convolutional 
neural networks. IEEE Signal Process Lett 22(11):1849–1853 

9. Hajialilu SF, Azghani M, Kazemi N (2020) Image copy-move forgery detection using sparse 
recovery and keypoint matching. IET Image Process 14(12):2799–2807 

10. Gani G, Qadir F (2020) A robust copy-move forgery detection technique based on discrete 
cosine transform and cellular automata. J Inf Secur Appl 54 

11. Elaskily MA, Elnemr HA, Sedik A, Dessouky MM, El Banby GM, Elshakankiry OA, Khalaf 
AAM, Aslan HK, Faragallah OS, Abd El-Samie FE (2020) A novel deep learning framework 
for copy-move forgery detection in images. Multimed Tools Appl 

12. Liu Y, Wang H, Chen Y et al (2020) A passive forensic scheme for copy-move forgery based 
on superpixel segmentation and K-means clustering. Multimed Tools Appl 79:477–500 

13. Soni B, Das PK, Thounaojam DM (2019) Geometric transformation invariant block based 
copy-move forgery detection using fast and efficient hybrid local features. J Inf Secur Appl 
45:44–51 

14. Cozzolino D, Poggi G, Verdoliva L (2015) Efficient dense-field copy–move forgery detection. 
IEEE Trans Inf Forens Secur 10(11):2284–2297 

15. Chen C-C, Lu W-Y, Chou C-H (2019) Rotational copy-move forgery detection using SIFT and 
region growing strategies. Multimed Tools Appl 

16. Yang F, Li J, Lu W, Weng J (2017) Copy-move forgery detection based on hybrid features. Eng 
Appl Artif Intell 59(3):73–83 

17. Wu Y, Abd-Almageed W, Natarajan P (2018) Busternet: detecting copy-move image forgery 
with source/target localization. In: Proceedings of the European conference on computer vision 
(ECCV), pp 168–184 

18. Bi X, Wei Y, Xiao B, Li W (2019) Rru-net: the ringed residual u-net for image splicing forgery 
detection. In: Proceedings of the IEEE conference on computer vision and pattern recognition 
workshops, pp 30–39



Scientific Exploration of Music 
Recommendation System Using Facial 
Expressions 

Juginder Pal Singh and Jitesh Kumar Bhatia 

Abstract This paper is about the music recommendation system, which will provide 
songs to the user according to their facial expressions or emotions. The deep learning 
algorithm and the CNN approach are being used to build the system. DNN approach 
is been used for classification of music. This paper surveys the various methods that 
identify the mood of a user through the user’s facial expression, which, in turn, helps 
in recommending the music to be played as per the user’s mood. The algorithm is 
quite helpful when the playlist is shuffled and has a number of songs in it. Thus, a 
user is confused in identifying the music to be played based on the moment. In case 
of a sad mood, the user may even get into the worse mood, if he/she needs to scan the 
playlist. The paper studies the state-of-the-art methods given by various researchers 
and compares their accuracy and efficiency among each other. The objective of this 
paper is to convey the researchers about the work done in this area and identify the 
issues and challenges in different models. 

Keywords Recommendation system · CNN · DNN · Deep learning ·Music 
classification · Facial expression ·Mood swings ·Music recommendation system ·
Playlist 

1 Introduction 

A new hope has been discovered in the music information retrieval with the anal-
ysis and understanding of music automatically through different applications of the 
computer [1]. 

Human beings and their mood are very unpredictable. Music is one way to express 
the mood of any person at any time. People love to express themselves by the choice 
of their music. It is used in every aspect of life whether people are happy or sad,
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angry or calm. Listening music is very important for a healthy life. Music has a lot 
of benefits in brain development and motor skills. But, sometimes the user also does 
not know which type of song they want to listen. The problem arises because of 
long playlist. The users get confused with songs and their mood. This makes the 
user even more frustrated. The system of facial recognition and suggesting songs 
accordingly provide automatic parsing of a playlist derived from various types of 
emotion and moods. It provides a great interface as well as can lift up the mood any 
time. Different machine learning algorithms have been used which help in allowing 
playlist which is automatic. The main attribute is the emotion of the user. It has been 
implemented on android application, laptops and smartphones, where images will be 
taken through camera, and it detects user emotion and thereafter searches the suitable 
song depending on the mood of user. Our motivation in the proposed paper is to carry 
out the convolutional neural networks for categorizing of the facial expressions and 
the additional use of algorithms for the better and accurate results. The proposed 
system is based on the extraction of facial expressions which reduces the effort and 
time because the system has an updated playlist which will automatically play the 
music according to the mood. This system not only detects the expressions but using 
various algorithms and signals we have tried our best to give the promising results 
which will satisfy the user up to the mark. 

2 Literature Survey 

In [2], the author proposed a paper in which a user image is captured and then 
the emotion is detected from the face that has been captured of the person. This is 
done using image segmentation and image processing technology. In this paper, two 
datasets are applied “CK and HELEN” for the purpose of training the classifier. It is 
also noted that the classifier used by them has a high accuracy of more than 81%. In 
[3], the author proposed two notable methods for extraction of facial features which 
include feature extraction based on geometrics and the other based on appearance. 
Appearance-based feature extraction included some vital points of the face. In [4], it 
has been suggested that the user’s mindset can be determined through facial expres-
sion. We know that there are many ways humans can express themselves and convey 
their feelings. It can be done through different gestures by hands, or by raising the 
tone and the pitch of the voice. Mostly, they communicate their feeling through their 
face. Music players based on emotions lessen the time complexity. People who have 
a humongous playlist often play songs randomly and later get irritated when it does 
not satisfy their mood. This system will help the user to choose the songs according 
to their mood for that image. Image is captured which is then modified to binary 
format from RGB. OpenCV offers Haar cascade technology which has been in the 
process. In [5], the authors explain how the user’s emotion is detected and how the 
playlist comes into the light when the feeling is perceived. In this, first the face is 
captured or taken from the Google Photos. After the picture is saved, the authors have 
used artificial intelligence techniques to help in recognizing the emotion on the face



Scientific Exploration of Music Recommendation … 13

expressed. Support vector machine is the approach to detect the song getting played. 
The dataset used for the research is from Kaggle. This dataset contains millions of 
songs from all around. Fahad et al. [6] used logistic regression based on supervised 
algorithm. It is a machine learning algorithm which has been used to break down text 
into five basic classes of emotion like sadness, terror, happy, humiliation and regret 
and the authors have obtained 86% precision, 84% recall and 85% F1-score. In [7], 
the authors explain that the facial expressions of a human being can be classified into 
seven classes. These expressions are same for everyone around the world, even if they 
belong to different race or they lie in different age brackets. In this case for a human 
being, only facial expression signal is not enough to detect emotion accurately for 
accurate result. The authors have also used phycology signal also as it is more effi-
cient to track and recognize emotion as compared to other. Arnold et al. [8] state that 
the proposed model can be used to provide an interface between the music systems 
as well as for a good entertainment purpose. In the proposed model, first the face is 
captured and saved on the cloud web services, and then the ROI is extracted. This 
will be processed using a predictor. The emotion is recognized through the photo, 
and the music is recommended as per the expression. 90–95% accuracy is found in 
their system. DJ-MC [9] proposed a model in which the authors have introduced a 
reinforcement music recommendation system, in which the music will not be played 
according to any kind of sequence or playlist. However, it is a model in which the 
preferences of songs and song transitions are considered as they have concentrated 
more on the audio music. The framework can provide a sequence of songs, and an 
important improvement has been seen from all other perspective. In [10], the authors 
have used a smart music player which is able to detect feelings or emotions and 
have used an action unit for the facial moves. They have used a convolutional neural 
network (CNN) and vector for the pattern. This model does not have three emotions 
included in it, i.e., happy, angry and relaxed feeling. 

In [11], the authors have tried to put forward an approach established on Bezier 
curve fitting. For the detection of facial expression and emotion, the system is based 
on two parts. The first part is that the facial features are detected and analyzed 
from the given input image. In the next stage, the validation of facial emotions of 
characteristics attribute is done. In [12], the authors have suggested a technique for 
human facial expression recognition. The approach is entirely rooted on Eigen face 
approach. It explains the use of Eigen face classifier in recognizing the emotion. The 
system tries to evaluate the Euclidean distance. The distance is measured between the 
Eigenvectors used for the required output images and the input test dataset images. In 
[13], the authors proposed an intelligent music player. It is established on emotions. 
This music model tries to find out facial expression of the user by using the Fisherface 
algorithm. Face recognition can be effectively done by Fisherface algorithm as it is 
the best-known method for the purpose. It is generally assumed better in comparison 
with other techniques, like Eigen face and other techniques. In [14], the authors 
have put forward a system for facial recognition and music recommendation which 
is carried out by means of Raspbian and the software necessities of TensorFlow 
and NumPy. The system is totally based on OpenCV Library on Raspberry Pi. In 
[15], the authors explain about the system which extracts emotions with the help
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of facial features. The algorithm used for the model is Haar cascade algorithm. In 
[16], the authors suggest a model in which the images about person detected are 
by the curvatures and intensities of the image. ANN is used to detect the emotions. 
Two layers of neural network have been used in it. SCG algorithm is also been 
accustomed to obtain the recognition accuracy of 92.2%. In [17], the authors have 
proposed a model in which they developed XPOD, which detects the emotions of 
the person and the activities. This model follows client–server architecture. They 
have also employed the sensors in the model which will detect the emotion to play 
the recommended music. In [18], a new system is proposed in which the music 
player which plays the music uses the speech to control the emotions of the person 
and plays the required music. Zheng et al. [19] have divided the features into two 
parts: appearances based and geometric features. The geometric features include the 
eyes, lips and mouth, whereas the appearance includes smile, happy or any other 
expression. The authors in [20] proposed a system in which facial expressions are 
detected with help of Gabor filters. They are placed topographically and aligned with 
the face. 

In [21], the authors have proposed a technique in which they used a graph which 
was based on clustering of music, music emotion recognition and the extraction and 
plotting of audio functions. Audio functions are used to get the accuracy or say more 
precise calculations. In [22], the authors have suggested a model that deliberates 
on emotion detection in audio signals that uses hand-me-down to MFCC. The delay 
found in this algorithm is used to recognize the sentiments and improves the precision. 
Robin Burke et al. [23] proposed a system in which they improved the effectiveness 
of the music recommendations they were getting after facial detections. It is known as 
the hybrid recommender system. In [24], the authors proposed a model in which they 
used user–user, item–item or user–item similarity. This idea of linear combination 
was implemented very well. Future directions for recommender systems are evolving 
with a great speed, so that in the future, the implementation of Apache Spark and 
R-language can be examined. In the paper [25], the authors have tried to recommend 
a music system based on user’s emotion with the help of point detection algorithm. 
The algorithm in the system has been used for the purpose of feature extraction. 
Machine learning training has been done with the help of OpenCV. PyCharm has 
been used for coding. They have merged machine learning and computer vision for 
linking facial reactions for the music recommendation system. In [26], the authors 
have developed a strong system to discover and recognize the facial expressions 
from the images taken. It has been done in two stages. The first phase is facial 
detection for which extraction of Haar cascade factors of a face working on Viola– 
Jones algorithm has been used. In the second phase, emotion recognition is done by 
applying the technique of DNN. They used two datasets. One of them was FER2013 
dataset which had thousands of images with all types of emotion. They used the 
9000 images from the FER2013 dataset for training their system. In [27], the authors 
have suggested a bimodal emotion recognition system. In the system, they have 
tried to use a combination of speech signals and facial expression. Different models 
were developed with the help of bimodal corpus. These were then trained and tested 
with different classifiers, such as K-nearest neighbor, support vector machine and
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Naive Bayes. The outcome of the research reveals that facial expression gives greater 
accuracy in comparison with speech. The union of speech signal and facial expression 
with SVM classifier also offer better performance. In [28], the authors have proposed 
a paper in which they used a machine learning algorithm to detect the emotions of 
the user as input and build an automated list of music. They have made an android 
application which is introduced in the smart mobiles to detect the emotions of the 
user and play the music accordingly. Machine learning is being used to keep a record 
of the music which is been played according to the mood so that the next music that 
will be played should be more precise according to the mood. In [29], they came 
with a system in which they introduced a program known as “TV music program’s 
audience rating information.” The scheme asks the user to grade the product and 
choose the music according to their mood or emotion. The program also keeps a 
track of the user’s history so that that they can make their system better and it can 
easily work according to the user. In [30], the authors have proposed a system in 
which they have combined two perspectives: DCNN approach and WFE approach. 
These perspectives have been used to uproot the relation linking the data inputted 
along with music. The DCNN method is used for the classification purpose such as 
the audio signals, and the WFE approach is used to find the frequency of the music 
that needs to be listened by the user. 

In [31], the authors have proposed a system in which they have three steps. The 
first is facial expression detection in which they have used YCbCr color model to 
detect the skin color to retain the facial expressions. In the second step, they get 
the result about first step using AAM. Finally, in the third step, Euclidean distance 
is used which will be the output of the facial expressions detected. ANFIS is used 
to get 100% accuracy. In [33], the authors have suggested a system which is about 
affinity graph which is used to discover the film music and gives an accuracy of 
85% on an average. In [35], the authors have specified the model to convert the sign 
language to text. The same model can be improved to convert the sign language to 
determine the music to be played. In [36], the authors have classified different genres 
as Blues, Classical, Country, Disco, Hip-hop, Jazz, Metal, etc. The facial expression 
can also be identified to get the category of the song to be played from the playlist. In 
[38], the authors have identified the recommendations based on sentiment analysis. 
The sentiments are proportional to the facial expression and/or mood swings. So, 
the same model can be improved in the direction of playing the music based on 
sentiments. The human activity can be tracked using the deep learning algorithms 
too. The authors have presented a survey showing the prominent methods given by 
the researchers that uses deep learning approach to identify and track the human’s 
activity. Using this activity, the human’s mood can be classified and given a relevant 
music to his/her ears (Fig. 1).

These are the common human emotions with which we are dealing in this project 
and also types of song are categories in these groups.
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Fig. 1 Different types of emotions [37]

3 Analysis on Different Issues and Used Methodology 

As we are comparing several papers, we come to know that different author is using 
different methodology such as S Matilda Florence in 2021 uses CNN and DNN, 
whereas we came to know that Aditya Gupta uses machine learning and Fisherface 
algorithm and further methodologies are in the table given below. And, also trying 
to show the issues different authors faced during the research on the given problem 
statement (Table 1).

4 Result Comparison 

In this section, we are comparing the result or output of different paper so that we 
can know the best solution (Table 2).

A comparative study of different papers has been done here. The paper [15] 
provides the best solution, where the accuracy has gone up to 95%. Most of the 
papers have an accuracy of between 80 and 90%. In the paper [15], the authors have 
used Android Studio and OpenCV (Fig. 2).



Scientific Exploration of Music Recommendation … 17

Table 1 Survey table of issues and used methodology 

Author Year Problem Finding 

S Matilda Florence 2021 [2] Can be used to detect the 
mood of physically 
challenged people 

Convolution neural network 
(CNN) and deep neural 
network (DNN) 

Aditya Gupte 2016 [4] It is for user authentication 
purposes by using facial 
recognition 

Machine learning and 
Fisherface algorithm 

Kabani H 2015 [3] Even more, a compact device 
can be designed 

Deep learning and 
TensorFlow 

Deny John Samuvel 2020 [5] The exactness of framework 
and information collection for 
the formation of grouping 
model for improvement 

Artificial intelligence and 
OpenCV application 

Mahima 2020 [13] Users can update the list of 
songs 

Face emotion detection, 
OpenCV 

Ramya Ramanathan 2020 [21] Limited functionalities and 
also manipulation in facial 
recognition 

Microsoft emotion 
recognition API, flutter, 
Firebase 

Alotaibi 2019 [6] It needs to improve in deep 
learning models as it becomes 
popular nowadays in the data 
science department 

Machine learning with 
logistic regression classifier 
and ISEAR dataset 

Gokul Krishnan K 2018 [28] Use the CNN model to 
increase efficiency 

Facial detection, neural 
network and Haar cascade 

Nikhil Zavare 2014 [15] It is helpful in more places 
where music is used as music 
therapy 

Android Studio and OpenCV 

Shlok Gilda 2017 [10] Songs from different 
languages can be added as per 
user wise 

Multilayer neural network and 
ReLU operation for 
nonlinearity to the dataset 

A. R. Patel 2016 [27] The accuracy of mood 
prediction can be improved 
by detecting exact emotions 

Support vector machine 
(SVM) and histograms of 
oriented gradient (HOG) 

Anurag Dea 2015 [12] There is confusion between 
fear and sorrow identification 

Circumflex model of Russel 

Kai-Tai Song 2013 [18] Adding more emotion feature 
results improves emotion 
mapping 

Human–robot interaction 
(HRI) 

Woori Han 2012 [11] In this it also needs to observe 
body gestures to detect the 
mood 

Multimodal approach system 

T.H. Wang 2009 [1] Joy and surprise expression 
are easily confused with other 
up to (73–74%) 

2D and 3D wavelet transform

(continued)
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Table 1 (continued)

Author Year Problem Finding

S. Dornbush 2005 [17] Can be used to detect more 
accurate result 

Neural network played on 
XPOD with GUI on PDA

Table 2 Quantitative analysis of available work 

Author Year Result 

S Matilda Florence 2021 [2] Its accuracy is more than 80% in most of the test cases 

Aditya Gupte 2021 [4] In this, accuracy differs as per emotion as happy shows the 
highest accuracy of 96%, whereas sad shows accuracy of 80% 

Kabani H 2020 [3] In this, accuracy is 90% 

Mahima 2020 [13] It has an accuracy of 89% 

Ramya Ramanathan 2020 [21] Its accuracy is 85% in most of the test cases 

Alotaibi 2019 [6] Its results are good with 80% perfection in it 

Gokul Krishnan K 2018 [28] The output of the following gives the accuracy of 91% 

Nikhil Zavare 2018 [15] In this, accuracy of the project in most of the test is 95%

5 Conclusion 

After studying the various state-of-the-art methods proposed by the researchers, the 
authors conclude that a user can be provided a recommendation of the music to 
be played from the playlist based on the user’s mood swings. The models, without 
the manual intervention, recommend the best-suited music genre to be played on 
identifying the facial expression of the user. The authors have also discussed the 
different issues and challenges faced by the researchers on following a methodology. 
Some new algorithms came into the light to abstract the facial emotion of the person. 
The facial expression of a person has been recorded in various scenarios for better 
results. The models show an accuracy in between 80 and 95%, but there is a need 
to improve the classifier and training dataset. The researchers must aim to lessen the 
time taken in getting the outcome by increasing the system accuracy for different 
datasets. The greater is the accuracy and lesser is the response time, the more the 
user is satisfied. The models discussed can be implemented in cars, at homes in the 
areas where people want to relax, in mobile phones, etc.
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Fig. 2 Flow diagram of MRS using facial expressions
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Live Hotspots Visualization 
and Degradation Analysis of Solar 
Photovoltaic Panels Using QR Code 
and Thermal Image Processing 

Akash Singh Chaudhary and D. K. Chaturvedi 

Abstract Solar photovoltaic panels are one of mostly used sources of electricity 
generation today. Solar panels are installed in open atmosphere to receive solar 
radiations emitted by sun on its surface. Different atmospheric conditions produce 
degradation and ageing effect in solar panels which results in formation of hotspots 
in solar panels. The hotspots in solar cells produce heating and are responsible for 
the loss of power generated by solar panel. These hotspots are not visible by naked 
human eye so a thermal imaging camera is used to view thermal images of hotspots 
in solar panels. In this paper, technique of thermal imaging is blended with QR Code 
to visualize temperature changes during hotspot formation using QR code and then 
heat analysis of hotspot is also performed with MATLAB digital image processing. 
The data from normal camera Android phone, thermal imaging camera and data 
logger system is acquired and merged with self-designed QR Code in video format 
to visualize the live conditions of temperature variation during hotspot formation in 
solar panels on one screen conveniently. Degradation analysis is performed in terms 
of percentage degradation of hotspots produced in solar panels through MATLAB 
thermal image processing. 
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1 Introduction 

Solar photovoltaic panels consist of solar cells which produce electricity by absorbing 
solar radiations emitted by sun. Hotspots are produced in shaded solar cells when 
solar cells are shaded partially or fully due to shade of tree leaves/tower/building 
[1–4]. Hotspots increase temperature and produce heating in hotspot area. These 
hotspots are not visible by naked human eye; therefore, a thermal imaging camera 
is used to visualize which captures infrared radiations coming out of hotspots and 
produce a thermal image on the screen of thermal imaging camera [5]. Degradation 
analysis for thermal images obtained for hotspots can be done using MATLAB digital 
image processing toolbox [6]. QR Code is used to store and visualize the recorded 
video file at in the desired video form [7]. 

2 Formation of Hotspots in Solar Photovoltaic Panel 

The basic reason of formation of hotspots in solar panels is local shading of some 
solar cells due to shade of building or tower, shade of tree or tree leaves, shadow 
of any object or any other deposits. The solar cells which are shaded receive less 
solar irradiance in comparison with the solar cells which are not shaded; therefore, 
the shaded solar cell act as a load instead of source and draw power generated by 
solar panel. This power consumption in shaded solar cell increases its temperature and 
produce local heating compared to other solar cells and form hotspots. If temperature 
of hotspot increases beyond a tolerable range, the solar cell may be damaged which 
can create a burning fault in solar module [8]. 

3 Significance of QR Code in Live Visualization of Hotspots 

QR Code is a two-dimensional barcode having in which data can be stored in both 
direction (horizontal and vertical). Basically, a QR Code has two regions, namely 
function pattern region and encoding region. The function pattern region contains 
finder, separator, timing patterns and alignment patterns while the information is 
stored in encoding section of a QR Code. The information stored in it can be shared 
by providing a shareable link to QR Code. To access the stored data, generated 
QR Code is scanned through a QR Code scanner from Android mobile phones [9, 
10]. A QR Code can store maximum limit of 7089 characters, 4296 alphanumeric 
characters, 2953 binary bytes and 1817 Kanji characters. Moreover, a QR Code 
can store texts, contacts, URL, shareable link, email, etc., so used in educational 
institutions, business, medical and security [11]. The captured data can be stored in 
video format with in the generated QR Code. This QR Code is when scanned by
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QR Code scanner allows to visualize the live variations which seems as they occur 
during the real time, and temperature variations are easily visible in video form [12]. 

4 Applications of Thermal Imaging in Hotspots Analysis 
Using Digital Image Processing 

Thermal imaging camera is a device which captures infrared radiations emitted by any 
object having temperature above absolute zero (−273 °C) without making a physical 
contact to the object. These captured infrared radiations are represented by thermal 
images or thermograms on the screen of thermal imaging camera. Thermal images 
are colourful pattern of images representing low and high-temperature regions with 
dark (dark blue) and bright (light yellow), respectively [13]. When these thermal 
images are analysed using MATLAB digital image processing, the desired region 
of interest can be segmented. The MATLAB digital image processing allows to 
calculate the point of interest in the heated region of thermal image for hotspot with 
detailed temperature analysis. The three-dimensional temperature plots for hotspot 
show depth of heating in terms of temperature scale for better understanding [14]. 
Thermal images are processed through digital image processing to obtain the 3D 
temperature plots and percentage average degradation for hotspot observed in solar 
panel. The percentage average degradation shows the heating effect due to hotspot 
in solar cell and is calculated by formula. AW and AT are white area and total area 
of hotspot in binary image, respectively [15] 

Percentage average degradation = AW/AT 

5 Experimental Work for Live Visualization of Hotspots 
Using QR Code and Degradation Analysis Using 
Thermal Image Processing 

The experimental work for hotspot data is performed on two locations on 06.09.2018. 

Location 1: Capturing normal images and thermal images of hotspots in solar panels 
through normal Android mobile phone and thermal imaging camera, respectively, 
at solar panels installed at roof of Electrical Engineering Library, Faculty of Engi-
neering, DEI, Deemed University, Agra. Normal camera recording for atmospheric 
condition is also recorded by Android mobile phone. Figure 1 shows normal Android 
mobile phone, thermal imaging camera (Kusam Meco Model TE-P) and data acqui-
sition box with Zigbee transmitter inside within it installed at location 1 and used in 
experimental work.
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Fig. 1 a Normal camera Android mobile phone, b thermal imaging camera and c data acquisition 
box installed at location 1 

Table 1 Specifications of 
thermal imaging camera 

Type of detector Uncooled FPA micro-bolometer 

Min. focus distance 0.3 m 

Spectral range 8–14 µm 

Measurement temp. −20 to + 350 °C 
Environment operating temp. −15 to + 50 °C 
Environment humidity ≤ 90% non-condensing 

Accuracy ± 2 °C  

Thermal sensitivity ≤ 0.1C @ 30 °C 

Colour palette 11 changeable 

Laser pointer Class 2, 1 mW/635 nm (red)

Tables 1 and 2 give specifications of thermal imaging camera and name plate 
rating of solar module used in the experiment. 

Location 2: Setup room at 500 m (approx.) away from location 1. The data from 
solar panel data (variations in output current, output voltage and output power with 
atmospheric and panel operating temperature) is received from location 1 to setup 
room through wireless Zigbee on laptop with Internet connectivity. The data logger 
system showing hotspot temperature on screen of laptop is recorded online in video 
form on Google drive directly through Google Chrome (screen castify extension). 
The normal and thermal images for hotspots are converted into video form. After 
then, all four files in video format are merged on one screen and stored in a QR Code 
to view simultaneous variations of temperature of hotspots produced in solar panels. 
The duration of data is obtained on 06.09.2018 from 1.46.02 pm to 1.48.34 pm both 
for location 1 and location 2, i.e. normal and thermal images from location 1 and 
recording data logger system screen from laptop from location 2. The flow chart 
shown in Fig. 2 represents the strategy adopted for the experimental work in detail 
from the capturing of data at location 1 and at location 2.
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Table 2 Name plate rating of 
solar module 

Company BHEL 

Module No. L20220 

Pm 220 W power 

Voc 36 V 

Isc 8.3 A 

Vmp 29 V 

Imp 7.60 A 

Max system voltage 1000 V 

Bypass diode rating 15 A 

Mocp 15 A 

Standard test condition (STC) 

Insolation 1000 W/m2 

AM 1.5 

Cell temperature 25 °C

Acquire Data from 

Normal android 

mobile phone, 

Thermal Imaging 

Camera at Location 

1and Laptop at Lo-

cation 2 

Record displayed hotspot data through 

Data Logger System from Laptop Screen 

having internet directly on google drive 

Generate QR Code for recorded video 

file to view Live Variations of Hotspot 

Temperature 

Apply Thermal Image Processing to analyze the Degradation of Hotspot 

in Solar Photovoltaic Panel 

Fig. 2 Flow chart of strategy used in the experimental research work for live hotspot visualization 
of solar panels through QR Code and heat analysis with thermal image processing 

Data Acquisition for Hotspots 

Data acquisition for hotspot temperature is obtained by LM 35 temperature sensor 
fixed at the surface of solar panel where hotspot is produced. Other sensors for 
obtaining voltage, current, solar irradiance, dust, humidity, atmospheric temperature, 
etc., are also installed on the same solar panel in which hotspot is produced in order 
to complete the parameters of data acquisition system. Hotspots are not visible by 
naked human eye; therefore, a thermal imaging camera (Kusam Meco Model TE-P) is 
used to obtain thermal images. Figure 3 shows normal and thermal images of hotspot 
produced in solar panel at location 1 at 1.46.02 pm and 1.48.34 pm, respectively.
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Fig. 3 a Normal Android mobile phone image of hotspot, b thermal image of hotspot at 1.46.02 pm 
and c thermal image of hotspot at 1.48.34 pm 

Figure 4 shows the graphs for variation of hotspot temperature with time. This 
variation of temperature of hotspot in solar photovoltaic panel affects power gener-
ated by the solar module; therefore, Fig. 5 shows graph for the variation of hotspot 
temperature with solar module voltage, solar module current and solar module gener-
ated power. The graph shown in Fig. 5 shows that as hotspot temperature increases 
the solar cell having hotspot act as sink compared to solar cells not having hotspot 
and draws more power instead of producing; therefore, more power is consumed in 
solar cell having hotspot. Both of these graphs shown in Figs. 4 and 5 are obtained 
from recorded.csv file through data logger system software installed in laptop at 
location 2. 

Generation of QR Code for Live Hotspots Visualization 

The variation in hotspot temperature obtained from LM 35 temperature sensor fixed 
at surface of solar panel is represented by data logger system on screen of laptop 
at location 2 is recorded in video form (through screen castify extension of Google 
Chrome) on Google Drive manually. Thereafter, a shareable link of recoded video file 
from Google Drive is given to web app (though website unitag) and then generation

Fig. 4 Graph showing 
variation of hotspot 
temperature in solar module 
obtained by data logger 
system from recorded file in 
laptop
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Fig. 5 Graph showing variation of hotspot temperature of solar cell along with solar module 
voltage, solar module current and solar module power obtained by data logger system from recorded 
file in laptop at location 2

of QR Code is done (through website visual lead). Figure 6 shows QR Code generated 
to view the live variations of hotspot temperature in video form from 1.46.02 pm-
1.48.34 pm along with recorded hotspot variations as monitored on screen of laptop 
with help of data logger system one platform. When above QR Code is scanned by a 
QR Code scanner from normal Android mobile phone, it first asks for the registration 
page then proceeds to the downloading of the desired video file. Figure 7 shows the 
snapshot of the first and final step after scanning QR Code for accessing the desired 
video file for live hotspot visualization. 

Degradation Analysis for Hotspots Through Thermal Image Processing 

To study the effect of degradation due to hotspot on solar panel, MATLAB digital 
image processing is applied on thermal images obtained from thermal imaging 
camera at location 1. The study shows that as hotspot temperature is increased

Fig. 6 QR code for live 
visualization of hotspot 
produced in solar panels
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Fig. 7 a Snapshot of first page after scanning QR Code and b snapshot of final page to access 
desired video file

the heating of solar cell having hotspot also increases. Original thermal image is 
converted in grayscale image, and then a 3D contour plot for hotspot are obtained 
for two instants of time. Figure 8 shows the grayscale images obtained from original 
thermal image through MATLAB digital image processing for maximum hotspot 
temperature 55 °C and 61 °C, respectively. 

Fig. 8 a Grayscale image of maximum hotspot temperature 55 °C and b grayscale image of 
maximum hotspot temperature 61 °C
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Fig. 9 a 3D contour plot for hotspot maximum temperature (55 °C) at 1.46.02 pm and b 3D contour 
plot for hotspot maximum temperature (61 °C) at 1.34.02 pm 

Figure 9a and b shows 3D contour plot with maximum temperature of hotspot as 
55 °C at 1.46.02 pm and as 61 °C at 1.48.34 pm, respectively. 

It is clear that as temperature of hotspot reaches to 61 °C from 55 °C heating 
of solar cell having hotspot increases which is visible from Fig. 8a and b. Area of 
solar cell having hotspot is yellow in Fig. 8a at 55 °C which gets orange in Fig. 8b 
at 61 °C. Heating produced in solar cell due to hotspot in solar cell may degrade 
it physically. To determine percentage average degradations of solar cell due to 
hotspot, the number of pixels for heated regions from binary images of hotspot is 
calculated. White colour area and black colour area in binary image show hot and 
low temperature regions. Percentage average degradation due to hotspot temperature 
is calculated using following formula 

Percentage average degradation = 
AW 

AT 

The binary image for hotspot obtained from thermal image shows heating due to 
hot spot in solar cell. Figure 10a shows binary image of hotspot in solar cell at 55 °C 
and Fig. 10b shows binary image of hotspot for 61 °C. From both figures, it is clear that 
the white area in Fig. 10b is more as compared to the white area in Fig. 10a. Percentage 
average degradation of hotspot solar cell having higher maximum temperature is 
more.

Results and Discussion 

Hotspots are not visible by naked human eye but it affects performance of solar panel. 
In first part of this paper, four video recordings are merged and stored in QR code to 
visualize live variations of hotspot temperature in solar cell. Second part performs 
degradation analysis on thermal images of hotspot temperature using MATLAB 
digital image processing. 3D contour plots as shown in Fig. 9 and percentage average 
degradation for 55 °C and 61 °C are also obtained in Table 3.
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Fig. 10 a Binary image of maximum hotspot temperature 55 °C and b binary image of maximum 
hotspot temperature 61 °C

Table 3 Percentage average degradation for maximum hotspot temperature at 55 and 61 °C 

S. No. Parameters 

Date/time 06.09.18 (1.46.02 pm) 06.09.18 (1.48.34 pm) 

1 Thm 55 °C 61 °C 

2 AW (pixels) 94,749 96,146 

3 AT (pixels) 158,110 158,110 

4 Percentage average degradation 59.926% 60.809% 

6 Conclusion 

The research work live temperature variations and degradation analysis of hotspot 
produced in solar panel through a QR Code approach and MATLAB thermal image 
processing. The video file played after scanning QR Code shows how clouds cover 
sun during variation of temperature in hotspots, corresponding temperature variation 
as shown in thermal images, temperature variation on data logger screen installed 
in laptop and normal recording of solar panel where hotspot is produced. Formation 
of hotspot increase temperature causes local heating and losses in generated power 
of solar module. Hotspots are main reason of degradation in solar module. Graphs 
shown in Figs. 4 and 5 indicate variation of different solar module parameters due 
to hotspot. Percentage degradation analysis is also done to calculate the loss in solar 
cell due to hotspot formation in solar module. Main advantage of using QR Code is 
to view live visualization of temperature variation during hotspot formation on one 
screen at any time by Android phone QR Code scanner. 
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Fake News, Rumours 
and Misinformation: Characterization, 
Causes and Detection 
Techniques—A Survey 

Shivam Bathla, Shraddha Garg, and Santosh Kumar 

Abstract False information and rumours are the most well-known sorts of fake 
and unconfirmed statistics. Rumours frequently originate and spread as a result of 
social media architecture. Content is fluently created and quickly shared through 
social media which is critical to test a text at a large extent. Fake news and rumours 
detection are necessary because of enormous explosion of unverified information and 
its corrosive effect on society. This study records and displays the data of the aspects 
of fake news and its detection techniques. In this paper, the summary of various 
detection techniques and models are given, which are used for detecting false news. 
The content material or data of this survey paper will help in future models or survey 
papers for better understanding of knowledge. 

Keywords Fake news · Survey · Social media · Statistics · False information ·
Rumours · Detection techniques 

1 Introduction 

Fake information may be defined as any content that isn’t factual and is created to 
get people to argue to buy a product that isn’t true. The dangerous threat which 
is currently seen is the fake news that creates indiscipline in the society, republic 
and government [1]. The fictitious information finding content material has sparked
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a lot of interest among scholars globally. Various studies have been conducted to 
investigate the effect of dummy information to find the reaction of people against 
it [2]. The change in perception of a large number of users globally is the effect of 
the spreading of unverified information, and nobody knows whether the unverified 
information is partially true or false [3], which results in, eroding the public faith in 
government and also in the society. As more people are communicating via social 
media platforms, they are constantly seeking out and consuming information from 
social media platforms rather than standard information sources [4]. Social sites are 
the medium for people to express their views or opinions on world affairs and are 
also used to share information with the musketeers or other colleagues. 

As per the [3], journalists use social media as a major publishing tool, and readers 
are only looking for the latest news which is easily accessible on social networking 
sites. 

Rotten tomatoes like e-commerce websites are typically used for fake reviews, 
and their focus is to promote or harm the quality of a thing [5, 6]. A massive amount 
of erroneous material on the Internet is the main reason to cause serious situations 
in the country. As there is not a single tool available on social media websites to 
check the unverified or fake content of the posts, it makes the base of spreading of 
fake news [3]. The main objective of this paper is to display the trends of statistical 
data which was found from various data sets on the transition of fake news on many 
factors such as the time period, frequency, social websites, reasons for spreading and 
survey paper written on fake news and its detection techniques over 10 years. 

2 Characterization of Fake News 

It is classified in various forms such as fake news, rumours and misinformation. 
All the classification of fake news has the same motive which is spread as soon as 
possible and to manipulate the news as a truth for a long period of time (Fig. 1).

2.1 Defining Fake News 

False news refers to unverified or fabricated information used to create discrimination, 
fear of insecurity and for personal benefits. It is like a discovery or a lie that’s created 
with no true facts or figures, and its only intention was to spread as soon as possible to 
make audience to belief in it and fixed in their mindset [7]. The purpose of spreading 
of false news is to deceive the audience for which many social sites like Google or 
Facebook are commonly used which make difficult for reader to create difference 
between the fake news and truth. There is a BS detector which is a type of web 
crawler which contains knowledge about false news websites and is mainly used to 
existing data set by watching the action or work of websites for some time period 
but not considered as good standard because it is not marginalized by humans [5].
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Fig. 1 Forms of misleading information of web or sites

2.2 Defining Rumours 

A really simple fact can be converted into a serious situation because of the rumour. 
Rumour chains cannot be stopped until someone would break the chain of spreading 
it. Rumours communicate through people to people with the evolution in it. When 
somebody tells that an individual was killed in the terrorist attack and when it commu-
nicates with the 16th person then the news become that five people killed in the 
terrorist attack. Many accidents or situation spreads in a manipulated manner which 
can connect with the people’s emotion to generate people interests in the situation 
[8]. The main intention of spreading rumour is to prove it right with the majority of 
readers rather than using facts. 

2.3 Defining Misinformation 

Misinformation means misleading people by spreading false information, particu-
larly that which is meant to deceive the trust or for personal benefits. Misinformation 
is used to change the perspective or opinion of the majority to get the support of them
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Fig. 2 Trend of spreading of fake news on year wise distribution 

or to pressurize someone. Several findings support the hypothesis that the provi-
sion of misinformation can lead to a strong belief in people [5]. According to [8], 
such misinformation can create deceitful opinions, thoughts or other consequences 
(Fig. 2). 

3 Why Do People Create Rumours? 

People generate false news for variety of purpose which has both good and wrong 
intentions. Some purpose of generating fake news and rumours are given below:

• To create fear in people about anything like in the time of COVID-19, when 
COVID-19 started some people try to create fear in the people’s mind (2020).

• To mislead or damage the thoughts of people which led to harm the mental 
condition of people.

• To generate political disturbance and to undermine democracy or perhaps war 
between two countries.

• To persuade someone to take certain actions against someone, such as pointing 
someone.

• People provide false information in order to force people to protest and effect 
change by changing their mindset or opinion towards someone.

• TRP ratings should be increased. Many shows or news channels used to promote 
their business by creating false news on social media sites.

• Rumours also effects the stock market by spreading false information. Some 
multinational companies take support of rumours to increase the market value of 
their share or to reduce the market value of other company share.

• It is also generated to hide the major operations by diverting people to the fake 
news. Many times various intelligence of many countries like RAW, CIA generate 
fake news to secretly work on the mission by hiding it from the other intelligence 
agency of the world or the people on the social media (Fig. 3).
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Fig. 3 Contribution of social sites on spreading of fake news 

4 Reasons for Spreading the Fake News and Rumours 

Mostly people are like to send the news on social media websites like WhatsApp, 
Facebook or Instagram without knowing the news is true or not but some people do 
it intentionally for gaining views or followers. There are some terrorist group which 
also used to spread fake news to create difference in people or to harm the country 
by creating indiscipline in society. Some of the most common reasons for spreading 
the fake news are given below:

• For entertainment purpose, many people share the news or other things with their 
relatives or friends on Facebook and Instagram like websites [2].

• During the time of Election campaign, many parties spread fake news to create 
riots between peoples or to get majority of votes in the elections [8].

• Many fake advisories are spreading fake news to do scam with the people.
• Many leaders create propaganda like creating discrimination between peoples or 

to make people against the government or democracy [1].
• The development in stock market and the financial world has effected by social 

media which provide important information resource [9] (Figs. 4 and 5).

5 Detection Techniques 

Various detection techniques are used to differentiate between the news which is 
false or truth which helps in the decision-making for people against the news. There 
is a detection method for identification of fake news, two approaches used in [10], 
i.e. content based or context based. In content based, words are checked which is 
used in the statements which signifies the information is true and pure with the help 
of facts. And in the context based, the hidden agenda is checked the situation or 
condition that might confuse the people what is the actual meaning of the content 
of news [10]. Linguistic or visual features are extracted for the approach based on
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Fig. 4 Reasons for spreading of fake news 

Fig. 5 Trends of frequency of spreading of fake news on the basis of time period

news content [11]. The concept of blockchain security is also used for detection in 
which immutability and transparency to show the shared news among people should 
be truthful. 

As we can see from Fig. 6, there are many different approaches that is used in 
detection of fake news and rumours.

Table 1, summarizes some mostly used techniques in the literature for detection 
of fake news, rumors and misinformation with their advantages and disadvantages. 
Fig. 7 shows scope of year wise research in this area. The research in this is almost 
doubled after year 2020.
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Fig. 6 Techniques for detecting the fake news

6 Literature Review 

A fake news hardly takes less than a day to spread with the help of websites, appli-
cations and journals. Social media is used to harm the reputation of product of 
competitor or can caused monetary loss in financial market [6]. False news and 
rumours are become part of social lives and which is very vulnerable for the social 
atmosphere as well as outside of it [5]. Social networking sites which used to spread 
the unverified or false news are mainly focuses on some points which are, first to 
get the traffic on website and second to spread as soon as possible to the masses of 
people and third to create misunderstandings between the citizens of country and for 
the monetary reasons. Recent studies have shown that real and fake news formed 
propagation patterns that could be control for the automatic fake detection [7]. 

Detection techniques of fake news mainly focuses on situation or condition in 
which the verification of facts or proof is in larger content [12]. Literature published 
over 5 years shows that there are many different approaches comes forward to deal 
with false information [8]. A classification of fake news is become a critical challenge 
because of social network [13]. Some of the various aspects such as source, headlines, 
images and writing style [14]. Although many studies show that social networking 
sites played a major role in in prediction of competition like election and TV shows 
but some are in oppose of it [8]. The performance of poor model on the new or unique 
data set is the most obvious consequence without examining the concept of model 
[15]. 

The graph shows that the growth of papers written over fake news and its detections 
techniques are improving with the time period.
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7 Conclusion 

As most of the research focuses on the detection of rumours and false information, 
the evolution of fake news, it results in a large scope for new models and techniques 
which will be efficient in future use. This paper presented a brief description of 
fake news, misinformation, rumours and various type of detection techniques. This 
paper shows the statistical data on the spreading of fake news on the basis of the 
time period, social websites and the research papers written on fake news and its 
detection techniques. About 50–75% of false news is mostly spreading at the time 
of election campaigns, to generate fake advisories and propaganda. After 2019, the 
velocity of spreading fake news rapidly increased, and Facebook and Twitter are the 
most common websites which have the most credit for the spreading of fake news. 
The survey paper was written on fake news, rumours and its detection techniques 
after 2018 at a very quick rate. 
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Comparative Analysis of Ensemble 
Models for Software Effort Estimation 

Misha Jawa and Shweta Meena 

Abstract Project management is an essential step for the success of any software 
project. One of the most significant tasks in software project management is esti-
mating the cost and effort of software development at the start of the project. The 
primary purpose of this research is to study the impact of tuning the base learner 
hyperparameter with different machine learning/ensemble models to improve esti-
mator accuracy. We used random forest, support vector regression, and elastic net 
as the base learners. In this study, Albrecht, Desharnais, and China datasets were 
used for experimentation. We also performed feature selection and considered only 
those features that have strong correlation with target feature, i.e., effort. The mean 
magnitude relative error (MMRE) and PRED(25) results demonstrate that utilizing 
elastic net as the base learner for AdaBoost outperforms the other models. 

Keywords Bagging · AdaBoost · Random forest · Support vector regression ·
Elastic net regression 

1 Introduction 

An approach for predicting the time and cost of developing software is effort esti-
mation. For a variety of reasons, it is critical to precisely estimate costs and time-
lines. Overestimating effort can lead to a company’s financial loss, whereas under-
estimating can lead to poor software quality, which eventually leads to software 
failure. Effort estimation performed early in the development of a project may also 
be beneficial to project managers. 

Analyses of software effort estimation (SEE) approaches are plagued by several 
factors, resulting in different conclusions and findings by different researchers. The 
datasets utilized in the study, the types of pre-processing used, the percentage of 
test-train split, the method used to partition data into training and testing sets, the
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performance metrics, and the degree of hyperparameter tuning all are the examples 
of factors that could affect the outcomes of our result. 

Machine learning techniques are frequently employed to model the complicated 
relationship between effort and software attributes. Researchers have used a variety 
of machine learning-based estimators such as regression trees (RT), support vector 
regression (SVR), and ensemble models like random forest, artificial neural network 
(ANN), multilayer perceptron (MLP), and generalized linear model (GLM) [1–3]. 

Ensemble learning approaches have recently gained popularity. The experimental 
results reveal that ensemble effort estimation (EEE) strategies surpasses single 
models in the vast majority of scenarios [4]. Several distinct methods for estimating 
software costs, or SEE, have been proposed. 

We suggest Ali Idri, work which found that single models are frequently less 
precise than EEE approaches, key metrics used were MMRE and PRED(25) for 
his systematic review. An ensemble approach is a methodology that derives an 
output or makes predictions by combining numerous independent similar or distinct 
models/weak learners [5]. 

In order to reduce the prediction error, we have implemented randomized search 
on bagging and AdaBoost by tuning the hyperparameters with different base learners. 
We have used three base learners, random forest, SVR, and elastic net for our study. 
On the basis of three performance metrics, i.e., MMRE, median magnitude relative 
error (MdMRE), and PRED(25), we compared the results of bagging and boosting 
with different base learners. Lower the MMRE value, better the model. The empirical 
study uses three datasets namely ‘Albrecht’, ‘Desharnais’, and ‘China’. 

The remaining paper is structured as follows: Sect. 2 discussed existing 
work/research on utilizing machine learning and ensemble models to estimate soft-
ware effort. The datasets and evaluation criteria used to assess the correctness of the 
suggested models, and the research methodology is described in Sect. 3. The results 
of the comparisons between different learning models are presented in Sect. 4, and 
the threats to validity is described in Sect. 5. Section 6 discusses the conclusions of 
the study and recommendations for future work. 

2 Related Work 

The major works dealing with SEE using machine learning and ensemble technique 
are discussed in this section. In early 20s, machine learning models had an edge 
in field of prediction, but lately it is replaced by the ensemble techniques which 
combines the decisions from multiple models to improve the overall performance. 

P. Pospieszny, in their research, aggregated three base models SVM, GLM, and 
MLP to form an ensemble model and the result showed that ensemble models devel-
oped for estimating effort at the start of a project’s lifetime have shown to be quite 
accurate when compared to other approaches [2]. Mohita, in her study, elaborated 
some of the data mining techniques (OLS, LSSVM, LMS, etc.) to increase SEE 
accuracy. The effort was determined using the MMRE value [6].



Comparative Analysis of Ensemble Models for Software … 49

Suherman, in their study, tunes the hyperparameters of random forest and 
compared the results with SVR and bee colony method. The error rate of an experi-
ment is used to evaluate its outcomes. Random forest regression outperforms support 
vector regression and the bee colony method, according to the results, the results were 
measured on the basis of MMRE [7]. Dejaeger, K. done comparative study on using 
data mining techniques in SEE. The key finding in their study was that picking a 
subset of highly predictive qualities can aid in a large boost in estimation accu-
racy, and that data mining techniques can add value to the variety of software effort 
estimating methodologies, but they should not be used in place of expert judgment 
[8]. 

The previous work shows, different machine learning techniques were used to 
predict the SEE. To achieve the better results for effort prediction, ensemble models 
were used by the researchers. We have also seen the positive impact of hyperparam-
eter tuning in various studies. Keeping all these points in mind, we extended these 
researches and focused on the ensemble techniques with hyperparameter tuning to 
get the better results for SEE. We have tune the base learner hyperparameter with 
various machine learning models and compared the results with generalized models. 
The ensemble techniques that we have worked on are bagging and AdaBoost. We 
have also used three machine learning models, i.e., random forest, SVR, and elastic 
net for tuning the bagging and boosting base learner hyperparameter. Our main objec-
tive is to analyze the impact of tuning the base_learner hyperparameter in ensemble 
models. 

3 Research Methodology 

3.1 Dataset Used 

In this study, we have used three freely available dataset, i.e., Desharnais [9], Albrecht 
[10], and China [11] datasets for experimentation. 

Desharnais Dataset 

Desharnais dataset was extracted from PROMISE repository. It consists of 81 soft-
ware projects data described by 12 features, eleven independent and one dependent 
feature. The dependent variable is ‘effort’. We have applied feature selection tech-
nique using the correlation matrix, the features which are less correlated to the effort 
are dropped from the dataset. The features which we selected for our research are 
‘Length’, ‘Transactions’, ‘Entities’, ‘PointsNonAdjust’, and ‘PointsAjust’. 

Albrecht Dataset 

The Albrecht dataset was extracted from Zenodo repository. It consists of 24 software 
projects data described by eight features in which seven are independent and one
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dependent feature which is ‘effort’. Six features ‘Input’, ‘Output’, ‘Inquiry’, ‘File’, 
‘RawFPcounts’, and ‘AdjFP’ are selected by using correlation matrix. 

China Dataset 

The China dataset was extracted from Zenodo repository. It consists of 499 software 
projects data described by 19 features in which eighteen are independent and one 
is dependent feature. ‘Effort’ is the dependent variable. In order to get the features 
that have strong relation with the target feature, i.e., ‘effort’, feature selection using 
the correlation matrix was applied. We have selected seven features ‘AFP’, ‘Input’, 
‘Output’, ‘Enquiry’, ‘File’, ‘Added’, ‘N_effort’, and dropped the rest. 

3.2 Base Learners 

In our project, we have used three different base learners for bagging and boosting. 

Random Forest 

Random forests are a decision tree construction method that can be utilized for clas-
sification or regression applications [7]. To get the best parameters for our datasets, 
we performed hyperparameter tuning on random forest. We have applied randomized 
search CV on five parameters. 

The (max_depth) which is maximum depth of the tree ranged from 10 to 100 
with an interval of 10. While looking for the best split, the number of features to 
considered (max_features) varied from 1 to 4. To split an internal node, the minimum 
number of samples required (min_samples_split) varied from 1 to 10. Total number 
of trees in the forest (n_estimators) varied from 200 to 2000. 

SVR 

SVR is a machine learning regression technique that relies on SVMs [12]. Within a 
given threshold value, SVR tries to match the best line (distance between hyperplane 
and boundary line) [13]. 

We have applied randomized search CV on SVR. We tune few hyperparameters, 
i.e., regularization parameter (C) which varied from 0.1 to 1000 with the multiple of 
10, kernel coefficient (gamma) that varied from 0.0001 to 1 with a multiple of 10, 
two types of kernels ‘linear’ and ‘rbf’ are used with epsilon value from 0.1 to 0.5. 

Elastic Net Regression 

When both L1 and L2 regularization applied together to the cost function of linear 
regression at the same time, it is called elastic net regression [14]. 

We tune two hyperparameters ‘alpha’ and ‘l1_ratio’ and apply randomized search 
CV on them in order to get the best parameters for these hyperparameters.
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Bagging 

Bootstrap aggregation known as bagging which is one of the ensemble approaches 
for improving the accuracy of classification and regression models by combining 
regressions of the same type using randomly generated training data [15]. After the 
regression process, their individual predictions (either by combining or by voting) 
are aggregated to form a final prediction. 

Boosting 

Boosting can be used to lower the error of any “weak learning machine that constantly 
provides classifiers that only need to be slightly better than random guessing”. 
Boosting is the technique of repeatedly running a weak learning machine on several 
distributions of training data and integrating the results. The machine’s performance 
in the previous iteration determines the distributions of training data in each iteration 
[16]. 

3.3 Evaluation Criteria 

MRE 

MRE calculates the difference between actual and projected effort [17]. It is used to 
find if differences in performance are statistically significant. 

It can be expressed as the following equation: 

MREi =
∣
∣xi − x̂i

∣
∣

xi 

where xi and x̂i are the actual and predicted values, respectively, for test instance i. 

MMRE 

An estimate of the effort is the mean of this distribution that gives the relative and 
mean relative errors. The model with the lowest MMRE is the one to be used [18]. 

MMRE =
∑N 

i=1 MREi 

N 
(2) 

MdMRE 

MdMRE value provides the median of the relative error. 

MdMRE = median(MRE1, MRE2, MRE3, . . .) (3)
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PRED(25) 

ED(25), is defined as the percentage of forecasts that are within 25% of the actual 
values, is a popular alternative error metric [17]. 

PRED(25) = 
100 

N 

N
∑

i=1

{

1, if MREi ≤ 25 
100 

0, otherwise. 
(4) 

In this study, the experimentation was performed using three popular freely avail-
able datasets Albrecht, Desharnais, and China. The framework of research method-
ology is represented in Fig. 1. Firstly, we imported all the necessary libraries and 
these three datasets. After importing the datasets, the pre-processing technique was 
applied for removing null values and negative values if exist. 

Next step selection of relevant features with the help of correlation matrix. All 
the independent features having correlation greater than 0.5 with our dependent 
feature ‘effort’ considered for experimentation and rest of the features are dropped. 
For Albrecht dataset, we have selected six independent features which are having 
correlation greater than 0.5. For China dataset, seven independent features were 
selected, and for Desharnais dataset, five features were selected having correlation 
greater than 0.5 with dependent feature. We divided our dataset into two parts namely 
70% data as training data and 30% data as testing data.

Fig. 1 Framework of proposed approach 
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We have used bagging and AdaBoost for prediction of effort estimation. We have 
applied randomized search CV with cross validation value of five on bagging and 
AdaBoost with different base learners. In this study, we have compared the results 
on the basis of three performance metrics, i.e., MMRE, MdMRE, and PRED(25). 

4 Result Analysis 

The MMRE value was used to determine the difference between the estimated and 
actual effort. To get a better prediction, the difference between the two should be as 
minimum as possible. Table 1 shows the result of Albrecht dataset. AdaBoost with 
elastic net as the base learner gives us the best result for Albrecht dataset with the 
MMRE value of 0.373 which is the least among the rest of the models followed 
by bagging with elastic net, i.e., 0.460. AdaBoost is a boosting technique which 
offers an iterative approach to turn weak classifiers into strong ones by learning from 
their mistakes. It improves prediction accuracy by learning from its mistakes and 
correcting them. 

For Albrecht dataset AdaBoost with elastic net shows the best results. 

Table 2 shows the results of Desharnais dataset. AdaBoost with base learner as 
elastic net gives us the best result for our Desharnais dataset with the MMRE value 
of 0.626 which is the best compared to the other models followed by bagging with 
elastic net as a base learner, i.e., 0.710.

AdaBoost with base learner as random forest and SVR and bagging with base 
learner as SVR has more percentage of values close to the actual value, i.e., 48%.

Table 1 Results of Albrecht 
dataset for ensemble models 

Models MMRE MdMRE PRED(25) 

RF 0.501 0.367 12.0 

SVR 0.652 0.545 25.0 

Elastic net 0.545 0.565 25.0 

AdaBoost 0.505 0.349 37.5 

Bagging 0.533 0.353 37.5 

AdaBoost with RF 0.513 0.423 25.0 

AdaBoost with SVR 0.789 0.602 25.0 

AdaBoost with elastic net 0.373 0.311 37.5 

Bagging with RF 0.591 0.661 12.5 

Bagging with SVR 0.790 0.593 25.0 

Bagging with elastic net 0.460 0.428 25.0 
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Table 2 Results of 
Desharnais dataset for 
ensemble models 

Models MMRE MdMRE PRED(25) 

RF 0.802 0.317 24.0 

SVR 1.184 0.504 20.0 

Elastic net 0.990 0.993 0.0 

AdaBoost 1.011 0.315 44.0 

Bagging 0.992 0.995 0.00 

AdaBoost with RF 0.764 0.264 48.0 

AdaBoost with SVR 0.913 0.353 48.0 

AdaBoost with elastic net 0.626 0.340 36.0 

Bagging with RF 0.794 0.298 44.0 

Bagging with SVR 0.934 0.353 48.0 

Bagging with elastic net 0.710 0.381 36.0

According to MMRE value AdaBoost with elastic net gives the best value for 
Desharnais dataset. 

China dataset results are shown in Table 3. AdaBoost with elastic net as a base 
learner offers the best result for our China dataset with the MMRE value of 0.193 
which is the least among the rest of the models followed by bagging with elastic net 
as a base learner, i.e., 0.209. AdaBoost with base learner as random forest and elastic 
net and bagging with base learner as random forest has more percentage of values 
close to the actual value, i.e., 80%. The findings China dataset demonstrate that 
AdaBoost with base learner as elastic net predicts software effort with the maximum 
accuracy, as the relative error is quite low and the predicted values are very close to 
the actual value. 

According to MMRE and PRED(25) value, AdaBoost with elastic net gives the 
best value for China dataset.

AdaBoost with elastic net provides the best results for all the datasets followed 
by bagging with elastic net.
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Table 3 Results of China 
dataset for ensemble models 

Models MMRE MdMRE PRED(25) 

RF 0.924 0.921 11.60 

SVR 0.809 0.901 3.33 

Elastic net 0.829 0.914 2.666 

AdaBoost 1.159 0.309 42.66 

Bagging 0.925 0.922 10.19 

AdaBoost with RF 0.221 0.093 80.66 

AdaBoost with SVR 1.461 0.594 23.33 

AdaBoost with elastic net 0.193 0.103 80.0 

Bagging with RF 0.232 0.095 80.0 

Bagging with SVR 1.163 0.598 29.33 

Bagging with elastic net 0.209 0.110 76.66

5 Threat to Validity 

Internal Validity—In this study, for feature selection technique, we have considered 
correlation metrics but it can be replaced with other techniques depending upon the 
type of dataset. Any parameter whose domain is a real number can have an infinite 
number of values, but it is impossible to test all potential parameter values in our 
study. We believe that the values for each of the parameters studied are within a good 
range, although more values can be considered. 

External Validity—The external threat to the validity is whether the findings of this 
study can be generalized to other contexts. As a result, it is essential to figure out 
how broadly the findings of this study may be applied. To ameliorate this threat, we 
choose three datasets comprising of varied number of software projects data. These 
datasets were gathered from different organizations and therefore are diverse and 
cover different features. 

6 Conclusion 

Estimating software effort accurately is very crucial step that has to be taken care 
during the planning phase of the software as failing to do so can affect the quality 
of the software. Machine learning and ensemble models have been used in the past 
for predicting software effort. Hyperparameter tuning has also been observed in 
a number of researches. We extended these studies and tune the base learners of 
ensemble models.
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We used ensemble models bagging and AdaBoost and tune their base learners 
with different models. Tuning the hyperparameters helped us to test the datasets with 
different values to get the best results. The performance of models was calculated 
using MMRE, MdMRE, and PRED(25). 

The results show that models implemented after tuning the base learner hyper-
parameter gave the better results as compared to the generalized models. AdaBoost 
with elastic net surpasses rest of the models on all evaluation criteria especially 
for Albrecht and China dataset. As a result of these findings, we conclude that the 
AdaBoost with elastic net model is a promising approach for estimating software 
effort as compared to the generalized models. 

As for the further research, we can work on AdaBoost with elastic net for other 
datasets also as it has given us the best results for all the three datasets that we 
have used. We can improve the research by tuning the hyperparameters of bagging 
and AdaBoost with other values. We can try other weak learners as base learners in 
bagging and AdaBoost for SEE. 
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Improving Security in Cloud Data Using 
Paillier Homomorphic Encryption 
System 

N. Praveen Sundra Kumar, G. S. Nikhil, N. R. Vikram, and R. Deepa 

Abstract Data has regularly circulated between data holders and data consumers in 
the digital era. One of the difficulties that should be handled when adopting the cloud 
is data security and privacy. The practice of cryptography is security conscious and 
confidential, as well as the truthfulness of data transferred, despite of the technique 
used to establish a secure link between individuals or organizations establish the link. 
In order for the results to be encrypted and computations performed on it, the secret 
key of the data holder needs to be sent to the server. To secure data transport over the 
cloud, we propose using partially homomorphic encryption approaches such as the 
Paillier algorithm in the study. In the cloud, data loss and leakage, malware attacks, 
and susceptibility are still common. We use a security algorithm and a proposed tech-
nique to protect data from unauthorized access. The Paillier homomorphic encryption 
technique was employed to make the system secure. To prevent the data from illegal 
access, a Paillier encryption is used. In recent research on the topic of cloud security 
and privacy, preserving compute, Paillier has become increasingly popular. Using 
Python, we describe a new implementation of Paillier homomorphic encryption with 
bit shifting. These approaches allow you to conduct arithmetic computations on 
encrypted files without decrypting them. 

Keywords Cryptography · Security · Paillier cryptosystems · Homomorphic 
encryption (HE) 

1 Introduction 

Many institutions are rapidly adopting cloud computing. One of these problems 
is security, which entails keeping data safe and securely exporting computations 
to untrustworthy third parties (cloud). Since there is a risk that sensitive personal
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data will be leaked to third parties who may use for nefarious purposes. Using the 
clouds for data holder (DH) and user systems may be advantageous, security issues 
may result in data leakage. Despite the fact that it is now possible to interact and 
share data without incurring extravagant charges, the cloud remained untrusted since 
service providers might join the network and divulge data, posing a risk to the public. 
Homomorphic encryption is a good option for safeguarding and cloud data processing 
since it contains properties that allow us to execute arithmetic computations on 
encrypted data without having to decode it [1, 2]. 

Homomorphic encryption-based security solutions can preserve undecrypted 
cipher—text while still operating on cipher text to safeguard confidentiality of the 
original data. Traditionally, the computational complexity cost of homomorphic 
encryption made it difficult to implement in practice, but recent results advancements 
have enabled the creation of practical cryptography [3]. Many existing methods 
encrypt information before sending it to a cloud server. They, on the other hand, 
usually fail to deal with complicated attacks during data transformation into encryp-
tion and then after cipher transmission. Many platforms are gradually migrating data 
analysis, storage, management, and analytics to the cloud, with third-party cloud 
providers becoming more important for security and privacy. 

Several customer’s misconfigurations leave to data theft in the cloud server. 
McAfee, on the other hand, claims that 80% of configuration errors go undetected [4]; 
many existing methods encrypt data and store the encrypted cipher text in their cloud 
domain. Still, they regularly facing complicated attacks both during data conversion 
but after the encryption has been decoded. Most public CSPs, particularly in public 
domains such as health, government, and so on, want to provide sufficient trust; cloud 
data protection, with a focused on data stored “in the cloud.” Unauthorized parties, 
such as cloud insiders and cloud users, should not have access to data. Because of 
misconfiguration, flaws, hostile personnel, and other issues, especially, encrypting 
cannot ensure that information will not be exposed by the provider [5]. 

2 Related Work 

Cloud computing is broad, data storing in the cloud may be more susceptible to 
publication or alteration by some persons for curiosity or malicious objectives. When 
you use the cloud, you lose control of your data [11]. As a result, several attempts and 
methods emerged. Huang et al. proposed a method for securing and encrypting data. 
In 2013, homomorphic encryption was used to preserve digital rights management. 
Zhang and colleagues, in 2014, the Paillier approach was presented as a secure 
method and in cloud applications, image retrieval is possible. Tebaa et al. proposed 
a solution in 2015 system for maintaining the confidentiality and confidentiality of 
data cloud-based storage. The data model developed by Raisaro et al. can be shared 
while protecting anonymity in a cloud infrastructure. In 2018, the El Gamal plan was 
used in a new method. Researchers are currently trying to figure out the best ways 
to do this. In 2020, data privacy problems are rapidly affecting Internet of things and
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artificial intelligence applications, where protecting the privacy of the underlying data 
is extremely difficult. Recently, the homomorphic encryption (HE) has improved to 
the point that it can now assist safeguard sensitive data. Homomorphic encryption-
based techniques helps to protect personal data in various applications. 

In the above existing system, the data holder generates the data and it is transferred 
to the cloud after the homomorphic encryption that generates the key Enc (pk, m) 
where m is the message. After that the data are stored in the cloud in the cipher 
text. Data holder can sometime become data consumer (DC) so during the retrieval 
process DC sends the query to the cloud server and the decryption is performed at 
the user end. 

2.1 Homomorphic Encryption (HE) 

Homomorphic encryption systems can perform certain operations on encrypted data 
and produce encrypted results. Plaintext approaches can be used to get the same 
outcomes after decryption. Equations (1) and (2) show a HE scheme for two messages 
msg1 and msg2 that supports any operation. 

cip1, cip2 = Encryption(pk, msg1, msg2) (1) 

msg1, msg2 = Decryption (sk, cip1 cip2) (2) 

where Encryption () and Decryption () are the encryption/decryption techniques, 
cip1 is the cipher for msg1, cip2 is the cipher for msg2, sk is the private key, and 
pk is the public key, respectively. HE provides tremendous promise as a means of 
privacy—preserving in the untrusted cloud environment due to the availability of 
resources. AI/ML is becoming increasingly widely used. Approach using huge data 
to develop models in a secure manner, HE can help with the availability and access to 
large, diverse data, as well as the secure construction of models using big data. The 
three different types of HE-based systems which are fully homomorphic encryption 
(FHE), partially encryption algorithm (PHE), and somewhat encryption algorithm 
(SHE) [6]. 

2.1.1 Fully Homomorphic Encryption 

Without understanding the secret key, the FHE allows a DU to run any type of 
sophisticated algorithms over encrypted files. A lot of logical study has been done on 
algebraic methods in recent years. Reference [7] describes a SHE solution for cloud 
systems that uses homomorphic encryption and complex mathematical methods to 
provide security and privacy. Many experiments have been carried out to improve 
database lookup speed while reducing server-side storage requirements [8].
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2.1.2 Partially Homomorphic Encryption 

PHE-based techniques, in contrast to typical FHE-based methods, are feasible but 
only allow for a limited amount of arithmetic computations over encrypted files. The 
two main techniques in a PHE solution are adding symmetric encryption schemes 
and multiplication symmetric encryption schemes. PHE-based systems have lately 
been used in artificial intelligence and machine learning, where PHE has shown to 
be particularly effective in protecting the privacy of source data [9]. 

2.1.3 Somewhat Homomorphic Encryption 

Two kinds of devices with limited operations can be evaluated with SHE. SHE 
schemes are extensively used in image and water marking. In [10], SHE was 
employed to develop a reversible data hiding solution. 

2.2 Paillier Algorithm 

In 1999, French researcher Paillier proposed the Paillier algorithm, which is a public 
key encryption technique. Basic Paillier algorithm is shown in Fig. 1. It has become 
one of PHE’s supported methods, allowing only one function on cipher message 
[12]. Each user will create a pair of keys in this method: A key pair (pk) that may 
be discussed with the other entities and a secret address (sk) that is kept hidden and 
cannot be published. When Bob sends a message to Alice, it is secured using Alice’s 
key pair and delivered as an encryption method; when it reaches Alice, he decodes 
it with his private key, which matches to the key pair. Above algorithm describes 
Paillier encryption algorithm.

3 Proposed System 

In this research, we will offer a method for securely storing and to increase security, 
data is processed in cloud servers utilizing partial homomorphic encryption. The user 
can use cloud sources to securely store data belonging to its data owner and execute 
on the cloud, you can do arithmetic computations on it remotely. Assume we have a 
cloud storage server and application that represents a data provider that will encrypt 
its data using the Paillier algorithm before storing it on a cloud storage server so that 
it can be shared or supplied to a customer. 

Data holder (DH), the machine or software that owns, processes, and stores the 
raw data in the cloud platform. Cloud server (CS), third-person cloud server(s) that 
just store encrypted files from DH and are awaiting a user query. This work can be 
used by the DC to send query to cloud server and obtain cipher text. It can also
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Fig. 1 Equation for Paillier encryption algorithm

instruct CS to conduct cryptography functions on the encrypted files, such as adding 
and multiplying with the assumption that cloud server will gain no knowledge. 

As stated previously, homomorphic is an encrypting data technique that lets 
encrypted information to be analyzed and modified by a while keeping the third-
person data’s actual values hidden. A third person can collaborate with and use 
encrypted data in a HE symmetric encryption without access of content. 

3.1 Steps Followed in Our Work 

1. We developed a feasible and secure homomorphic encryption technique. Outline 
of the sketch is shown in Fig. 2. This is the overall flow diagram which includes
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the user application part. A privacy-preserving approach that enables to effec-
tively handle data on a third-person cloud server without exposing any personally 
identifiable information. 

2. An improved protocol (Bit Shifting) is recommended to improve the protocol’s 
security and reliability. 

3. The method’s utility and performance are proved by the experimental data model 
and scheme. 

The following is the major techniques are just to save the generated/collected data 
from cloud server so that it can be examined by a third person program (DC) in a 
cloud-based platform. As shown in Fig. 3, the data sends and receives by the user 
with following mechanism.

Fig. 2 Flow diagram of key generation 
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Fig. 3 Encrypted message transfer mechanism with bit rotation 

The user message M has been encrypted using private–public key pairs and the 
encryption algorithm as discussed earlier which produces cipher text M’. 

We use randomized bit generation algorithm to divide the M’ into different block 
(discussed in Sect. 3.2) and to add extra padding bit. This produces M1. 

Secure cloud transfer is required to send the M1 to receiver side. 
In receiver side, bit reversal permutation is used to convert M1 to M' and upon 

decryption produces M. 

3.2 Randomistics Algorithm 

In this algorithm, we are implementing the right or left shift operation after the 
encryption is performed as shown in Fig. 3. The data owner sends the set of data 
to the data holder where the data has been encrypted. Binary values of the data are 
divided into block of bits, and each block of bits is appended with either the bit 0 
or bit 1. The right shift operation holds 1 and the left shift holds the 0. Data holder
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Table 1 Space required for bit shifting for various block sizes considering 1 GB data (1 GB = 
8,589,934,592 bits of data) 

Block 
size 

Divide values as 
block 

Space required Extra 
space 
required 
(in MB) 

In bits In bytes In KB In MB 

3 2,863,311,531 11,453,246,123 1,431,655,765 1,398,101 1365 341 

7 1,227,133,513 9,817,068,105 1,227,133,513 1,198,373 1170 146 

15 572,662,306 9,162,596,898 1,145,324,612 1,118,481 1093 68 

31 277,094,665 8,867,029,257 1,108,378,657 1,082,401 1057 33 

63 136,348,168 8,726,282,760 1,090,785,345 1,065,220 1040 16 

should identify whether the data has performed right or left. If it is right the binary 
values are swap right side or it is left the binary values swap left side. Then, we can 
perform the shifting operation. By this, data is more safe and secure. After dividing 
into block of data, it is being stored in cloud. Compare to all other algorithm, it takes 
less time to encrypt and decrypt and most importantly it takes less memory space to 
store data. We have divided the cipher text into different size of block as shown in 
Table 1 to study about the security and space time complexity. 

3.3 Block Division for the Randomized Algorithm 

Theoretical Calculation 

For 1 GB (8,589,934,592 bits) of data, we can divide into 2,863,311,531 block of 
data, considering block size as 3. For each block, we need to add 1 bit of data to 
denote for left shifting or right shifting. So we need 2,863,311,531 bit extra for 1 GB 
data. 

Hence, 1 GB = 859,934,592 + 2,863,311,531 = 11453246123bits divides 8 = 
1,431,655,765 bytes divides 1024 = 1,398,101 KB divides 1024 = 1365 MB which 
means 341 MB extra space required. 

4 Result and Discussion 

Table 1 shows the mathematical calculation for the additional memory required for 
the encryption process to improve the security features. It is evident that if block size 
is small, security is improved but requires more space. In the next section, we have 
discussed more about the time space complexity. 

The connection data center server was set up on distinct clouds to avoid a clash 
when assessing efficiency when modeling our proposed solution. We used a MAC
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OS X 8 GB of RAM. We used Python to deploy the algorithm with inbuilt packages 
and stored the result on an online cloud. 

Figures 4 and 5 describe the encryption and decryption time taken during the 
computation of our sample data set. This was used for the randomized algorithm. 

Table 2 brings out the average time required to encrypt and decrypt the data with 
the different dimensions of the bit. This was the average time after a few iterations.

Finally, in Fig. 6, we demonstrated the relationship between time and space effi-
ciency of different blocks of data. Block of data is considered in multiples of two to 
bring out more efficiency. We have taken the block size from 4 to 64 and found that 
a block size of 32 may be used for better results. It is also found that this method 
may be adopted to have more security with that algorithm.

Fig. 4 Encryption time 

Fig. 5 Decryption time 
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Table 2 Displays the 
average spending time 
encoding and decoding data 

Dimension of the 
bit 

Encryption time on 
average 

Decryption time on 
average 

128 bit 0.000144 9.72724780 

1024 bit 0.0462100 9.87612800 

2048 bit 0.241400 9.92345600
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Fig. 6 Time versus space efficiency during bit rotation 

5 Conclusion 

Despite the growing use of cloud computing technologies by companies, medical 
associations, and banks, growing concerns more about the option of confidential 
documents, such as account information, being exposure to the threat of declassifi-
cation while also being preserved or trying to perform algebraic calculations on them, 
especially susceptible data also including credit card numbers or private information 
regarding clients, such as location, contact numbers, and the others, being revealed to 
the threat of disclaimer even when being recorded or performing algebraic calcula-
tions on them. Traditional cryptography is not possible in cloud computing. The data 
in the cloud is subject to leakage because the server must communicate its secret key 
to the public in order to decrypt the information and execute addition and subtraction 
operations. We presented a clear and structured method for encrypting data before 
storing it in the cloud. In this investigation, data were collected before being sent to 
the cloud. 
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Intelligent System for Detecting Email 
Spam Messages Using GRU 

Debabrata Swain, Naresh Chillur, Meet Kava, and Santosh Satapathy 

Abstract With the era of digital communication, email has become critical and 
nearly vital in today’s world. Emails and various social networking sites have grown 
considerably over the past decade, and their use has increased because of this growth. 
To take advantage of the widespread usage of spam, cybercriminals send it via email 
and online social networking sites and through a variety of other distribution channels. 
Phishing and email fraud are two issues that affect most people who use the Internet. 
Spam has become a big concern in recent years, with email spam being the most 
well-known. Despite the high level of performance provided by antivirus software, 
computers can be infected by various sources, including Trojans, bots and, most 
typically, spam messages. A reliable method of detecting spam communications 
must be implemented to avoid this problem. This work develops deep learning-
based classifiers using Gated Recurrent Unit (GRU) to see ham and spam messages. 
The proposed GRU with TF-IDF vectorizer has reported the highest accuracy for 
detecting spam emails. 

Keywords Gated recurrent unit · Spam email messages · Deep learning · Long 
short term memory (LSTM) 

1 Introduction 

In recent times, technological advancement has progressed at an accelerated rate, 
making communication more convenient. Emails are considered the most effective 
for both informal and official interactions. Emails are sometimes used to store and 
share critical information in text, photographs and documents. Furthermore, some 
persons improperly use this mode of communication by sending unnecessary or

D. Swain (B) · N. Chillur · M. Kava 
Department of Computer Science and Engineering, Pandit Deendayal Energy University, 
Gandhinagar, India 
e-mail: debabrata.swain7@yahoo.com 

S. Satapathy 
Department of Information and Communication Technology, Pandit Deendayal Energy 
University, Gandhinagar, India 

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023 
S. Tiwari et al. (eds.), Advances in Data and Information Sciences, Lecture Notes 
in Networks and Systems 522, https://doi.org/10.1007/978-981-19-5292-0_7 

71

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-5292-0_7\&domain=pdf
mailto:debabrata.swain7@yahoo.com
https://doi.org/10.1007/978-981-19-5292-0_7


72 D. Swain et al.

undesirable email messages, known as spammed email messages, resulting in dispro-
portionate use of mailbox memory due to the high volume of messages received [1]. 
Spam messages are simply messages sent to the inbox of a specific target user that is 
unwanted by the user. The spam messages annoy the user and have the potential to 
cause the target user to fall into the trap set by the attacker. As a result, spam messages 
are unquestionably a threat to email users and the Internet as a whole. Furthermore, 
when a spam message is delivered to a target user’s inbox, the user may choose to read 
the entire announcement before realizing it is spam. As a result, the user wastes their 
valuable time. Therefore, it is critical to prevent or filter spam messages from being 
mixed in with non-spam notes when sending emails [2]. Hence, spam email message 
identification can be possible using different AI-based methods. Researchers have 
implemented additional machine learning and deep learning techniques for spam 
email detection. A significant percentage of accuracy was obtained for spam mail 
detection [3]. Specifically, in this research, a deep learning model is implemented 
for spam email message detection, using Gated Recurrent Unit (GRU) [4]. A GRU 
is an advanced deep learning model having the capacity to remember the recent 
past context and consumes less time to classify short text. The faster processing is 
achieved using only two operations, RESET and UPDATE [5]. Here three different 
types of vectorization methods, such as tokenizer, TF-IDF and GloVe, are used for 
generating the vectors. Finally, the GRU with all the 3-vectorization techniques has 
been tested. 

2 Literature Survey 

Rahman et al. [6] have developed a sentiment analysis method for email textual data 
classification. The sentimental and sequential aspects of texts have been investigated 
using various techniques, including Word Embeddings and Bidirectional LSTM 
networks. The sequential, sentimental properties and the relationships among the 
texts were discovered using Word Embedding. Chirra et al. [7] applied a simple 
embedding technique to generate the vectors from the input text. To enhance the 
accuracy of classification, different deep learning-based methods were used. Alau-
thman [8] created a technique for classifying spam email messages by combining a 
GRU with a support vector machine classifier. Yang et al. [9] implemented multi-
modal architecture based on model fusion (MMA-MF) to effectively filter spam 
hidden in the text by using long short term memory and convolution neural network. 

3 Proposed System 

The email spam SMS dataset is collected from the UCI repository in the first phase 
[10]. Afterward, the dataset is cleaned using a variety of test preparation approaches.
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Fig. 1 Proposed system 

Then vector transformation is done using the NLP techniques. Finally, deep learning 
techniques are used for classification, as shown in Fig. 1 [1]. 

3.1 Data Preprocessing 

In this technique, cleaning up the raw data and performing different methods to 
transform the data are suitable for a classification model [11]. 

Lemmatization 

By using this process, the words in every email are transformed to a similar base 
form word [12].
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Stop Words and Punctuation Removal 

After the process of lemmatization, the punctuation from each word is removed. The 
stop words from the messages are removed by using the default English stop words 
list in nltk. Finally, every word in the sentences is converted into lowercase [13]. 

Vectorization 

Here is vectorization for converting spam messages into numerical vector forms. In 
this case, the actual train test split is 80–20 (in percentage). 

4 Gated Recurrent Unit 

The GRU model is mainly implemented for the shorter statement to remember the 
context of previous reports. For this process, GRU architecture consists of two gates, 
an update gate and a reset gate [14]. The reset gate decides how much irrelevant 
context words from the previous hidden state to forget. However, the update gate tells 
the quantity of relevant information to remember. The complete GRU cell equation 
is given by Eqs. (1)–(5). 

rt = σr ◦ [ht−1, xt ] +  br (1) 

zt = σ(Wz ◦ [ht−1, xt ] +  bz) (2) 

ht = tanh(Wh ◦ [ht−1, xt ] +  bh) (3) 

ot = (zt ◦ ht−1) + [(1 − zt ) ◦ ht ] (4) 

ht = ct−1 ◦ ft + it ◦ jt (5) 

where zt is the update gate, rt is the reset gate and ht is the hidden state output. 
The five major components make up this neural network architecture: the word 

embedding input layer, the GRU, the bidirectional layer, the global max-pooling layer 
and the dropout layer. A sigmoid activation function is used as the output layer [15]. 
GRU has been implemented with three different methods of vectorization. The first 
method involves vectorizing data using the tokenizer technique; the second method 
consists of applying the TF-IDF vectorizer. The third method incorporates the GloVe 
pre-trained embedding layer [14]. 

GRU with Tokenizer 

This modified method of GRU assigns an index number to each word in the entire 
document. To keep track of these indices, the tokenizer creates a dictionary used by
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Fig. 2 GRU-based proposed model 

the tokenizer [16]. Then, each text message is transformed into a vector of indices 
appropriately assigned by the glossary. After that, zeros are added to the end of each 
vector to ensure that they all have the same length (Fig. 2). 

GRU with TF-IDF Vectorizer 

This approach calculates a statistic between the document and each term in the 
vocabulary. A vector using each statistic as an element the vector represents each 
message. The TF-IDF statistic tends to be low for words with a higher frequency. As 
mentioned in the above method, the same parameters and similar hidden layers are 
used to classify spam email messages. 

GRU with GloVe Pre-trained Embedding Layer 

The GloVe model is used for distributed word representation. The model is used 
for obtaining vector representations for words. Mapping words achieve this into a 
meaningful space where the distance between words is related to semantic similarity. 
We have used glove.6B.50d file to generate the vectors [14]. 

5 Performance and Result Analysis 

The result of the proposed GRU model with its three different variants is given 
in Table 1. It has been demonstrated that GRU with TF-IDF reported the highest 
accuracy percentage of 99%.

The GRU with TF-IDF result has been compared with other literature methods. 
The comparative analysis in terms of classification accuracy has given in Table 2. The  
comparative analysis proved that the GRU is performing well compared to the other 
methods. LSTM method [6, 9] has shown lesser accuracy than the proposed GRU 
because LSTM uses three-gated operations and performs well for longer sequences.
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Table 1 Results of deep learning classifiers 

S. No. Classifier Accuracy (%) Precision score Recall 

1 GRU with tokenizer 97 99 99 

2 GRU with TF-IDF 99 98 99 

3 GRU with Globe vect 98 99 98 

Table 2 Experimental result of GRU 

Ref. No. Classifier Accuracy (%) 

1 GRU with TF-IDF (proposed) 99 

6 LSTM 97 

7 GRU 95 

8 GRU with SVM 98 

9 LSTM 93

However, GRU has two simple gates and classify text having shorter length better 
than LSTM. In GRU [7] and GRU with SVM [8], glove with 40 dimensions are used, 
whereas in the proposed GRU, 50 measurements are used. Hence, the proposed GRU 
shows a promising result compared to all literature. 

6 Conclusion 

A detailed analysis has been carried out of other research done to detect spam emails 
in this work. The results and analysis section proved that the Gated Recurrent Unit 
model had shown promising results for the problem discussed. The GRU has reported 
well compared to other models mentioned in the literature in terms of accuracy, 
precision and recall. In the real-time environment, there is a huge need for such 
kinds of intelligent systems are needed to avoid spam email-based attacks on the 
email server. In the future, more spam-based email datasets can be collected to build 
a more robust spam email filter system. 

References 

1. Douzi S, AlShahwan FA, Lemoudden M, El Ouahidi B (2020) Hybrid email spam detection 
model using artificial intelligence. Int J Mach Learn Comput 10(2):316–322. https://doi.org/ 
10.18178/ijmlc.2020.10.2.937 

2. Amir Sjarif NN, Mohd Azmi NF, Chuprat S, Sarkan HM, Yahya Y, Sam SM (2019) SMS 
spam message detection using term frequency-inverse document frequency and random forest 
algorithm. Procedia Comput Sci 161:509–515. https://doi.org/10.1016/j.procs.2019.11.150

https://doi.org/10.18178/ijmlc.2020.10.2.937
https://doi.org/10.18178/ijmlc.2020.10.2.937
https://doi.org/10.1016/j.procs.2019.11.150


Intelligent System for Detecting Email Spam Messages Using GRU 77

3. Gupta M, Bakliwal A, Agarwal S, Mehndiratta P (2018) A comparative study of spam 
SMS detection using machine learning classifiers. In: 2018 11th international conference on 
contemporary computing (IC3), 2018, pp 2–4. https://doi.org/10.1109/IC3.2018.8530469 

4. Baccouche A, Ahmed S, Sierra-Sosa D, Elmaghraby A (2020) Malicious text identification: 
deep learning from public comments and emails. Information 11(6). https://doi.org/10.3390/ 
info11060312 

5. Basyar I, Adiwijaya, Murdiansyah DT (2020) Email spam classification using gated recurrent 
unit and long short-term memory. J Comput Sci 16(4):559–567. https://doi.org/10.3844/JCSSP. 
2020.559.567 

6. Rahman SE, Ullah S (2020) Email spam detection using bidirectional long short term memory 
with convolutional neural network. In: 2020 IEEE region 10 symposium (TENSYMP 2020), 
June 2020, pp 1307–1311. https://doi.org/10.1109/TENSYMP50017.2020.9230769 

7. Chirra VR, Maddiboyina HD, Dasari Y, Aluru R (2020) Performance evaluation of email spam 
text classification using deep neural networks. Rev Comput Eng Stud 7(4):91–95. https://doi. 
org/10.18280/rces.070403 

8. Alauthman M (2020) Botnet spam e-mail detection using deep recurrent neural network. Int J 
Emerg Trends Eng Res 8(5):1979–1986. https://doi.org/10.30534/ijeter/2020/83852020 

9. Yang H, Liu Q, Zhou S, Luo Y (2019) A spam filtering method based on multi-modal fusion. 
Appl Sci 9(6). https://doi.org/10.3390/app9061152 

10. Dataset Used (2016) https://archive.ics.uci.edu/ml/datasets/spambase 
11. Lakshmanarao A, Sekhar KC, Swathi Y (2018) An efficient spam classification system using 

ensemble machine learning algorithm. J Appl Sci Comput 5(9):720–726 
12. Swain D, Chiller N, Patel S, Bhilare A (2021) Intelligent system for detecting intrusion with 

feature bagging. In: 2021 international conference on artificial intelligence and machine vision 
(AIMV), pp 1–4.https://doi.org/10.1109/AIMV53313.2021.9670940 

13. Kumar N, Sonowal S, Nishant (2020) Email spam detection using machine learning algo-
rithms. In: Proceedings of the 2nd international conference on inventive research in computing 
applications (ICIRCA 2020), pp 108–113. https://doi.org/10.1109/ICIRCA48905.2020.918 
3098 

14. Roy PK, Singh JP, Banerjee S (2020) Deep learning to filter SMS spam. Futur Gener Comput 
Syst 102:524–533. https://doi.org/10.1016/j.future.2019.09.001 

15. Rubin Julis M, Alagesan S (2020) Spam detection in SMS using machine learning through text 
mining. Int J Sci Technol Res 9(2):498–503 

16. Pandey S (2020) E-mail spam detection using machine learning and deep learning. Int J Res 
Appl Sci Eng Technol 8(6):981–985. https://doi.org/10.22214/ijraset.2020.6159

https://doi.org/10.1109/IC3.2018.8530469
https://doi.org/10.3390/info11060312
https://doi.org/10.3390/info11060312
https://doi.org/10.3844/JCSSP.2020.559.567
https://doi.org/10.3844/JCSSP.2020.559.567
https://doi.org/10.1109/TENSYMP50017.2020.9230769
https://doi.org/10.18280/rces.070403
https://doi.org/10.18280/rces.070403
https://doi.org/10.30534/ijeter/2020/83852020
https://doi.org/10.3390/app9061152
https://archive.ics.uci.edu/ml/datasets/spambase
https://doi.org/10.1109/AIMV53313.2021.9670940
https://doi.org/10.1109/ICIRCA48905.2020.9183098
https://doi.org/10.1109/ICIRCA48905.2020.9183098
https://doi.org/10.1016/j.future.2019.09.001
https://doi.org/10.22214/ijraset.2020.6159


A Critical Analysis of Requirement 
Management in Agile Development 

Kashif Asad and Mohd. Muqeem 

Abstract Agile software development (agile SD) has evolved and originated to solve 
the issues of industries due to several changes in the requirements. Industries have 
also recognized and acknowledged this reality. In addition, with the suitable process 
alignment and control, changing or evolving requirements could be efficiently solved 
and managed for satisfying the project stakeholders through agile method. Hence, this 
study attempts to review requirement management (RM) in agile environment which 
is a significant part that confirms the successful accomplishment of goals pertaining 
to the product development. Requirement prioritization (RP) is important to assure 
RM as it improvises planning, scheduling and budget control. This study analyses 
RP in agile. The study also discusses the uses of agile requirement engineering. A 
comparative analysis is carried out to analyse various RM steps pursued in different 
agile software development (SD) methods and quality requirement (QR) manage-
ment practices relying on agile environment. Several agile SD methods considered 
for analysis include SCRUM, lean software development (LSD), Kanban, dynamic 
system development method (DSDM), extreme programming (XP), feature driven 
development (FDD), adaptive software development (ASD) and agile unified process 
(AUP). On the other hand, various QR management practices considered for anal-
ysis include client engagement, direct interaction, provisioning user stories, unin-
terrupted planning, combining the requirement analysis, review meetings, etc. This 
study also discusses the RM challenges in agile methodology by analysing various 
existing methods. Hence, this study affords detailed information associated with 
current traditional RM practices that will assist the software practitioners to choose 
appropriate methods in agile SD for handling persistent requirement changes. 
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1 Introduction 

Software development (SD) process is the significant area of software engineering 
(SE) that impacts the product outcome. It is a difficult process that comprise activ-
ities like requirement management (RM), implementation, testing and finally anal-
ysis/review. RM assists in receiving, analysing, documenting and managing all the 
requirements of a project. It typically encompasses everything from information 
collection of high-level projects to comprehensive product requirements which could 
be collected throughout the project lifecycle. 

In software development, agile is the set of methods aimed to enhance the effec-
tiveness of SD professionals and organizations. Agile technique is a transformative 
and iterative process for SD happening at all the places in recent years. Agile SD 
projects model all the user requirements with the models termed user stories [1] that 
explains what actually a user world should look like. 

Accordingly, the paper [2] introduced a prediction model for estimating all the 
efforts needed for developing stories for agile SD projects. This paper subsidized by 
introducing three elements such as a prediction model for predicting the story effort, 
ensemble-based technique for aggregating prediction and finally an optimization 
model for optimizing the accessible effort. Machine learning (ML) algorithms have 
also been considered. 

Outcomes reveal that all the agile techniques possess a significant part that is does 
not include like cost estimation and debt control. These challenges could be ignored 
in small-scale projects as the costs are cheap, and the possibility for debt has been 
restricted. These limitations lead to inapplicability of agile techniques for complex 
and large-scale projects (LSP) in real time. 

It has also stated that combination of approaches leads to accomplishment of 
effective outcomes. For instance, utilizing waterfall model for planning projects, 
SCRUM for short-term goals, etc., by this way, a team could minimize the downfalls 
happening in each technique thereby exploring its strengths [3]. 

On the contrary, the present study aims to analyse requirement management (RM) 
especially in agile SCRUM framework which is shown in Fig. 1. At first, the require-
ments of the product are created at high level at the time of initial sprint. Then, the 
product backlog is continuously refined. During this refinement, development team 
must be actively involved. Finally, the improvements or changed requirements must 
be included to the released features. Sprint backlogs are then controlled. This is the 
overall process of agile. In addition, the following are the goals of this article:

• To enumerate the requirement prioritization (RP) in agile and discuss the uses of 
agile requirement engineering.

• To perform a comparative analysis by considering requirement management (RM) 
steps pursued in various agile software development (SD) methods and quality 
requirement (QR) management practices relying on agile environment.

• To explore the RM challenges or issues in agile methodology through the analysis 
of various existing methods.
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Fig. 1 Overall view of agile SCRUM framework [4]

The remainder of the paper is built in the same way: Sect. 1 discusses the funda-
mental ideas of RM and the agile method. In this context, Sect. 2 specifically explores 
the RM in agile methodology that comprises the use of agile requirement engi-
neering and RP in agile. After this, a comparative analysis is undertaken in Sect. 3 
that considers RM steps pursued in various agile SD methods and QR management 
practices relying on the agile environment. Subsequently, RM challenges/issues in 
the agile method are discussed in Sect. 4. Finally, the overall study is concluded in 
Sect. 5. 

2 Requirement Management (RM) in Agile Methodologies 

The main idea behind agile includes the modern concepts, principles and frame-
works to afford a specific way for the companies and development teams to serve 
the requirements of their clients/customers in a more effective manner. This is the 
reason for considering requirement management (RM) as the vital component of an 
agile project. RM is the method of documenting, examining, tracing, prioritizing and 
agreeing on the necessities, subsequently controlling the alterations and communi-
cation to the corresponding stakeholders. Requirement is the ability to which the 
outcome of a project, service or product must confirm. Motive of RM has been to
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ensure that the goals associated with the product development has been successfully 
accomplished. On the other hand, for RM, requirement prioritization (RP) is vital. 

2.1 Requirement Prioritization (RP) in Agile 

RP has an essential part in software development as it enhances its planning, 
scheduling and budget control. Consequently, RP indicates the determination of 
what’s amongst the requirement pool to be initially employed and the implemen-
tation order. Hence, a software has to be created on the basis of RP to possess a 
minimum possibility of getting rejected. In addition, the challenges related with the 
development of software system such as restrained budget, limited expert program-
mers and restricted resources among others lead to the necessity for RP. This could 
result in better planning for software release as all the needs could not be employed 
in one particular version due to few challenges. Prioritization also assists on soft-
ware implementation with special stakeholder necessities. The product owner (PO) 
possesses the backlog of the product and directs its development by prioritizing the 
product backlog and then classify the stakeholders in accordance with the criteria 
associated with business. 

The introduced methodology will minimize the prioritization overhead from PO 
and also help them to take necessary decisions by taking into consideration all the 
execution dependencies on the basis process flow. The business value priority (BVP) 
in real time has been considered in a direct way from POs of several industries for 
retrieving the terminal priority. In addition, experimentation has been undertaken to 
determine weightages assigned to the PFP and BVP to attain the terminal priority. 
Further study is needed for automating the task to access the user story’s business 
value with no engagement of PO that will assist to minimize the manual engagement 
thereby make the process highly efficient [5]. 

A generic framework has been introduced in the paper [6] to include the RP method 
into a complete prioritization model and make it have the ability to practice, handle 
earlier challenges, easy to utilize, lack stability, persistent requirement changes, lack 
of overall executed RP systems, etc. This proposed framework possess four stages 
like identification, verification, assessment and prioritization. The 1st stage is iden-
tification that will find the stakeholder, feature, epic and user story. The next stage is 
verification that will confirm the user story. The subsequent stage is estimation that 
shows the size, attempts and the user story’s value. Last stage is prioritization that 
will prioritize all the user stories thereby create the backlog item of the product and 
then update it. 

Traditional techniques for prioritizing requirements include business value, 
walking skeleton, validated learning and MoSCoW [7]. These techniques were 
unable to solve the stakeholder conflict. To resolve this issue, the study introduced an 
idea for utilizing Apriori algorithm for discovering the frequently requested require-
ments that in turn assists in minimizing all the stakeholder conflict and the overall 
stepwise procedure is shown in Fig. 2. This algorithm possesses two functions,
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namely prune and join that have been continuously performed for finding the recur-
rent items. This has been designed for operating on database consisting of transac-
tions. In Apriori, accuracy stays almost constant regardless of the requirement count 
as every stage of prune detached minimum priority requirements. 

Various factors of RP method has been considered like cost, time to market, risk, 
etc. [8]. In addition, it will also be prioritized through critical analysis of factors that 
could result in repeated failure or success of the product. This confirmed the relia-
bility in correct requirements for a specific sprint at a period. However, most of the 
RP methods still suffer from various limitations like uncertainty, time consump-
tion, complexity and scalability. Few of the methods have found to be efficient 
in minor/small projects. While, these methods don’t work well when the count of 
requirements enhance in major/large projects [9]. 

Future work involves the overall guideline to select appropriate RP methods after 
the requirement alteration process in agile SD (agile software development). Substan-
tial research on the agile techniques, RP, requirement elicitation has been accom-
plished to discover all the factors that impact the RP’s decision-making [10]. RP

Fig. 2 Stepwise process of requirement prioritization (RP) [7] 
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method/model has been required that considers all these factors while prioritizing all 
the requirements if it is for an agile software development or conventional software 
development [11]. 

2.2 Uses of Agile Requirement Engineering (RE) 

RE is a distinct key method in the software development (SD) process [4]. Agile RE 
is utilized for defining the agile manner of planning, implementation and reasoning 
RE activities. In agile SD projects, RE persists through the system lifetime. RE 
is the domain of expertise applicable in several circumstances and processes and is 
valuable in agile product development. It can also assist in affording many substances 
to SCRUM framework. The analysis identified that twenty-one studies satisfied these 
criteria from 2005–2017. Widespread selection of agile SD techniques like Kanban 
and SCRUM has resulted in the enhancement of user stories [12]. Agile SD has 
also adopted plan driven to value-driven model as shown in Fig. 3. Though, 45% of 
the practitioners apply user stories to elicitate requirements, many still suffer with 
efficient employment of this technique. 

Employing visual narrator in real-time collections of user story exhibits better 
accuracy with recall and precision above 90%. To assist the usual agile development 
features such as extensive communication and collaboration, the study envisioned 
expansion of communication also documentation guidelines relying on experimental 
data regarding the information requirements [13]. In addition, the paper [14] stated 
the experiences exploring a policy for educators and students who desire to select 
motivational modelling that is a light-weight strategy for agile RE. Generally, utilized 
method for learning agile practices has been to ask the practitioners regarding their 
experience [15]. 

The key issues in agile RE has been to not lose vision of the overall picture at 
the execution of complex requirements [16]. To solve this issue, a new RE tech-
nique named agile agent-oriented modelling (AAOM) technique has been defined. 
Qualitative assessment exhibited the employability of AAOM for RE in agile SD

Fig. 3 Agile SD from plan 
driven to value driven [12] 
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processes. Further research and analysis can be undertaken to enhance the proposed 
system by employing AAOM technique in several domains to reveal its universal 
employability. RE has been assisting SD projects for some time [17]. 

The study [18] stated outcomes from analysing the traditional practise and prob-
able issues in agile RE. This analysis rely on the data accumulated from universally 
distributed practitioner studies. Analytical results explored that agile RE focusses 
on the text documentation corresponding to the requirements elicited with several 
methods. 

3 Comparative Analysis 

A comparative analysis is undertaken to analyse the various requirement management 
(RM) steps pursued in different agile development (SD) techniques. It is clearly 
described in this section and is tabulated in Table 1.

3.1 Requirement Management (RM) Steps Pursued 
in Various Agile Software Methodology 

RM has been perceived as the critical activities to deliver a successful software in 
the project lifecycle. The SD teams which pursue the SD concept initiates changes in 
the requirements in all the phases of SD cycle [19]. A data-driven method has been 
presented named Q-rapids to enhance the management of quality requirement (QR) 
in agile SD [20]. Q-rapids claims for high data usage for detecting the misbehaviours 
of quality. Subsequently, knowledge embedding has been utilized in the technique 
to introduce QRs for visualising the concerns of their approval in dashboard when 
it has been approved by the decision-maker for documentation. Moreover, Q-rapids 
have been designed to concentrate on QRs. In conventional development, customer 
attained the overall product after development phase and testing phase. In this case, 
the overall product becomes unsatisfied or satisfied by the customer/client [21]. 

A case study has been undertaken that rely on developing five projects. Different 
teams have worked on these projects. Various software processing models is present. 
Nevertheless, it possess limited scope [22]. This resolves the restrictions of the tradi-
tional models which significantly influences the production in a specific time-box. 
In addition, a comprehensive comparison of the developed model with other SD 
techniques in statistical form has to be concentrated in near future [23].



86 K. Asad and Mohd. Muqeem

Table 1 RM steps pursued in various agile SD methodologies 

S. No. Methodology Description of RM 

1 SCRUM [24] It reports the requirements by user 
stories. Hence, discussing user stories 
describes actual requirements 
Thus, product owner (PO) has a 
significant role in software development 
(SD) 

2 LSD—lean software development [25] Gathering user requirements have been 
accomplished by presentation to the 
corresponding end users and retrieving 
their input. Environment and specific 
requirements have been recognized by 
employing a just in time (JIT) 
production 
At the starting, customer affords the 
required input explored in stories or 
small cards. Developers approximate 
the time required to implement 
individual card 

3 Kanban [26] User stories assist to recognise what 
have been the actual sprint goals. Sprint 
comprise a story card. Tasks partition 
the user story to small pieces 
In addition, a story has been partitioned 
into server side and client side task. 
These tasks have been partitioned into 
subtasks. Thus, developers reduce the 
item count in a sprint for maintaining 
the project time 

4 DSDM—dynamic system development 
method [21] 

It comprise 4 RM phase 
Requirements of a specific project has 
been collected and checked to confirm 
viability and prioritization 

5 XP—extreme programming [21] Addresses requirements by onsite 
customer or user stories  
User stories possess two elements such 
as written card and conversations 
succeeding written card 
These cards indicate the “conversation 
promises” and need not be clearly 
stated/complete. Story cards get 
destroyed after execution

(continued)
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Table 1 (continued)

S. No. Methodology Description of RM

6 FDD—feature-driven development [21] Collect user requirements and indicates 
various features and UML diagram. 
These features maintain the 
development tasks and functional 
requirements 
Solution requirement analysis (SRA) 
initiates with an efficient analysis of 
system scope as well as its setting 
The team comprehensively evaluates 
the domain for individual modelling 
part. Small groups comprise model for 
individual domain and present this 
model for peer analysis 

7 ASD—adaptive software development 
[4] 

Collecting requirements has been 
accomplished in speculative stage 
Initially, setting the mission and 
objective of project, recognizing 
limitations, establishing organization of 
project, finding and defining the 
requirements and creating estimates of 
initial scope and finding project risks 
Initiating the project’s data has been 
collected in a primary JAD sessions 

8 AUP—agile unified process [27] Requirement stage includes finding the 
stakeholders, recognizing the problems 
of users, establishing estimation basis 
and describing UI for system 
Additionally, activities happen at the 
elaboration and inception phase to 
enhance the design. Deliverables 
include the use case model 
User stories executed and iteratively 
re-functioned for reflecting the 
realization of problem-domain which 
indicates the project progresses

3.2 Quality Requirement (QR) Management Practices 
Relying on Agile Environment 

In this part, a comparison study is conducted to investigate the various quality require-
ment (QR) management procedures in an agile framework. It is tabulated in Table 
2.
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Table 2 Quality requirement (QR) management practices relying on agile environment 

S. No. References QR practices in agile 

1 [31] Client engagement and participation 
Main reason behind less failure in a project and successful project is 
identifying customer needs for precise as well as prioritized requirements 

2 [31] Direct interaction 
Client and team members directly interact with one another which is the 
important factor of agile in requirement engineering (RE) 

3 [31] Provisioning user stories 
Requirements of customer need user stories. This creates a better 
description between the stakeholders and these stories have also 
transformed the trend from documentation to discussion (D2D) 

4 [5] Requirement prioritization (RP) 
RP concentrates on business value (BV) and risk as well as having been a 
part of individual iteration in agile 

5 [5] Arrival of requirements 
In agile practices, the requirements grow over time as a result of frequent 
communication amongst stakeholders in contradiction to conventional 
strategy. It eliminates uncertainty in requirements in short span of time 

6 [6] Updation of features in change management (CM) 
This appears to be challenging for conventional approach. It is typically 
dynamic that can drop/add features in the agile requirements 

7 [6] Uninterrupted planning 
There always exists uninterrupted planning for adjusting the forthcoming 
requirements and CM 

8 [21] Combining the requirement analysis 
Stakeholders could perform several roles by combining the requirement 
analysis 

9 [32] Shared conceptualization 
To assist the requirements of RE in requirement collection and 
development for the agile practices 

10 [32] Code re-factorization 
To modify and enhance the organization of the developed code to adapt to 
the alterations in changing requirements 

11 [33] Prototyping 
To review all the requirements with customers/clients and obtain feedback 
from the respective clients/customers, prioritization and finally refinement 
in those requirements 

12 [33] Pre-testing 
To perform test prior to functional code and improvise feedback through 
test cases 

13 [34] RM (requirement management) 
Features can be easily updated in the agile requirements through RM 

14 [12] Review meetings 
Meetings and acceptance tests have introduced product backlogs and 
requirements. Meetings have been held to examine these backlogs



A Critical Analysis of Requirement Management … 89

Quality management (QM) standards include requirements, guidelines, specifi-
cations as well as characteristics that a service, process and product should consis-
tently satisfy so as to confirm that the quality matches with the expectations. These 
are suitable for a purpose and they meet the user’s needs. Thus, a quality require-
ment (QR) explores the desired software quality. They play a significant part in 
completing the software projects successfully. In agile SD, the QRs are quite often 
not addressed properly as an outcome of more concentration on quickly delivering 
ability. Enhancing QR management in agile projects has been the main aim of quality 
aware rapid software development (Q-Rapid). To accomplish this goal, the study 
intended to define specific guidelines to incorporate QR management to agile SD. 
This paper proposes through SME for identifying, complementing as well as classi-
fying a portfolio of efficient industrial practices for describing a technique to manage 
QR in agile. 

The research comprises a methodological section that correlates to a value-driven 
strategy. Seven hundred and seventy-three main five research studies connected with 
quality have been considered as part of the agile SD, of which seventy-one relevant 
studies have been chosen [28]. Collected information has been analysed based on 7 
research questions that are significant to several quality aspects such as factors, agile 
practices, metrics, attributes and models. 

Accordingly, the study [29] presented a data-driven technique for documentation 
and semi-automatic production of QR in agile SD. The technique relies on declaring 
thresholds over issues associated with quality whose violation prompts user-defined 
alerts. These alerts have been utilized for browsing a QR pattern catalogue that 
have been provided to Agile SD team through a dashboard that executes various 
analysis methods. After selection, patterns produce QR that has been documented 
as well as stored in product-catalogue. Full approach has been executed through 
configurable platform. Within one year, 4 companies varying in profile and size 
pursued this method and deployed this platform in their corresponding premises 
for semi-automatic generation of QR in various projects. Standardized computation 
instruments have been utilized for eliciting the perception of twenty-two practitioners 
about their tool usage. It has been concluded that outcomes explore potentiality to 
adopt data-driven QR elicitation in agile companies thereby motivate practitioners 
for using thus tool to be adopted in their respective companies in near future [30]. 

4 Requirement Management (RM) Challenges/Issues 
in Agile Technique 

RM has been the backbone of a SD industry. It is vital not only for complex/LSP 
(large-scale projects), but also for small-scale projects (SSP) for affording effi-
cient outcomes. Lack of RM turns leads to delivery of low-quality product, delay 
and high costs. Thus, poor RM has bad influence on software industries. It also 
makes the customers unsatisfied. For RM, agile techniques have been included that
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encompassed of XP and distributed SCRUM to manage all the requirements in the 
distributed environment. The introduced tool and decision-making process assist RM 
in an efficient way through the use of agile techniques [35]. 

RP has been neglected several times and its challenges are presented in Fig. 4. It  
has been significant to realize that developing and then delivering those requirements 
to production needs efforts. Without proper prioritization, features of team delivering 
possess less or no value. On the other hand, when requirements have been defined 
and also handled to the development team without having a discussion, elucidation 
of interpretation varies from each team member due to lack of communication. 

Periodically, business stakeholders and teams assume points regarding the require-
ments without having any discussion, documentation or clarification that results in 
defects/change requirements when the specific product has been delivered. This also 
results in conflicts. In contrast to the conventional models where the project’s budget 
could be estimated in accordance with the comprehensive scope, in agile project 
for estimating cost, planning and team assignment have been a challenging task. 
In the lack of an efficient technique to handle prioritization challenge and require-
ment definition, project even after delivery might be unsatisfied with the require-
ments of the stakeholders. Hence, the challenges can be summarized as follows. 
In agile SD, technical/functional dependencies with various teams remain an issue 
as a considerable and coordination efforts have been needed. There exists an issue 
that stakeholders could realize that the development team could create detailed and 
independent decisions.

Fig. 4 Challenges of 
requirement prioritization in 
requirement management 
(RM) [36] 
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5 Conclusion 

During the development of software, there exists no correct method for managing 
frequently altering requirements. Hence, satisfying the requirements of customer has 
been critical. Agile SD methods assists changes in the requirements. Thus, various 
agile SD methods were studied to afford the way in which requirement management 
(RM) practices were performed for SD. The study also covered about the requirement 
prioritization (RP) in agile and uses of agile requirement engineering as these are the 
significant part of RM. An evaluation analysis was also carried out by considering 
requirement management (RM) steps pursued in various agile software development 
(SD) methods and quality requirement (QR) management practices relying on agile 
environment to explore the various methods used by various studies in this scenario. 
The RM issues/challenges in agile methods were also explored by analysing different 
traditional techniques. To easily solve these challenges, a suitable requirement tool 
has been necessary. Hence, this study can be used as a reference by software devel-
opers to select suitable RP methods for dealing with requirement alterations in agile 
SD efficiently. 

6 Discussion 

Requirement management is an independent activity in order to develop a software. 
It has been analysed that frequent customer demands and requirements which change 
dynamically even in between the life cycle of software development pose a critical 
challenge to developers. Till now, no methodology or approach has been proposed 
which could combat this challenge and handle dynamic client requirements parallel 
to software development duration. Agile requirement engineering has been seen as 
a better handler to manage these requirement changes to some extent. This paper 
studies and analyses various agile methodologies subject to dynamic client require-
ment changes and various practices which could be applied to minimize success 
product delivery with maximum accomplished client requirements. The paper has 
focused all these methods and solutions which may be deployed during product 
development and has the capability to take dynamic inputs in the form of client 
requirements at any point during software development duration as well as to extend 
the product quality by adding these requirements into the software. The paper is 
focused on the implementation of various capable agile practices into SDLC (expand) 
which is able to deliver quality products with all static and dynamic client require-
ment accomplishments along with integrity and reliability maintained. For future, the 
analysis may be used to validate and create agile-based solutions to handle frequent 
change requirements during software development timeline. 
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15. Ochodek M, Kopczyńska S (2018) Perceived importance of agile requirements engineering 
practices—a survey. J Syst Softw 143:29–43 

16. Singh V, Pandey D, Khan MW, Sahu K (2020) Quantitative analysis of requirement elicitation 
techniques through FANP: security perspective. Int J Recent Technol Eng 8(5):3550–3558 

17. Heck P, Zaidman A (2018) A systematic literature review on quality criteria for agile 
requirements specifications. Softw Qual J 26:127–160 

18. Wagner S, Méndez-Fernández D, Kalinowski M, Felderer M (2018) Agile requirements 
engineering in practice: status quo and critical problems. CLEI Electron J 21:15 

19. Tabassum A, Bhatti DSN, Asghar AR, Manzoor I, Alam I (2017) Optimized quality model for 
agile development: extreme programming (XP) as a case scenario. (IJACSA) Int J Adv Comput 
Sci Appl 8:392–400 

20. Franch X, Gómez C, Jedlitschka A, López L, Martínez-Fernández S, Oriol M et al (2018) Data-
driven elicitation, assessment and documentation of quality requirements in agile software 
development. In: International conference on advanced information systems engineering, pp 
587–602 

21. Dhir S, Kumar D, Singh V (2019) Success and failure factors that impact on project imple-
mentation using agile software development methodology. In: Software engineering. Springer 
pp 647–654 

22. Singh N, Pandey D, Pandey V, Khan MW (2020) Effective requirement engineering process 
by incorporating risk management approach. Solid State Technol 63(5):814–822

http://arxiv.org/abs/1704.07469
http://arxiv.org/abs/1703.08360
http://arxiv.org/abs/1703.08360


A Critical Analysis of Requirement Management … 93

23. Moe NB, Šmite D, Paasivaara M, Lassenius C (2021) Finding the sweet spot for organizational 
control and team autonomy in large-scale agile software development. Empir Softw Eng 26:1– 
42 

24. Bhavsar K, Shah V, Gopalan S (2020) Scrum: an agile process reengineering in software 
engineering. Int J Innov Technol Expl Eng (IJITEE) 9:840–848 

25. Rodríguez P, Mäntylä M, Oivo M, Lwakatare LE, Seppänen P, Kuvaja P (2019) Advances in 
using agile and lean processes for software development. In: Advances in computers, vol 113. 
Elsevier, pp 135–224 

26. Khan MW, Katiyar V, Pandey D, Tiwari NK, Kumar R (2014) Role of requirement engineering 
in e-learning services. Glob J Multidiscip Stud 3(5). ISSN: 2348-0459 

27. Shafiee S, Wautelet Y, Hvam L, Sandrin E, Forza C (2020) Scrum versus rational unified 
process in facing the main challenges of product configuration systems development. J Syst 
Softw 170:110732 

28. Arcos-Medina G, Mauricio D (2019) Aspects of software quality applied to the process of agile 
software development: a systematic literature review. Int J Syst Assur Eng Manag 10:867–897 

29. Oriol M, Martínez-Fernández S, Behutiye W, Farré C, Kozik R, Seppänen P et al (2020) Data-
driven and tool-supported elicitation of quality requirements in agile companies. Softw Qual J 
28:931–963 

30. Medeiros J, Vasconcelos A, Silva C, Goulao M (2018) Quality of software requirements 
specification in agile projects: a cross-case analysis of six companies. J Syst Softw 142:171–194 

31. Batra D, Xia W, Zhang M (2017) Collaboration in agile software development: concept and 
dimensions. Commun Assoc Inf Syst 41:20 

32. Malik M, Sarwar S, Orr S (2021) Agile practices and performance: examining the role of 
psychological empowerment. Int J Project Manag 39:10–20 

33. Kesola JO, Adebiyi M, Okokpujie K, Odepitan D, Goddy-Worlu R, Iheanetu O et al (2019) A 
systematic review of requirement engineering practices in agile model. Int J Mech Eng Technol 
(IJMET) 10:671–687 

34. Guevara-Vega CP, Guzmán-Chamorro ED, Guevara-Vega VA, Andrade AVB, Quiña-Mera JA 
(2019) Functional requirement management automation and the impact on software projects: 
case study in Ecuador. In: International conference on information technology & systems, pp 
317–324 

35. Sadrinooshabadi S, Taheri A, Yitmen I, Jongeling R (2020) Requirement management in a 
life cycle perspective based on ISO 19650-1 and CoClass as the new classification system in 
Sweden. Engineering, Construction and Architectural Management 

36. Alam S, Nazir S, Asim S, Amr D (2017) Impact and challenges of requirement engineering in 
agile methodologies: a systematic review. Int J Adv Comput Sci Appl 8:411–420



Authenticate Medical Data Using SWT 
and PCA-Based Watermarking 
Technique 

S. Ponni alias Sathya, N. Naraayani, K. Sarnika, and P. Akshaya 

Abstract Telemedicine has aided healthcare specialists in obtaining a high quality 
diagnosis by allowing them to connect with one another via extensive and faster 
access to patient electronic medical records, such as medical photographs. Because 
of security threats such as picture alteration to compromise misleading data, incorrect 
prognosis, and treatment may result. We use a hybrid strategy using stationary wavelet 
transform (SWT) and principal component analysis (PCA) to embed and extract 
invisible clinical image watermarks. The host image is treated as a medical image, 
whereas the Electronic Patient’s History (EPH) is treated as a watermark. The RGB 
host picture was transformed to YCbCr and split into ROI and RONI portions. As 
a fragile watermark, the EPH and ROI that are formed from the Y segment applied 
host image will be generated. The overall performance is primarily assessed using 
the metrics such as PSNR and NC and SSIM, and the quality is evaluated through a 
series of manipulated assaults. Our proposed system’s primary objective is to provide 
confidentiality and authentication to the medical data. Patients suffering from major 
illnesses may get depressed as a result of others’ knowledge of their illnesses. With 
this method, data is more secure, and only authorized persons, patients, and their 
family members have access to his/her condition and diagnosis information. Results 
show that the proposed technique withstands image processing and false-positive 
attacks with high quality in terms of robustness and imperceptibility. 

Keywords Telemedicine · Stationary wavelet transform · Singular value 
decomposition · LZW compression · Principal component analysis · Region of 
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1 Introduction 

1.1 Telemedicine Watermarking 

The new healthcare system is built on digitally managing a patient’s diagnosis infor-
mation. Digital watermarking is defined as that it is the action of concealing a message 
in the form of text or an image within another picture/image or video. When trans-
ferring digital images, movies, and data via the Internet, copyright and authenticity 
difficulties arise. Medical photos or Electronic Patient Records (EPR) shared in a 
public forum may be tampered with or modified, resulting in an inaccurate prog-
nosis with the help of medical experts. Furthermore, one might easily claim fictitious 
ownership of medical photographs [1]. Data confidentiality is also a significant issue. 
As a result, ensuring the statistics’ legitimacy, authorization, integrity, and secrecy 
throughout transmission is crucial [2]. Then a variety of algorithms are created to 
embed and extract a specified watermark from a known host image. The performance 
of the proposed methodology can be assessed in terms of imperceptibility and robust-
ness during this evaluation. MATLAB was used to carry out a variety of tampering 
assaults, indicating that the approach is immune to geometric attacks. 

2 Literature Survey 

S. No. Author Methodology used Merits and demerits 

1 Amin Babazadeh Sangar, 
Arezoo Nouri Heydarlo, 
Sajjad Aghania [3] 

A combination of chaotic 
mapping and secure 
watermarking 

Noise assaults, blurring, 
rotation, and other image 
processing attacks are 
resilient, but the image’s 
imperceptibility must be 
increased 

2 Huang Jun, Jumana 
Waleed, S Hameed, et al. 
[4] 

Discrete transform 
domain (DWT) and 
nature-inspired algorithm 
in  the grayscale image  

Perfectly find the optimal 
spots with the least effect on 
the watermark image’s PSNR 
value, but only on grayscale 
images 

3 Poonam, Shaifali M. Arora 
[5] 

SVD and DWT in 
combination 

Image/signal processing 
attacks are robust, and the 
perceptual quality is not 
degraded, resulting in good 
imperceptibility but 
non-robust against various 
geometric attacks

(continued)
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(continued)

S. No. Author Methodology used Merits and demerits

4 K. Swaraja, K. Meenakshi, 
et al. [6] 

RDWT-QR-based 
watermarking technique 

The proposed system adopts 
the SWT-PCA technique. 
The QR decomposition has 
been utilized to overcome the 
false-positive problem in the 
existing compared method, 
whereas in the proposed 
system, PCA has been used to 
overcome the false-positive 
problem and the scaling 
factor is not properly selected 
in the existing method. The 
experimental results in terms 
of robustness and 
imperceptibility are high for 
various attacks in the 
proposed method 

5 Manasha Saqib and 
Sameena [7] 

Lifting wavelet transform 
(LWT) using SVD 

Crop, Gaussian, mean, 
median, rotation, and shear 
attacks are all robust; 
however, JPEG compression 
assaults are not 

6 Pranab Kumar, T Khanam, 
Saki Kowsar, et al. [8] 

Fast Walsh-Hadamard 
transform (FWHT) and 
SVD 

Robust against rigorous noise 
attacks and increase the 
security of the watermark 
against various attacks but it 
applies only to images 

7 Fita, Endebu B, et al. [9] SVD was used to create a 
color image watermark 

It is resistant to various 
geometric attacks such as 
cropping and rotation, 
ineffective against JPEG 
compression attacks, and can 
improve the quality of 
watermarked and extracted 
images 

8 C. Ananth, Karthikeyan, 
et al. [10] 

Back-Propagation neural 
networks are used in 
DWT-based segmented 
image watermarking 
systems (BPNN) 

This technique is embedded 
with two watermarks. So, the 
PSNR value and the 
imperceptibility of the 
presented scheme are 
advanced and robust against 
various attacks and 
imperceptibility has to be 
improved

(continued)
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(continued)

S. No. Author Methodology used Merits and demerits

9 Sivakannan, K Chandran, 
Sreenivas, et al. [11] 

QR matrix decomposition 
and shearlet transform 

High transparency and 
resistance to a variety of 
attacks, including noise, 
cropping, rotation, and 
sharpening but non-robust 
against JPEG compression 
attacks 

10 Achraf Daoui, Hicham, 
Hassan, et al. [12] 

SCA and a modified 
logistic map are used to 
accomplish 
zero-watermarking and 
image encryption 

Robust against geometric 
attacks, particularly salt and 
pepper noise with 
concentrations of 1, 2, and 
4% but robustness has to be 
improved in image translation 
and image orientation attacks 

3 Methods 

3.1 Stationary Wavelet Transform (SWT) 

The downside of DWT is that it has features that cause translation variance. The SWT 
is nearly identical to the DWT, with the exception that at each level of decomposition, 
the signal is never sub-sampled, and the filters are simply up-sampled. 

3.2 Singular Value Decomposition (SVD) 

The Singular Value Decomposition (SVD) method decomposes a matrix into its 
components, simplifying subsequent matrix computations. SVD is defined in linear 
algebra as a method of factoring real or complex matrices with wide applications in 
signal processing and statistics. M is a factorization of the form M = UΣV * that 
decomposes a real or complex matrix M × N into singular values. 

WhereΣV denotes a rectangular diagonal M × N matrix containing real nonneg-
ative diagonals, where U is an M × M real or complex identity matrix and V* denotes 
an N × N real or complex identity matrix.
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3.3 Lempel–Ziv-Welch (LZW) Compression 

The LZW algorithm is a prevailing compression technique algorithm that is lossless 
in the process of compressing. Because of its versatility and simplicity, it is the 
most often used approach for general-purpose data compression. It is a technique 
that addresses spatial redundancies in an image, and it is an error-free compression 
approach. 

3.4 Principal Component Analysis (PCA) 

PCA is a traditional linear dimensionality reduction technique that attempts to find 
linear combinations of features in a multidimensional data matrix to accurately repre-
sent a dataset. Its purpose is primarily to detect linearly uncorrelated orthogonal axes 
in a high-dimensional space called principal components (PCs) and map data points 
to these PCs [13, 14]. 

4 Proposed Methodology 

In this proposed System “Authenticate medical data using SWT and PCA-based 
Watermarking Technique”, multiple watermarks are used, i.e., robust and fragile 
watermarks, which are embedded in the original medical image for privacy control. 
In the robust watermarking, the EPH which is considered an image, and the ROI 
component of Y from YCbCr of the host image, which has been created using fragile 
watermarking, are concealed in the frequency domain utilizing hybridized SWT and 
PCA in the RONI section of the host medical image. First, the image is divided into 
four frequency bands: LL, LH, HL, and HH. The watermark is placed in the LH or 
HH band in this scheme because it has finer characteristics and boosts image energy. 
The basic digital image watermarking paradigm is divided into two parts: (1) water-
mark embedding and (2) watermark extraction. The Flow of watermark embedding 
and extraction is represented in Figs. 1 and 2 respectively. The transparency of the 
watermarked image and watermark, which is extracted in addition to the recovered 
cover image, is examined using PSNR and normalized correlation (NC). Simply, the 
five phases of the system can be sequenced as selecting host and watermark image, 
pre-processing, embedding, extraction, performance analysis, and measurement.
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4.1 Watermark Embedding 

• The RGB medical host image which is selected as the input by the user is resized 
into a standard size of 300 × 300. 

• The RGB image is then converted to an YCbCr image, and the Y part is extracted 
to mask the watermark. 

• Y is segregated into ROI and RONI. 
• Using the LZW technique, Y’s ROI region is compressed. 
• EPH and compressed ROI region of Y are concealed and considered as the fragile 

watermarked image which is then concealed in the RONI portion of the host 
medical image. 

• To insert a watermark that is an image that contains the RONI portion of the 
main image, we apply SWT on the RONI part of the host medical image which 
is transformed into 4-2D arrays, namely LL, LH, HL, and HH sub-bands. 

• From that, we extract the HL band for vertical features. 
• SVD technique is applied to the middle-frequency component HL, and the result 

is a vector of singular values to provide more robustness for its authentication. 

SVD(H ) = UH ∗ SH ∗ V T H 

• Calculation of PCA of watermark image by using the UW , SW 

PC(W ) = UW ∗ SW 

• Selecting the scaling factor K, using  the  α-best-fit algorithm. K = 0.475 [15] 
• For the process of embedding the watermark image, diagonal matrices of both the 

medical image and watermark image are added with the scaling factor. 

SN = SH + K ∗ PC(W ) 

• To obtain the embedded watermarked image, inverse SWT will be used. 

4.1.1 Region of Interest (ROI) 

An ROI is a segment of a picture that can be filtered or operated on in various ways. 
It can be represented as a binary mask image. In the mask image, pixels inside the 
ROI are set to 1, and pixels outside the ROI are set to 0. The toolbox includes a set of 
objects for creating ROIs of various shapes, including circles, rectangles, polygons, 
ellipses, and hand-drawn shapes. We used a polygonal ROI drawn over a picture by 
picking four points to watermark that precise region.
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4.1.2 Region of Non-interest (RONI) 

A RONI is a way of making a binary mask that functions as a binary image of the 
same size as the image to be watermarked, with pixel values that define the RONI 
set to 0 and all other pixels set to 1. A region of non-interest can also be described 
as the area outside of the chosen ROI region/area. 

4.1.3 Electronic Patient’s History (EPH) 

EPH stands for “Electronic Patient’s History” and is mostly used to replace paper 
records. These records were created to let healthcare practitioners share information 
safely and securely with the patient’s permission and to reduce mistakes in medical-
related documents and other medical-related works. 

4.2 Watermark Extraction 

• The watermarked image is chosen for the watermark extraction process 
• The Y standard watermark image is combined with Cb and Cr chrominance 

elements to obtain a watermarked image in the following process 
• By applying SWT on the watermarked image to separate 4-2D arrays such as LL, 

LH, HL, and HH sub-bands which are used for watermark extraction 
• From those four bands, the HL band is selected and extracted 
• Later, SVD is applied on the HL band of the watermarked image 

SVD(WI) = UWI ∗ SWI ∗ VWI

• The EPH and ROI of Y watermarks are combined into a fused watermark that is 
extracted from the same location where they were embedded in the concealing 
technique [15] 

WE = (SWI − PC)/K ; 
• The extracted watermark is then displayed.

5 Experimental Results and Discussions 

The proposed watermarking approach and numerous tests are performed on several 
medical photographs of the eye of size 300 × 300, as shown in the input image (1) (2) 
(3) ofTable  1. The objective performance of the proposed method was evaluated using 
various objective image quality metrics such as PSNR, NC, and Structural Similarity
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Input 1) Host medical im-
age 2) Electronic Patient’s 

History (EPH) 

Pre-processing of two 
images 

Select pre-processed 
watermark image 

RGB host image 
to YCbCr image 

Extract Y com-
ponents separately 

Extract host (Y) -
> ROI and RONI 

Select Y(ROI) 

Conceal both images 
using imfuse () function 

Divide into four sub-
blocks 

SVD 

RGB host image -> 
ROI and RONI 

Select host (RONI) 

SWT 

Divide into four sub-
bands (LL,LH,HL,HH) 

Select HL band 

SVD 
SVD (H) = 

T 

Compute PCA of 
watermark  

PC (W) = UW*SW 

Selection of scaling 
factor K = 0.475 

Embedding 
SN = 

SH+K*PC(W) 

ISVDISWT 

Watermarked image 

Fig. 1 Flow diagram of watermark embedding

Index (SSIM). Figures 3 and 4 demonstrate the PSNR and NC values for pictures of 
the input image (1), respectively, for the watermarking approach exclusive of attacks. 
The embedded images are subjected to attacks such as rotation by 50, rotation by 70, 
sharpening, average filtering, salt and pepper noise, motion blur, Gaussian filtering, 
and speckle noise, and the results are compared to the values of the existing approach 
(Table 2).
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Apply SWT on 
the watermarked 

Divide into four sub-
blocks (LL,LH,HL,HH) 

Apply SVD on HL 
band 

SVD(WI)=UWI*SWI* 
VWI 

EPH + ROI are ex-
tracted from same posi-

tion where they con-
cealed in RONI [14] 

WE=(SWI-PC)/K 

Watermark is 
extracted 

Combine 

Combine water-
marked Y standard im-

age with Cb and Cr 

ISVD ISWT 

Fig. 2 Flow diagram of watermark extraction

6 Conclusion 

This proposed system, “Authenticate medical data using SWT and PCA-based Water-
marking Technique” is used to protect confidential medical data with more authen-
ticity and robustness using SWT and PCA techniques. The PCA technique is adapted 
for avoiding false positives and tampering in the proposed technique. The combi-
nation of SWT and PCA technique improves the quality in terms of robustness and 
imperceptibility The watermark is created by combining ROI of the Y part and EPH 
as a watermark in the HL band of the image and embedding it in the RONI part of 
the RGB image, which reduces the risk of tampering and extracting the watermark 
using the reverse approach. The embedding of a watermark in a high-low (HL) band 
helps in increasing image quality without much degradation. The scaling factor is 
selected based on the alpha-best-fit algorithm, which improves the quality of the 
watermarked image. The experimental results for various attacks are also acceptable 
levels in terms of PSNR, SSIM, and NC. In comparison with the existing system, the 
proposed system achieves higher outcomes in terms of quality as well as authenti-
cation for medical data. The future enhancement will be implementing the proposed 
technique for medical videos. 

7 Sources of Images 

Input images: The medical image of diabetic retinopathy, https://www.kaggle.com/ 
datasets/tanlikesmath/diabetic-retinopathy-resized. 

Note: The source images which has been considered as input images has been taken 
from the open source Internet, which does not require any permissions.

https://www.kaggle.com/datasets/tanlikesmath/diabetic-retinopathy-resized
https://www.kaggle.com/datasets/tanlikesmath/diabetic-retinopathy-resized
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Table 2 Performance analysis of proposed method 

Attacks PSNR NC SSIM 

No attack 45.92 0.96853 0.951 

Sharpen image 44.26 0.96863 0.895 

Rotate image by 50 45.62 0.96862 0.825 

Rotate image by 70 45.64 0.96862 0.804 

Salt and pepper noise 44.25 0.96863 0.942 

Speckle noise 44.25 0.96862 0.951 

Motion blur 45.62 0.96736 0.818 

Average filter 45.64 0.9685 0.876 

Gaussian low pass filter 44.23 0.96871 0.862
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Bounds on Learnability of Neural 
Networks 

Eshan Pandey and Santosh Kumar 

Abstract Deep learning (DL) got remarkable triumph in wide variety of prob-
lems like medical imaging, detection of frauds, e-commerce, health care, etc. It has 
arguably emerged as a futuristic technique. But designing a neural networks model 
is still a challenge. Despite the development of many theoretical bounds, there is no 
clear answer to what and why deep learning models generalize. Many studies have 
been conducted to develop a better understanding of generalization in deep neural 
networks. A survey of studies is conducted that aim to better understand the theoret-
ical bounds of neural networks (NN). An empathetic knowledge of the generalization 
theory will enable researchers/developers to model more cost-effective and powerful 
networks. 

Keywords Deep neural networks · Universal approximation theorem · PAC 
learning · VC dimensions 

1 Introduction 

Deep neural networks [1] try to approximate a function F* that can appropriately 
represent the data samples. Deep neural networks have well-established supremacy 
over the traditional machine learning techniques for computer vision, text, and 
speech-related tasks. The state-of-the-art architectures can easily match human level 
precision in tasks such as detection and classification. The objective of any ML algo-
rithm is to make a prediction on unseen data. While training data is available for the 
model to learn and approximate the function F*, test data is not seen by the algo-
rithm/model. For this reason, there is often a gap between the training error (TE) and 
testing error (TE'). An absolute difference between training error (TE) and testing 
error (TE') is called generalization error (GE).
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GE = |
| TE − TE' ||

Lower the generalization error, better is the learnability of the algorithm. Thus, 
low generalization with high train accuracy is a good metric to judge the performance 
of a learning algorithm. 

Regularization is any technique implemented to improve generalization capability 
of these models. Lesser generalization error implies model that generalize well. 
Some underlying questions that remain to be answered are: What are the factors 
that lead to generalization? Why regularization helps in generalization? How can 
overparameterized networks generalize? 

Almost every characteristic of deep net, architecture design, data set, optimizers, 
learning rate, weight decay, batch normalization, batch size, loss function, activa-
tions, dropout, early stopping, etc., affect its ability to learn and generalize. Many 
such gaps in theoretical understanding of deep nets are a major hurdle in efficient 
algorithm/model design. 

1.1 Why Is It Important to Understand the Bounds on Neural 
Networks? 

Consider any critical real-life scenario, for example, self-driving cars, if the algorithm 
is very accurate on the training data, but is not able to perform well under slight 
environmental variations, like change in weather conditions (rain) or lighting (sunny, 
cloud, night), and the algorithm is not fit for the road. Consider any medical situations 
where an algorithm can influence a doctor’s decision. The model achieves better 
performance on new data sets. It is probably the most important factor determining 
the usability of the algorithm in real-life scenarios. It is this characteristic of the 
algorithm that provides confidence to use it in real-life scenarios. 

One of the most impactful studies on generalization theory is by Zhang et al. [2]. 
The study triggered a series of research in this direction. Zhang observed that most 
modern neural networks have very huge model capacity, and they can completely 
shatter that data set. Modern architectures can fit corrupted labels and images (random 
noise) and reduce the training error to zero (huge generalization gap). But the same 
architectures can generalize to true labels and true images. This study raises a few 
intriguing questions: How can an overparameterized networks, capable enough to fit 
random noise, generalize? Further, the study also challenges the conventional wisdom 
and the principles of statistical learning theory. Zhang et al. [2] further suggest that 
randomizing the data set is only a data transformation problem and does not affect 
the learning problem (learning algorithm). 

Explicit regularizations may help in generalization, but it is not the fundamental 
reason why neural networks generalize [2].
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2 Expressive Power of Neural Networks 

Universal approximation theorem defines upper bounds in the approximation capa-
bility of a two-layered networks. Any continuous and bounded function can be 
modeled using a two-layered networks having nonlinear activation [3–5]. The 
problem with such theoretical bounds is that such upper bounds fail to capture any 
meaningful real-life application. Under such assumptions, hypothesis space is infi-
nite and so is the width of the networks. Universal approximation theorem tells the 
power of NN for modeling any function when the size of the networks is unlimited 
[3–7].

3 Probably Approximately Correct (PAC) Learning 

For any distribution, with sufficient data, PAC learning algorithm guarantees with 
high probability that it returns a predictor similar to the best predictor in hypothesis 
class [16]. For networks trained with varying batch size with SGD, different gener-
alizations were achieved, so in [17], authors proposed a sharpness-based method to 
predict this behavior. It is important to note that sharpness is a varying feature, so 
sharpness-based approaches should be avoided to predict the generalization behavior 
of the neural networks [18]. Numerical evaluation by the authors in [19] shows that 
generalization bound derived from PAC-Bayes framework is used to forecast the 
nature of generalization in true data set and random data set. 

The number of parameters does not affect the generalization behavior of linear 
classifiers, but the norm and margin of the classifiers do. So, a generalization frame-
work which only relies on the layers and the norm is independent of hidden neurons, 
and parameter count may better explore and study generalization capabilities of the 
neural networks (Table 2).

4 Vapnik–Chervonenkis Dimension 

The Vapnik–Chervonenkis dimension of a deep NN is the depth of the networks 
multiplied by the parameters of the networks [23, 24]. For a classification algo-
rithm, Vapnik–Chervonenkis dimension is used to measure the capacity of the learn-
able functions. In [25], authors suggest generalization theorems for feedforward NN 
derived from L1 norm that escalates as the depth of the networks grows. 

Generalization bound derived from margins that depend on L1 and spectral norm 
of the layers is a better approach than mere parameter counting [26]. Such theorems do 
not directly rely on parameter counting of NN, but rely on the norm of the layer of NN. 
However, if the weights of the networks are dense, the L1 norm may have dependence 
on the quantity of the hidden neurons. Such bounds are also derived from parameters
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Table 1 Numerous studies on capability of NN 

Study Bounds Expressive power 

[6] Finite sample expressivity A feedforward networks having one hidden 
layer and a continuous sigmoidal activation 
can approximate arbitrary decision regions 

[8] Data and networks size A two-layer networks having ReLU 
activation can learn a classification task if 
the data is from a collection of arbitrary and 
well-separated distributions 

[9] Heavily overparameterized networks SGD can optimize to global minima with 
zero classification error in polynomial time 
Note: no comments on generalization: the 
networks can learn random noise 

[10] Extension of [9] 
learning of overparameterized 
networks 

If the labels are true, SGD learns and 
generalizes. Overparameterized networks 
can improve generalization by leveraging 
larger size and more complex activations. 
The learned networks distributes the 
information evenly among the neurons 
Margin determines the sample complexity 
and not the dimension of the data 

[11] Depth of the networks NN is better than shallow networks. There 
are families of functions better modeled 
using deep NN 

[12] Comparison of expressive power of 
two-layer and three-layer networks 

There exists a function F on Rn , such that F 
can be expressed by some small three-layer 
feedforward networks, but no two-layer 
networks can approximate F with greater 
accuracy than some constant c’ 

[13] Upper bound on expressive power of 
neural networks 

For each k ∈ N+, there  exists  a networks  N, 
having ʘ(k3) layers and ʘ(1) neuron in each 
layer, such that a networks N ' with O(k) 
layers cannot approximate N, unless N '

possesses Ω(2k ) nodes (exponentially large) 

[14] Generalization and optimization of 
neural networks 

In polynomial iterations, a two-layer 
networks can optimize the regularized loss 
to global minimum, using noisy gradient 
descent, if it has infinite width 

[15] Upper bound on expressive power of 
networks 

Shallow and deep convolutional networks 
are not universal with ReLU activation and 
average pooling 
If the conv receptive field of a shallow 
convolutional networks is expanded from 
1 × 1 to w' × h', were  
w' · h' < n 2 + 1 − logM N

'
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Table 2 Theoretical bounds under PAC-Bayes framework 

Study Bound in terms of PAC learning 

[16] PAC learning 
(data distribution and learning) 

For any distribution, with sufficient data, PAC 
learning algorithm guarantees with high 
probability that it returns a predictor similar to 
the best predictor in hypothesis class 

[16] PAC learning Uniform convergence confirms that 
generalization gap reduces to 0 with sample size 
Only when the uniform convergence property is 
satisfied, can a class be PAC learnable 

[20, 21] PAC-Bayes theorem Applied when training and testing data are 
generated based on the previously given data set 

[22] PAC-Bayes bounds Uniform sampling cannot reduce the risk easily 
as adaptive sampling 
Adaptive sampling also improves the accuracy 
of the outlier sample points

counting indirectly. VC dimensions fail to sufficiently describe generalization in case 
of overparameterized networks. These theoretical bounds cannot sufficiently explain 
and estimate the behavior of overparameterized networks as observed by [2] (Table 
3).

5 Limitations of Various Theoretical Bounds 

Humans have remarkable ability to learn from a few samples. It takes only a few 
images of the train for a child to learn about the visual appearance of the train. Such is 
not the case with deep networks, where thousands of image samples might be required 
per class for the model to learn. Some modern deep neural networks architectures 
may have up to a billion parameters and are resource hungry. Under such scenarios, 
understanding and studying subjects like generalization becomes essential to build 
more optimal and efficient learning algorithms. 

Many theorems about the learnability of the neural networks make several assump-
tions that may not be practically possible always. They require the data distribu-
tion to be Gaussian, or independent and identically distributed samples. Many other 
works make assumptions about the networks, like linear activations or ReLU activa-
tions. Some bounds make assumptions about the unlimited availability of resources. 
Universal approximation theorem assumes networks of infinite width or networks 
of infinite depth, and such theorems provide a very loose upper bound that fails to 
realize meaning in most practical scenarios. Such theorems fail to capture a general 
idea of the generalization. In practical modern deep learning practice, many networks 
are hugely overparameterized (where the count of training samples is very less than 
the parameter count of the networks), and in such settings, VC dimensions cannot 
sufficiently explain the generalization behavior. Likewise, data collected may or may
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Table 3 Theoretical bounds 

Study Bound in terms of PAC learning 

[27] PAC learning and VC dimensions Concept class C with VC-dim(C) = ∞  is 
not learnable in the formal sense 

[28] VC dimensions If the sample size, i ≫ VC-dim(F), the 
function from the class F that reduces the 
error on a training data sample will have a 
very low probability of wrongly 
classifying the following inputs 

[29] VC dimensions Given a class of functions F: R → {0, 
1}F: R → {0, 1}; if F is computable by 
some linear threshold gate, then 
VC-dim(F) = (n + 1) 

[30, 31] VC dimensions and weights Let N ' be any networks with w' weights 
having linear threshold gates 
Then, VC-dim(N ') = O(w' · log w') 

[32] VC dimensions and number of parameters There exists some neural networks N, 
having n number of parameters that 
consists of linear threshold gates, such 
that VC-dim(N) is proportional to n · log n 

[24] VC dimensions and piecewise polynomial 
activation functions 

If a feedforward networks N is having l 
layers, w weights, and all hidden units 
have the same piecewise polynomial 
activation, then VC-dim(N) = 
O(w · l log w + w · l2)

not be Gaussian, may or may not be independent, and identically distributed, so these 
constraints again do not cover a wider possibility. 

In [2], authors challenge the fundamental understanding about the learnability of 
overparameterized networks. They show that overparameterized networks can learn 
the true labels and generalize. Most modern neural networks are overparameterized, 
where the count of training data points is independent of the count of parameters. 
VC dimension learning theory cannot be used to study such settings because the 
VC dimensions grow with the number of parameters. In [2], authors further show 
that the overparameterized networks can memorize completely random noise, while 
being able to generalize to true data. They suggest that randomizing data is a data 
transformation problem and does not affect the learning algorithm. In such settings, 
the notion of stability derived from PAC-Bayes learning has limited context. Thus, 
a theorem independent from such constraints/assumptions about networks design, 
parameters, and data distributions is more desirable.
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6 Conclusion 

Why deep networks generalize is an important question that needs to be answered. 
Despite so much research in this direction, we understand little about the reasons 
for generalization. There is a huge gap in theoretical development that can explain 
the practical success of deep learning. NN models are still believed to be some-
what mysterious, a black box in some sense. Designing a deep neural networks is 
considered more of an art and less of a science. This review can work as a basic 
framework for developing optimal and resource-efficient novel architectures. The 
study highlights that designing a neural networks architecture can be a scientific 
approach. 

Most of the deep networks models have very high effective model capacity. Our 
understanding about deep neural networks, regularization methods, and data distri-
bution is not sufficient to answer the question why some models generalize better 
than others. More research will help us build better new algorithms. 
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A Comprehensive Review of IoT-Based 
IDS Using Intelligence Technique 

Richa Singh and R. L. Ujjwal 

Abstract The Internet of Things (IoT) is a collection of connected computing 
devices that includes several of our everyday gadgets which allow data to be 
transferred over the network. The IoT system has its application in various fields 
including, transportation, smart home, hospitals, smart grid, etc. The ability of 
devices connected to the web makes them exposed to multiple security intrusions and 
affects the security traits of the system. Hence, it is vital to investigate intrusion tech-
niques in the IoT context to prevent or identify these intrusions. The primary focus of 
this review is on intrusion detection systems (IDS) for the IoT system. Therefore, this 
paper presents a comprehensive review of the latest IDS schemes for the IoT system 
designed using intelligence techniques, including machine learning, deep learning, 
and bio-inspired learning. The issues and challenges faced by the IoT-based IDS are 
presented. Finally, the comparative study and discussion on reviewed IDS scheme 
are described. 

Keywords IoT · IDS ·Machine learning · Bio-inspired learning · Deep learning 

1 Introduction 

The terminology “IoT” is getting very popular nowadays because of its involve-
ment in our daily activities. The IoT consists of numerous smart devices and smart 
objects whose purpose is to build a system that acts smartly. These devices can 
perceive, process, control, and optimize the traditional system while communicating 
with other devices in the network [1]. An IoT framework introduced the hyper-
connectivity concept, which means various organizations and individuals can effort-
lessly communicate from remote locations. The evolution of technologies in the last
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few decades increased IoT devices exponentially. According to Norton, intelligent 
IoT devices will exceed 25 billion by 2025. These devices are being actively used, 
and the usage number is overwhelming. Security is a concerned area in the IoT frame-
work as IoT devices can be easily targeted by attackers using malicious activities. 
An intrusion is any malicious or suspicious activity such as penetration or break-ins 
that adversely affects the security system. The detection of such abnormal behaviors 
in the networks or systems is called [2] intrusion detection. Thus, IDS is a proactive 
tool whose intent is to monitor the activities at the network or host level and take 
timely measures or actions to prevent them from happening. Malicious activities 
cause several security problems, which leads to the need for a flexible and reliable 
IDS. The detection of malicious activities can be performed by using various intelli-
gence methods, including machine learning, deep learning, or bio-inspired learning 
methods. Therefore, the significant contribution of the paper is as follows: various 
intelligence methods including ML, DL, and bio-inspired learning and their appli-
cations in implementing IDS for the IoT system are discussed. Further, we propose 
a comparative study of reviewed IDS schemes. Moreover, various issues and chal-
lenges involved with IoT-based intrusion system are discussed. Rest of the paper 
includes the following: Sect. 2 provides review of various intelligence methods for 
IoT intrusions. Section 3 includes security and challenges faced by IoT-based intru-
sion system. Result of comparative study is discussed in Sect. 4. Research findings 
are highlighted in Sect. 5. Finally, Sect. 6 concludes this paper. 

2 Review of Intelligence Methods for IoT Intrusions 

Intelligence methods are widely used for various applications because of their unique 
way of solving the problem. These intelligence methods are learning algorithms that 
act automatically through their learning experience from past actions. This section 
deals with researchers’ work in detecting IoT intrusions using machine learning, deep 
learning, and bio-inspired techniques, whereas the comparative study of reviewed 
IDS schemes is discussed in the later section. 

Decision tree: In this type of supervised ML, the value of one attribute is used 
to create a tree. The data is organized hierarchically, wherein every node depicts a 
feature or an attribute of an instance, and branch depicts the value for that feature. The 
DT builds a training model which learns decision rules from training data to derive 
target class labels or output variables [3, 4]. The tree is split into several branches 
based on decision rules. The DT classifier is built into two phases, namely create DT 
and classification. The authors proposed a hybrid-based IDS named RTDIDS in [5]. 
Using the concept of rules, and DT author integrates three different classifiers. The 
REP and JRip classifiers work in parallel to perform binary classification. The output 
from the both classifiers along with the initial dataset features is given as an input 
to RF classifier to perform multiclass classification. Another work in [6] proposed 
a supervised approach for detecting intrusions in smart home. The proposed work
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performs the following task: identify the usual profile for each IoT devices, identify 
intrusive traffic if any, and classify attack type. 

Support vector machine: This ML learning technique is applicable for classifica-
tion, regression, and outlier detection tasks. The concept is to classify the data into 
different classes using a hyperplane. It is used for both linear and nonlinear classifi-
cations [7, 8]. For linear classification, the data points are divided so that the distance 
between them over the hyperplane is maximum. For nonlinear classification, the 
kernel function helps to estimate the margin for classifying data points. However, 
SVM is used for datasets with many feature attributes and few sample points [9]. The 
authors in [10] proposed a lightweight IDS for IoT systems. The authors used SVM 
to detect the insertion of malicious data into the IoT system. The proposed system 
considers only one attribute, i.e., packet arrival rate with three features, eliminating 
complex feature extraction and selection steps. 

Random forest: RF consists of several randomly constructed DTs, each trained 
to vote for a class, and output is a class label with a majority of votes [11]. RF 
provides better classification results and has a less overfitting issue. However, RF 
does not work well with large training data which makes the construction of DT 
is cumbersome [3]. Various work are done in detecting intrusions using RF. For 
instance, an ensemble design-based distributed approach for identifying intrusion in 
fog computing environment for IoT system is proposed in [12]. The proposed work 
combines KNN, XGBoost, and Gaussian NB at first layer. The result from first layer 
is provided as an input to the next succeeding layer where RF is used as classifier. 

K-nearest neighbor: This supervised ML approach is applicable for both regression 
and classification tasks; initial gives discrete value as output while later gives real 
value as output. It assumes that similar things exist in close proximity [13]. The work 
in [14] uses a hybrid approach of KNN and deep neural network (DNN) to detect 
intrusive activities in fog-based IoT system. This work focuses only on the attacks at 
IoT application layer. They used feed forward DNN with back propagation method 
for binary classification. After that, KNN algorithm is used to group specific attack 
types. 

Auto-encoder: An auto-encoder [15] has a number of hidden layers that perform 
encoding and decoding. The encoder part takes given data as input and produces 
corresponding code as output (reduced data size). In contrast, the decoder takes 
the output of the encoder as an input and tries to reproduce original data [9]. The 
AE architecture consists of the following layers, namely input, output, and hidden. 
It is used for various applications like dimensionality reduction and feature extrac-
tion. However, AE is time-consuming. An auto-encoder-based deep transfer learning 
(DTL) approach for the IoT environment is proposed in [16]. The proposed work 
uses two AEs, one for training with label information another without training infor-
mation. The proposed method provides better accuracy. The author in [17] detect 
botnet attack in 5G and IoT network using AE.
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Convolutional neural network: This DL method is the frequently used form of 
deep supervised learning model with grid-like topology. The CNN reduces the data 
parameters used in traditional NN by using the concepts of equivariant representation, 
sparse interaction, and parameter sharing [9]. CNN structure consists of a spooling, 
convolutional, and fully connected layer. The IDS in [18] is presented for centralized 
IoT cybersecurity. The authors use CNN with LSTM to detect DoS attacks. Further-
more, researchers in [19] uses hybrid approach of CNN and LSTN for detection 
of anomaly in the IoT system. The features are extracted using bidirectional LSTN 
approach, and CNN is used for binary attack classification. 

Recurrent neural network: The RNN method is different from other DL methods 
such as DBN, AE, and CNN as it considers time-series data [20]. This model is used 
to process sequential text and speech data efficiently. The RNN is applied in several 
applications such as WSN, text recognition, and characterization, where the output 
is produced using previous data. However, this method has a limitation of “vanishing 
gradient” [3], which was resolved by variant of RNN, i.e., LSTM and GRU [21]. The 
research work in [22] proposed a robust stacked RNN algorithm for detecting botnet 
attacks in smart cities. The authors in [23] proposed SMOTE-based deep RNN for 
handling the data imbalance and then uses deep RNN for classification. 

Genetic algorithm: The GA is a bio-inspired algorithm which provides optimal solu-
tions based on evolutionary processes. The algorithm follows the steps, including 
initializing population, selection, crossover, and mutation. This algorithm has global 
optimization capability as it provides a population search method with information 
exchange between individuals. A lightweight hybrid IDS for IoT sensor networks 
is presented in [24]. The proposed work hybridizes GA and GWO to detect intru-
sion. Proposed system is evaluated using the AWID real-world dataset. This hybrid 
approach reduces the dimension of sensor data by eliminating redundant and 
irrelevant traffic. 

Spider monkey optimization: The bio-inspired algorithm is motivated by the 
foraging behavior of fission–fusion social systems [25]. This algorithm consists 
of the several phases including; local and global leader, local and global leader 
learning, and local and global leader decision. The DL-based IDS for IoT environ-
ment is proposed by authors in [26]. After removing uncertainties from the dataset, 
the authors perform feature selection and classification using SMO algorithm and 
SDPN, respectively. System performance is evaluated against the NSL-KDD dataset. 
Furthermore, another work in [27] hybridizes SMO with conditional random field 
(CRF) for feature selection (FS) in the IoT-based IDS. The proposed system uses 
CNN for classification. 

Gray wolf optimization: The bio-inspired algorithm is motivated by the cooperative 
behavior of gray wolfs and their hunting ability. This optimization algorithm was 
proposed by authors in [28]. The algorithm consists of four types of wolfs namely 
alpha (α), beta (β), delta (δ), and omega (ω). The algorithm implementation consists 
of following steps: prey searching, encircling prey, and attacking prey. The authors 
in [29] proposed an unsupervised approach for detecting botnet attack in the IoT
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system. They used GWO for feature selection and hyper-parameters optimization. 
They used one class-SVM algorithm for the classification task. Moreover, another 
work in [30] proposed hybrid approach of GWO and PSO for detecting intrusions 
in the IoT system. They used GWO and PSO for FS and RF for classification. This 
work is evaluated against NSL-KDD dataset. 

Particle swarm optimization: The PSO algorithm is motivated by social and distinct 
behavior of birds in a group when searching for food [31]. The global and local 
search operation occurs simultaneously in this algorithm. The individual solution is 
considered as particle while the global set of solution is considered as swarm. The 
researchers proposed a balanced IDS, a hybrid approach of GWO and PSO for feature 
extraction [32]. The extracted features are provided as input to RF for classification. 
Another work in [33] proposed a robust lightweight IDS for IoT system. They propose 
a PSO-based gradient decent method for feature extraction. During pre-processing, 
Pearson-correlation coefficient is used to determine the relation between features. 
After feature extraction, one class SVM is used for multiclass classification. 

3 Security Issues and Challenges 

The IoT system changes the strategies of different activities and improves the stan-
dard of living. However, these smart IoT devices suffer from various security issues 
and challenges. Therefore, in this section, we precisely discuss various issues and 
challenges through which IoT intrusion system suffers. Therefore, for implementing 
IoT intrusion systems more reliable, some issues and challenges need to be rectified 
[34] are:  

Integrity: It is one of the significant issues that the IoT systems are facing. Vast 
amount of data generated by IoT devices is transmitted over the web. The IoT system 
must guarantee that any intruder must not alter the transmitted data to preserve data 
integrity. The integrity of the system is affected by active attacks, for instance, probe 
attacks. 

Availability: We are now dependent on IoT systems for day-to-day activities. The 
system’s availability is disrupted by DoS attacks, DDoS attacks, network connec-
tivity, unavailability of resources, physical device failure, etc., which badly affect the 
system. 

Confidentiality: IoT users share the data over the Internet through things; there-
fore, attackers can easily interrupt the message transmitted from sender to receiver, 
which affects the system’s privacy. Confidentiality is affected by passive attacks, for 
instance, eavesdropping. 

Heterogeneity: It is one of the significant issues IoT systems are suffering nowa-
days. The IoT systems are known for the diversity of different devices, applications,
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protocols, computational power, etc., and preventing attacks is complicated due to 
the absence of a standard security service. 

Detecting attack variants: Threats are evolving with the advancement in technology. 
Some attacks automatically reprogram themselves each time they are transmitted. 
The number of zero-day attacks, unknown attacks, is growing rapidly—for instance, 
the Mirai botnet attack and its variants. Therefore, in IoT security system, detecting 
different attack categories is challenging. 

Computational complexity: IoT devices are resource constraints. The resource 
required by an IDS for IoT system includes memory, computation, battery, energy, 
etc. The deployment of the detection system with efficient utilization of resources is 
challenging. 

4 Result and Discussion 

Table 1 shows the comparative study of reviewed IDS schemes based on various 
parameters such as dataset used for IDS evaluation, and tool used for implementation 
along with their result obtained by each reviewed IDS scheme. Furthermore, other 
remark field includes important information about each reviewed IDS along with 
their limitation. Most of the reviewed IDS schemes perform binary classification only, 
i.e., normal and attack. On the other hand, some other reviewed schemes perform 
multiclass classification, i.e., normal and specific attack categories. While few of 
them support both binary and multiclass classification. Providing information about 
specific attack types helps in taking efficient mitigation step. Furthermore, dataset 
is used to determine the efficiency and effectiveness of IDS. Figure 1 depicts the 
dataset used for evaluating the performance of reviewed IDS. CICIDS2017 is the 
widest dataset used for performance evaluation of reviewed IDS schemes. Most of 
the other datasets used, like NSL-KDD, UNSW-NB15, etc., do not have IoT traces. 
Therefore, the newer datasets with IoT traces, such as N-BaIoT, BoT-IoT, etc., should 
be used and promoted to evaluate IoT-based IDS performance. Here, IoT traces refer 
to attacks specifically for the IoT system. The collected data is the real-time simulated 
data.

Figure 2 depicts the type and number of programming languages, simulators, 
supporting libraries, and the environment used to implement the IDS. As shown in 
the figure, Python is the most used programing language used for implementing the 
IDS with the support of the TensorFlow library. Furthermore, the feature selection 
(FS) method improves the performance of the IDS schemes. Selection of appropriate 
features helps to reduce the training time and improves the accuracy of IDS schemes. 
The bio-inspired learning approaches such as GWO, GA, and PSO are popular for 
performing the feature selection task and optimizing the hyper-parameters of other 
learning algorithms.
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Fig. 1 Dataset used

Fig. 2 Tool used 

5 Research Findings 

This section highlights the research findings based on the reviewed IoT-based IDS 
schemes: 

Imbalanced dataset: Most of the publically available datasets are imbalanced. A 
dataset is imbalanced if instances of data in one class are far less than instances of 
another class. The class imbalance problem makes the intelligence technique biased 
toward the class with a majority of instances, i.e., minority class samples are not 
correctly classified. The reviewed work uses resampling techniques for handling 
imbalanced data. However, resampling may lead to overfitting issues. So, efficient 
methods for handling imbalanced data need to be considered as it helps in improving 
the performance of the IDS.
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Feature selection: As the IDS has to deal with enormous data generated by IoT 
devices, FS helps to reduce the dimension by handling noisy and redundant data, i.e., 
features that help in the classification task are selected. Also, most of the schemes have 
accuracy above 99% but have a high training time. Therefore, the use of efficient 
FS techniques should be encouraged to minimize training time and improve the 
performance of the IoT-based IDS. 

Other technologies: With the wide usage of technologies such as WSN, SDN, fog 
computing, edge computing. The IoT system can be integrated with these technolo-
gies for devising new and low overhead IDS. The task of IDS can be offloaded to 
a nearby edge or fog node and to a cloud server. Smart IoT devices have limited 
processing and computation capabilities and have limited battery life. Therefore, 
offloading the data at nearby fog or edge node helps in saving battery power and 
enhancing the device security. 

Classification: Most of the proposed IDS schemes perform binary classification. 
However, determining the specific attack category is necessary to take appropriate 
mitigation actions. Therefore, multiclass classification of attacks should be in the 
future studies. 

6 Conclusion 

An IoT system can be integrated with recent technologies such as edge computing, 
software-defined networks, fog computing, and it has a wide range of applications. 
However, with the increasing number of intrusions over the network, the need for 
an effective IoT-based IDS also increases. Therefore, this paper presents a review of 
various intelligence techniques along with their application in IDS implementation. 
Then, an extensive list of issues and challenges related to IoT-based IDS is discussed. 
The comparative study of the reviewed IoT-based IDS schemes is presented along 
with their limitations. The comparison is done in terms of dataset, tools used for 
implementation, attacks, and result obtained. Moreover, the research findings help the 
future researchers to build an effective IoT-based IDS which overcome the limitations 
of existing methods. 
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Machine Learning Model to Forecast 
Concrete Compressive Strength 

N. A. Amruthamol and Kanish Kapoor 

Abstract Accurate forecasting of compressive strength (f c) is one of the important 
disputes in the concrete industry. Empirical and mathematical models, such as linear 
and nonlinear regression, have been established. However, these models demand 
hard empirical work to evolve and can contribute erroneous results when the rela-
tionships between actual properties and mixture composition and curing conditions 
are complex. Several machine learning (ML) models of artificial intelligence over-
come such disadvantage in foreseeing the properties of concrete. An Artificial Neural 
Network (ANN) model, run in a MATLAB platform, for predicting the compressive 
strength of concrete is established in view of this study. The back-propagation (BP) 
network with multiple hidden layer is preferred as the structure of the ANN. For 
assembling the model, a dataset of empirical data was taken from an exploratory 
research and used for training and testing the model. Finally, the suggested model 
was validated by the way of the collections’ dataset of prior studies. 

Keywords Compressive strength · Artificial neural network ·Mixture composition 

1 Introduction 

Concrete is a mixture of water, aggregates, cementitious materials, numerous admix-
tures, and fillers before it hardens and sets. To improve the qualities of fresh concrete, 
additional components such as chemical and mineral admixtures can be added to the 
basic materials [1–3]. In this paper, soft-computing approaches such as ANN were 
used to study the modeling of concrete’s mechanical properties. The application of 
the artificial neural network (ANN) model for the prediction of concrete compres-
sive strength is the focus of this research. A database of 1912 mixes, culled from 
the literature, was used to create and train the ANN model. The shape and texture
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of the aggregates, as well as the quantity of six SCMs such as flyash, ggbs, nano-
silica, microsilica, metakaolin, and coal waste, were utilized as input parameters, and 
the compressive strength value was employed as an output parameter, based on this 
database. The best-developed ANN model has shown to be a success, with extremely 
accurate predictions for such a huge dataset. 

2 Literature Review 

Cement-based products and specific concrete have different technical attributes 
depending on their composition. After a 28-day standard concrete immersion in 
water, the compressive strength examined [4]. Further, a technical specialist must 
survey many mix scales to get the appropriate concrete strength with acceptable 
workability in the lab. This time-consuming technique leads to material waste and 
high concrete preparation expenses [5]. As a result, rather than manufacturing the 
machine, methods for predicting mechanical qualities should be developed [6]. They 
must all coordinate a large workforce, financial resources, and equipment, as well 
as invest a significant amount of time to examining the concrete’s qualities. The 
outcomes of the tests can also be influenced by human variables. The end goal of 
concrete mix design is to provide the requisite strength, durability, and performance 
while cost-effective. When it comes to definite plans, compressive strength is one 
of the crucial parameters. Material design, analysis, and testing have all benefited 
from AI developments. The application of AI research to foresee the performance of 
concrete materials is expected to significantly reduce the cost of concrete production 
and quality control, enhance the level of significant performance assessment, impact 
neighboring industries, and bring new dynamism [7–10]. 

3 Method of Study 

3.1 Artificial Neural Network (ANN) 

Neural networks are multithreaded nonlinear data structures [1]. A neural network 
model is a computer model whose architecture essentially mimics the learning capa-
bility of the human brain [2]. An artificial neural network is a computing tool based on 
human behavior. The nerve system of humans consists of a significantly huge parallel 
network. The neurons function in brief time frames. ANN has been pre-trained to 
address problems by applying a relevant teaching approach and data. ANN has the 
generalizability of the results and detects commonalities within input data based on 
the training it has received. These are useful for a wide range of applications [1, 3] 
(Fig. 1).
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Fig. 1 Workflow of an 
artificial neural network [4] 
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The following is a basic example of ANN, which contains mainly the input layer, 
the hidden layer, and the output layer. Input variables are combined with neurons 
from the hidden layer in the input layer. On the other hand, the output layer holds the 
goal data that the concealed layer must obtain. The entire learning process occurs 
in the hidden layer, where the link between neurons is created. The model becomes 
really nonlinear if it incorporates computed weights between the inputs and the 
hidden layers, and the hidden layers utilize nonlinear activation functions like the 
logistic function. A multilayer perceptron is the general term to the model that results 
(MLP). Multilayer perceptron (MLP) operates using the formula below when using 
mathematical notations. 

Im = 
n∑

m=1 

Rmwtm  + bk 

Im net input to mth hidden layer. 
Rm mth input for input layer (independent variable). 
wtm weight from tth input node to mth hidden layer. 
bk bias for hidden layer. 

Weights connect neurons, which are typically chosen at random initially [4]. 
Weights are raised or lowered by certain epochs in a teaching task to subsequently 
obtain the ideal network that can forecast it with absolute precision. As a result, the 
output results can be generated in a trained network by collecting the inputs and 
taking into account the revised weights, as shown in Fig. 2.

The network improves by computing the error and matching the expected data 
flow. The fact that the machine learning model improves with time implies that 
the prediction model’s accuracy can be increased and that the projected results are 
accurate. A sophisticated model can be built with a group of neurons that would be 
impossible to do with plain architecture and so obscure that this would be hard to 
establish a solely empirical formula. The quest for patterns is one of the essential 
things that neural networks perform, and this is why examples are the best way to 
train neural networks [3]. To train a neural net on how to deal with a problem, one 
must feed data in the first layer and then provide it in the output layer as a goal for
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Fig. 2 Structure of neural network [5]

the network to strive for. Furthermore, the input data can be changed by giving it a 
weight, which can signify the relevance of a specific variable. 

This research aims to look into how ANN can produce a more accurate estimate 
of the compressive strength of various concrete mixes. If not eliminating the need 
for experimental determination of the compressive strength or other concrete qual-
ities in the future, the ultimate goal is to minimize significantly such a necessity, 
saving the industry time and money. The brain-inspired models are well suited to 
machine learning because synaptic weights may be modified to increase a network’s 
efficiency. ANN allows for the combination of various characteristics to identify 
specific material or strength qualities, such as concrete strength. Machine learning 
has been popular in artificial intelligence in the latest days because it is founded on 
the notion of knowledge from training and experience. 

4 Proposed Work 

4.1 Dataset 

There are 1912 mixes collected in total, from different journal papers [1, 6–13], 
including training, testing, and validating data. Cement content, w/c, age (days), 
water, coarse aggregate, fine aggregate, aggregate size, aggregate texture, admix-
tures such as fly ash, ground granulated blast furnace slag, nano-silica, micro silica, 
and superplasticizer are among the ten elements used to estimate concrete compres-
sive strength, as indicated in Table 1. The various shapes of the aggregates consid-
ered are rounded, angular, irregular/partly round and flaky, and elongated. Similarly, 
the texture of aggregates includes smooth and rough textures. For the purpose of 
designing the model, these data were split into three parts: training (70%), testing 
(15%), and validation (15%). This division contributed to the model’s ability to 
generalize well.
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Table 1 Range of dataset 

Factors Units Minimum value Maximum value 

Cement content kg/m3 95 568.36 

w/c 0.23 4 

Age days 1 365 

Water kg/m3 56.35 380 

Coarse aggregate kg/m3 0 1300 

Fine aggregate kg/m3 0 1973 

Aggregate shape 1.1 1.4 

Aggregate texture 0.1 0.2 

Admixtures kg/m3 0 544 

Superplasticizer % 0 32.2 

Compressive strength of concrete MPa 1 87.9 

4.2 Modeling of ANN 

Modeling the performance of the concrete, which is a highly nonlinear material, 
would be extremely difficult. The artificial neural network (ANN) technique is an 
alternate way of estimating concrete strength. ANNs can be trained on experimental 
results detailing the behavior of a substance to anticipate its behavior based on the 
results of other research involving that material (Fig. 3). 

This back-propagation network possibly the most prevalent learning or training 
algorithm because it outperforms complicated and multilayer networks in predicting 
numerous targets [2, 14]. The network weights and biases are updated using this 
approach, allowing the model to converge quickly. ANN remembers and synthesizes 
links between inputs and outputs during this training phase [15]. As a result, sufficient 
and relevant data must be provided throughout the training process in order for the 
network to analyze the fundamental structure of the data. When the model has been 
properly trained, it may be able to predict targets with a high degree of accuracy for 
any unknown set of data to be input well within the limits of the dataset for training 
(Table 2).

Fig. 3 Modeled ANN in MATLAB 
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Table 2 Features of modeled 
ANN 

Inputs 10 

Number of hidden layers 2 

Neurons in hidden layer 1 36 

Neurons in hidden layer 2 25 

Training algorithm Levenberg–Marquadt 

Activation function of the hidden layers Tan-sigmoid 

Extensive sensitivity experiments on several networks that use a trial and error 
approach are used to assess the performance of the optimal network [16]. For finding 
the appropriate number of neurons in hidden layers, no specific theory has been 
established. The neural net toolbox features in MATLAB were used to create the 
model. The Levenberg–Marquardt algorithm was used to train all of the networks, 
with the tan-sigmoid transfer function being used between the input and hidden layers 
and the linear transfer function being used between the second and output layers. 
This is widely acknowledged as the quickest method for intermediate-sized training 
networks. 

5 Results and Discussions 

The plots obtained from the MATLAB software are shown in Figs. 4, 5, and 6. 
Figure 4 shows the gradient of the ANN utilized in this study, which is a multiple-
layer feed-forward network with a tan-sigmoid transfer function in the hidden layers 
and the output layer as an activation function. 10-36-25-1 is the network architecture. 
The dataset’s generalization will aid us in evaluating concrete’s performance.

The ANN model’s training state is depicted in Fig. 4, the errors are repeated six 
times, and the test is halted at epoch 20 with a gradient of 49.498. Starting at epoch 
15, the error is repeated, demonstrating over-fitting the data. As a result, epoch 14 is 
used as the starting point, and its weights are used as the final weights. Furthermore, 
because the faults are repeated six times before the operation is ended, the validity 
check is set to 6 at epoch 20. 

Although the faults in training data reduce over time, the errors in validation and 
test data grow, which is why 14th epoch is the ideal option for this training of neural 
network. In the Levenberg–Marquardt algorithm, Mu is the learning rate, which was 
set to 0.1 in Fig. 4. The procedure has clearly been terminated after six validation 
failures. 

Figure 5 depicts the network’s mean squared error and validation performance, 
with a significant value at the top and a small weight at the bottom. The plot showed 
the training, validation, and test. After six error repetitions, the best validation perfor-
mance is 56.3576 at 14th epoch, and the procedure ends at epoch 20, as represented 
in the plot’s x-axis.
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Fig. 4 ANN training state 

Fig. 5 Validation performance of the ANN
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Fig. 6 Regression plot of training, validation, and test for modeled ANN

Figure 6 illustrates a neural network training regression with a slope of 0.9335 
that fits the test data. It also shows the coefficient of determination for the validation, 
training, and test phases, which represents the correlation between the target and 
response variables. R values are a statistic that shows how close the datasets are to 
the fitted regression line. The target values reflect the measured values, while the 
output values indicate the predicted values in the regression plot. The R values in the 
regression plot confirm the model’s acceptable accuracies in both the training and 
validation processes. 

6 Novelty of the Research 

The innovation of this research can be characterized as follows: foremost, combining 
artificial intelligence and civil engineering problems; secondly, employing a huge 
dataset of 1912 examples; and lastly, using functions and coding to express the 
single feature interpretation of compressive strength. New output attributes will be 
added in the future work, and their implications on concrete will be investigated.
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7 Conclusion 

The use of an ANN model to forecast concrete compressive strength was examined 
in this study. A collection of 1912 dataset were used for training, validating, and 
testing the network. To achieve the highest level of accuracy in terms of correlation 
coefficient and error measurements, wide variety of data division were applied. To 
develop an ANN model, it was discovered that a data split of 70% −15% −15% 
(training–validating–testing) provided the highest accuracy for ANN in all of the 
concrete mixes studied. The regression model achieved 93.5% of R2 score. Neural 
network with 24 neurons in one hidden layer best fitted in this study. Activation 
function was also chosen after experimenting the accuracy. The study was carried out 
under different admixtures, whereas the compressive strength improved as compared 
to that of plain concrete. New output attributes will be added in the future work, and 
their implications on concrete will be investigated. 
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Fake News Detection on Twitter 

Vijay Verma, Mohit Rohilla, Anuj Sharma, and Mohit Gupta 

Abstract In this modern era, misleading news is easily transmitted and spread 
through different social media platforms and has become a big threat to the reli-
ability of the news. Because of the growth of online social media, fake information 
does have a significant impact on society. Twitter is one of the social media platforms 
which is often used to propagate fake information during election campaigning. This 
work suggests an approach that can detect fake news by providing the probabilities 
for the best decision that has to be made while deciding whether an article is fake 
or not. The proposed work exploits not only the textual features (such as writing 
style and emotions) of tweets but also the characteristics of users (such as followers 
count and verified profile) who propagate fake news. Various computational tech-
niques, including long short-term memory (LSTM), hierarchical attention networks 
and natural language process (NLP), are utilized to design the fake news detection 
system with improved accuracy. Finally, in order to evaluate the effectiveness of 
the proposed method, we have extracted about 100,000 tweets related to Haryana 
Assembly Elections (from 1st October to 23 October 2019) with different hashtags 
using Twitter’s developer API. Empirically obtained results legitimize the validity 
of the proposed method. 

Keywords Fake news detection · Twitter · Natural language processing · Textual 
features · Long short-term memory (LSTM) · Hierarchical attention networks 

1 Introduction 

Social websites provide a convenient channel to create, access and share any sort 
of information or views/opinions regarding any matter of their choice. More people 
receive timely news information online because of massive Internet penetration in 
India in the last few years. Lots of users get news from online sources these days, 
and fake news in online sources is a big problem these days as it can harm a person,
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community, or nation physically and economically. It can be used as a weapon and 
can create chaos and unrest among the masses. To overcome this problem, various 
computational-based spotter systems have been studied. Our false news detection 
system mainly extracts two features—textual features and user features. Text features 
have a specific writing style [1] and emotions [2] dominant content that is pretty 
common in all fake content. Machine learning models [3, 4] are used for textual 
representation to attain good accuracy in detecting fake news. Visual features mainly 
extract images and videos to detect fake news. User features include the identity of a 
person who is spreading the news and his public identity like followers count, friends 
count and verified profile. In the last few years, research in the field of fake news 
detection systems has seen a drastic change. The problem of fake news detection has 
been studied, and we aim to achieve good accuracy and classify fake news. 

2 Motivation 

Extreme impacts on the individual and society can be seen due to fake news 
expansion. Below are some points behind the motivation of our work: 

The equilibrium of the ecological news community can be disturbed by the 
widespread of fake news. Consumers accept false and biased beliefs because of 
intentionally spreading fake news. Propagandists usually manipulate news and make 
it fake for their political benefits. Because of the false news, the way of responding 
by ordinary people to the real news also changed. So, the proposed approach will be 
helpful in detecting fake news on Twitter (a commonly used social media platform) 
and other content related to it. 

3 Related Work 

The various approaches for fake news detection have been studied thoroughly to 
identify their methodology. Table 1 summarizes these different techniques, along 
with their pros and cons.

4 Proposed Approach 

The proposed approach will work on detecting whether a tweet is fake or not and 
will be able to predict the approximate probability of fake news for the dataset. 
All the related approaches for fake news detection revolve around text analysis like 
the syntactical, semantical and sentimental analyses. None of the methods incorpo-
rates user-based features that have a significant role in the detection of fake news. 
The proposed methodology compares the existing technologies and their proposed
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Fig. 1 System architecture for the proposed approach 

models by measuring their performances using three unique features to under-
stand the most predictive parameters related to fake news classification: TF-IDF 
which in turn uses the following: syntactical structure frequency (PCFGs), bi-gram 
frequency and a combination of features. A combination of features contains user-
based features and text-based features. Further, user-based features are the following: 
retweet_count, favorite_count, followers_count, friends_count, statuses_count, veri-
fied. These features are highly efficient at detecting the news that doesn’t come from 
trusted sources. Using these features, we determine whether news (tweet) is fake or 
not. The overall architecture of the system has been specified using Fig. 1. 

5 Modules Split-up 

5.1 Data Collection Module 

In this module, we collect data that will be needed for further processing. The data 
collection module will receive Twitter feeds by using the tweepy library (Twitter 
API) to convert them into the dataset. 

5.2 Text Transformation Module 

Input to this module will be the dataset generated in the data collection module. Input 
is given after pre-processing of the data.
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5.3 Training and Testing Module 

Input to this module will be the pre-transformed text obtained from the previous 
module. Now the next step is to extract the most optimal features and building 
model. 

5.4 Prediction Module 

Input to this module is a cleaned tweet, and then pre-trained models are used to 
classify the tweet between real and fake. 

6 About Dataset 

We used two datasets: 

Dataset 1: For training purpose, we used a dataset of more than 2 lakh tweets taken 
from Github which was a labelled dataset with features as follows: “id”, “created_at”, 
“text”, “retweet_count”, “favorite_count”, “followers_count”, “friends_count”, “sta-
tuses_count”, “verified”, “label”. It was binary classification using Naive Bayes and 
SVM classifiers. We train our model on this dataset and report the accuracy of various 
statements made by politicians, interested groups and other sources. 

Dataset 2: For validation purposes, we have created our news dataset with features 
similar to the above-mentioned dataset from Twitter with its developer API. We 
trained our model on the above-mentioned dataset by considering features like text-
based and user-based. We collect twitter data only related to the particular initiative 
or programme asked by the user. Tweets have to be cleaned and pre-processed so that 
they can be directly fed to the system. We extracted about 100,000 tweets related 
to the Haryana Assembly Elections from 1st October to 23 October 2019 using 
different hashtags such as #JanNayakJantaParty, #HaryanaElections2019, #Haryana-
Congress, #HaryanaAssemblyPolls and #BJP4Haryana. We saved the extracted 
tweets data in the form of a CSV file. Figure 2 represents the flow of the data within 
the system.

7 Result 

Primarily, this work focuses only on the classification of news articles using a labelled 
dataset. We have used different NLP techniques like TF-IDF vectorization and count 
vectorization on the body of the news article before feeding it to the classification
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Fig. 2 Flow of data in the system

model. We fed the dataset (dataset which we collected about Haryana Assembly 
Elections 2019) to the model which is trained on dataset 1 and observed the pattern 
of fake tweets on dataset 2; the observations are depicted with the help of a graph as 
shown in Fig. 3.

The graph shows the percentage of fake tweets from 1st October 2019 to 23 
October 2019. Further, we make a table in order of date from 1 October 2019 to 
23 October 2019, which shows the percentage of fake tweets from the extracted 
tweets in our dataset. Fake tweets show that there is no such official statement by the 
government, some other rumours in the election by any political party, or some hate 
speech/statement towards the other party or ruling party without any proof. Table 2 
shows the percentage of fake tweets on particular dates.

8 Conclusion and Future Work 

The proposed work involved the study of different approaches for fake news detec-
tion. Based on the review of different approaches, we have utilized both text-based 
and user-based features for the classification of fake news. In order to design and 
implement the system, the following issues are carefully examined:

• The labelled datasets are not available in the right amount.
• Multiple techniques are present for the identification of language but have low 

accuracy.
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Fig. 3 Graph showing fake tweets percentage variation

Table 2 Percentage of fake tweets 

S. No. Date (from Oct 1 to Oct 23) Percentage of fake tweets 

1 1 31.28 

2 2 30.37 

3 3 45.05 

4 4 17.09 

5 5 25.80 

6 6 35.96 

7 7 30.48 

8 8 42.69 

9 9 46.84 

10 10 42.94 

11 11 42.83 

12 12 34.19 

13 13 23.69 

14 14 36.57 

15 15 37.72 

16 16 42.70 

17 17 38.14 

18 18 36.10

(continued)
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Table 2 (continued)

S. No. Date (from Oct 1 to Oct 23) Percentage of fake tweets

19 19 29.42 

20 20 29.06 

21 21 28.11 

22 22 30.66 

23 23 25.06

• Mixed script and multilingual words language identification are not available, 
which would correctly predict the language of each word.

• To keep a check on the source, the source must be assigned a score value, which 
can be later checked to predict the reliability of news. The remark value should 
keep on changing with evaluations of news originated by a user. However, we can 
declare a source as unreliable, i.e. not trustworthy, when the score drops below 
some fixed value. 

Finally, for future plans, we can add an explanation of why the news is fake. A 
critical missing piece of fake news detection is to explain why the article is classified 
as false/fake/misleading [9]. Thus, the explanation of false news on social media can 
be an excellent future work plan, which we will try to implement. 
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BiCropRec: A Bi-Classifier Approach 
for Crop Recommendation Based 
on Inclusion of Semantic Intelligence 
and Topic Modelling 

Rishi Rakesh Shrivastava and Gerard Deepak 

Abstract Better crop yield is the sole aim for the working farmers all over the 
world. Finding new and effective technologies can help all the farmers yield good 
quality crops with better profits across all categories of crops. In this paper, a BiCro-
pRec framework for crop recommendation has been proposed which integrates latent 
semantic indexing for topic modelling. The BiCropRec model is knowledge centric 
and uses two distinct classifiers in order to increase the heterogeneity of classi-
fication. The model integrates upper domain ontologies and a knowledge graph 
and uses several semantic similarity computation schemes to yield best in class 
recommendation maintaining a high diversity index. Experimentations have indi-
cated that the proposed BiCropRec framework has yielded much higher performance 
measures when compared to the baseline models. BiCropRec has furnished an overall 
F-measure of 97.66% with a very low false discovery rate of 0.03. 

Keywords Crop recommendation · Deep learning · LSTM · Knowledge centric ·
Semantic indexing 

1 Introduction 

Recent developments regarding crop recommendations using machine learning have 
helped and improved our old and existing crop production techniques. Agriculture 
is a significant source of livelihood for more than 50% of the Indian population. The 
current recommendation systems are great, but they miss out on some minute details 
which the modern farming committee would like to know, such as which crops are 
more sensitive to which environmental conditions, what different criteria would be 
helpful for greater productions of certain crops, and whether crop rotation would be
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a feasible solution. These predictions can be made by looking at different factors 
like the availability of soil, irrigation, and different types of pesticides and fertilisers. 
Many new-age farmers are corporate employees who start farming as their passion or 
their side businesses, and many do not have good knowledge about modern farming. 
Many generations of farmers have now stopped farming because they suffer losses 
as they do not have the required knowledge about recent developments in agriculture 
and production. 

Motivation: This study is to give detailed exploratory research regarding crops 
recommendations and production techniques as the World Wide Web is transforming, 
data is available in huge quantities, and also with the introduction of semantic-infused 
web, highly specific and specialised domain recommendation technique is the need 
of the hour in the field of crop recommendation for a highly agricultural-centric 
country like India. 

Contribution: Data set for this model is a curated data set we obtained from Kaggle’s 
agricultural production in India data set and data.world’s crop production data set. The 
input query goes under pre-processing followed by topic modelling. A bi-classifier 
approach is used to classify the data set, and the top matching classes are then 
aligned with increasing order of semantic similarity and yielded to the user. A highly 
informative knowledge base is used for query enrichment. 

Organisation: The upcoming part of the paper is structured as follows. Section 2 
reports the relevant works carried out for crop recommendation systems. Section 3 
contains the proposed system architecture. Section 4 shows the implementation and 
results of the BiCropRec. Section 5 depicts the conclusion. 

2 Related Work 

Pudumalar et al. [1] propose a model based on precision agriculture which uses soil 
data such as its characteristics, type and crop produce data set, and suggest farmers 
based on site-related parameters. They proposed a model based on majority voting 
approach using CAID, random tree, Naive Bayes, and k-nearest neighbour as models 
to recommend crops. Suresh et al. [2], their work helps farmers with deciding the soil 
quality by examining it on different aspects, and recommending crops based on infor-
mation mining approach model use arrangement calculation of help vector machine 
for making the recommendation framework better. Chougule et al. [3] propose a 
model that is based on an ontology-based recommendation system. It predicts suit-
able crops for the region of Maharashtra, and it also provides recommendation of 
fertilisers to the farmers based on several chemical constituents of the soil which 
is stored in an ontology. The system uses random forest and k-means clustering 
algorithms. Shinde et al. [4] summarise a recommendation system for crops and 
fertilisers based on the NPK values and region. They also formulate an application 
which helps farmers to purchase the recommended fertilisers from a portal. Bondre
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and Mahagaonkar [5] implement and propose a crop yielding system from previous 
data using ML algorithms like support vector machine (SVM) and random forest 
so as to recommend suitable fertiliser for every particular crop. Akshatha et al. [6] 
preferred a classification model for soils using ML-based techniques such as support 
vector machines (SVMs). It classifies the soil in four different categories which are 
low, moderate, and highly fertile. It also suggest suitable crops that can be grown 
on the soil which would help the farmers to make decision on crop selection based 
on soil. Mythili et al. [7], they propose a deep learning-based recommender system 
using historical data on climate and crops. It uses ant colony optimisation for opti-
mising deep convolutional neural network and LSTM for better crop predictions. 
Anguraj et al. [8] use IoT sensor devices to collect data on soil parameters such 
as temperature, humidity, and pH, on which ML algorithms have been applied for 
predicting suitable crops for given soil parameters using a GUI. In [9–17], several 
ontology-driven models in support of the proposed literature have been proposed. 

3 Proposed System Architecture 

Figure 1 depicts the proposed architecture of our staged crop recommendation 
system. The user query is subjected to pre-processing which involves tokenisation, 
lemmatisation, stop word removal, and name entity recognition. Tokenisation is 
carried out using blank space special character tokenizer, lemmatisation is carried 
out using the wordnet lemmatizer, stop words are removed based on RegeX mapping, 
and name entity recognition is carried out using the Python NLTK library. After the 
pre-processing phase, individual query words are obtained, which are highly infor-
mative and void of stop words. These query words are subjected to enrichment 
using an upper domain ontology which is highly relevant to the domain of crops. 
It is modelled using web protege considering several factors related to the crops. 
The factors being geography, agricultural requirements, temperature, climate, soil, 
etc. This upper domain ontology is aggregated with the individual query words by 
means of domain knowledge aggregation by computing the concept similarity with 
a threshold of 0.5. For further enriching the query words, latent semantic indexing 
(LSI) has been followed for topic modelling. LSI is a topic modelling strategy, where 
several known and unknown topics relevant to individual query words are anchored 
with respect to the existing topics to yield the enriched query words. After the topic 
modelling phase, the set of enriched query words is used to classify the data set. 
The classification is carried out using the logistic regression and long short-term 
memory model. Logistic regression is actually an extension of linear regression. The 
dependent variable is modelled using a logistic function. The dependent variable can 
only take two values either yes or no (1 or zero). In contrast to linear relationship 
which would cause the predicted probability value to be greater than 1 or less than 
0, it assumes the sigmoidal relationship between outcome (p) and linear equation of 
input X. Which could also be given in the form of Eq. (1). Here, b1 represents the 
slope and bo is the intercept, and the probabilities can now be approximated between
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Fig. 1 Proposed BiCropRec system architecture 

0 and 1. 

ln

(
p 

1 − p

)
= bo + b1(X ) (1) 

The enriched query word as the inputs to the model. Long short-term memory 
network (LSTM) is a slightly different version of recurrent neural network (RNN), 
which has a greater ability to learn long-term dependence. The cell state selectively 
controls the flow of information to cells. Its architecture introduces three gates: the 
forget gate, the input gate, and the output gate. Forget gate deletes unnecessary 
information from the previous gate; the input gate updates the information from 
the forget gate. Finally, the cell state is updated, and the output gate releases the 
information for the next hidden state depicted in Eq. (2–7). 

ft = σ
(
Wf.

[
ht−1, xt

] + bf
)

(2) 

it = σ
(
Wi .

[
ht−1, xt

] + bi
)
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Ot = σ
(
Wi .

[
ht−1, xt

] + bi
)

(6) 

ht = Ot ∗ tanh(Ct ) (7)
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Here, xt is the current input for a time state in the network and ht−1 is the hidden 
state of the previous layer. ft , it , and Ot are the forget input and output gate, respec-
tively. W and b denote the weights and biases of the respective gates and states. C∼

t 
is the intermediate temporary state, and Ct and Ct−1 are the current and previous 
cell states. Here, the data set is automatically classified using the model as in that 
feature selection is auto handcrafted. So after the classification phase, where there 
are two levels of classification for the same data set, the top 50% of the matching 
classes and items output of the classification will be taken to reduce the number of 
incidences in the data set. As the upper ontology alone is not sufficient to enhance the 
instances, so the probability of the instances as entities into the localised framework 
as knowledge graph comprising of number of entities which is the completion of the 
domain ontology is also being used. This knowledge graph is modelled by aggre-
gating several ontologies with respect to the soil, crop, fertiliser, etc. Then, instance 
alignment is carried out with enriched query words. For this, the normalised google 
distance (NGD) and Shannon’s entropy are made use of. 

NGD is a metric for semantic similarity calculated from the number of hits 
received by a search engine (Google), for a set of keywords. Keywords with nearly 
identical meanings in natural language are “near” in terms of normalised google 
distance, whereas words with distinct meanings are understood as “far” apart. As 
depicted by Eq. (8). 

NGD(x, y) = 
max{log( f (x)), log( f (y))} − log( f (x, y)) 

log(N ) − min{log( f (x), log( f (y)) (8) 

f (x) and f (y) are the total responses returned for search of terms x and y, respectively, 
on google, and f (x, y) is the number of responses on which both x and y occur. 

The NGD value is between 0 and 1 in practice and is always non negative. When 
the two terms are equal, the NGD value is 0. The value is ∞ when the 2 terms never 
occur together but occur separately; they are considered them dissimilar in that case. 
Here, NGD is used with a threshold of 0.75. The Shannon’s entropy is calculated 
using the following Eq. (9). 

H = −  
1 

log(N ) 

N∑
i=0 

p(i )log(p(i )) (9) 

where N is the total number of observer events and pi is the probability of the 
ith event. Here, the entropy is calculated between the actual nodes of the knowledge 
graph with a set step deviation of 0.2. The matching classes from the classifier are then 
used to compute the semantic similarity (1) concept similarity [18], (2) K-L diver-
gence, and (3) NPMI. Concept similarity is calculated between two formal concept 
analysis (FCA) concepts (E1, I 1), (E2, I 2). FCA is a framework for visualising 
and structuring data, here, E and I are subsets of a collection of objects and attributes 
which are related by a relation R. Therefore, in a lexical database of English nouns, 
the concept similarity Sim((E1, I 1), (E2, I 2)) is calculated using Eq. (10).
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Sim((E1, I 1), (E2, I 2)) = 
|E1 ∩ E2| 

r
∗ w + 

μ(I 1, I 2) 
m

∗ (1 − w) (10) 

μ(I 1, I 2) is defined for a set which has the maximal value of the sum of infor-
mation content similarity for the pair of attributes among all different sets, value of 
r and m is the maximum between the cardinalities of the sets E1, E2, and I 1, I 2, 
respectively, and w is a weight which can improve the flexibility of the method. It is 
ranged between 0 and 1. Here, ics is defined for two nouns n1 and n2 by Eq. (11), 

ics(n1, n2) = 2log
(
p
(
n′))

log(p(n1)) + log( p(n2)) 
(11) 

where n′ is a concept noun which give the maximum information content shared by 
n1 and n2 with p(n) is defined as Eq. (12). 

p(n) = 
freq(n) 

M 
(12) 

freq(n) is the frequency of n estimated using noun frequencies from large text corpora, 
and M is the total number of different occurrence of nouns in the corpus. The concept 
similarity measure is used with a threshold of 0.75. K-L divergence is the measure-
ment of log difference between the probability of data in the original distribution 
p(x) with respect to the approximating distribution q(x). Represented by Eq. (13). 

D − KL(p||q) = 
N∑
i=1 

p(xi ). log
(
p(xi ) 
q(xi )

)
(13) 

With K-L divergence, we can calculate the loss in information when approxi-
mating one distribution with another. Here, this measure is used with a step deviation 
of 0.25. 

Pointwise mutual information (PMI) is the quantification of the likelihood of 
occurrence of 2 words thinking that it must be caused by the frequency of occurrence 
of single words. Hence, the algorithm computes the log of the probability of co-
occurrence of the words (a and b) divided by the product of individual probabilities 
of occurrence of words and is depicted by Eq. (14). 

PMI(a, b) = log
(

p(a, b) 
p(a)p(b)

)
(14) 

If a and b are independent, their joint probability is equal to the product of their 
individual probabilities making the PMI(a, b) = 0. If they are perfectly associated, 
their PMI maximises, i.e. p(a, b) = 1. Normalisation of PMI can be done by dividing 
PMI by either −p(a), −p(b), or  −p(a, b). Here, the latter is chosen as both upper 
and lower bounds can be normalised by it given by Eq. (15). Therefore,
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NPMI(a, b) = 
PMI(a, b) 
−p(a, b) 

(15) 

Here, NPMI is used with a threshold of 0.5 used in the + ve range as it is adapted in 
the form of semantic similarity so a mid-value which is 0.5 is used to indicate 50% 
probability of relevance. The matching classes from the data set are then aligned 
according to increasing order of semantic similarity and finally yielding it to the 
user. The user clicks are noted and based on the incidences of the user clicks on a 
particular term, words are recorded and sent into the enriched query words phase so 
that majority of the further recommendation will be based on the user preference. The 
knowledge graphs are modelled based on the categories in the data set. In accordance 
with the categories in data set, the web data is scraped using the beautiful soup from 
agricultural e-books, repositories, websites pertaining to agriculture, etc. The upper 
domain ontology is manually modelled and contains a minimum number of useful 
concepts manually and carefully selected. 

4 Implementation and Performance Evaluation 

The implementation is carried out using Google Colab notebook for Python, with 
an i7 processor of 4.0 GHz, 16 GB Ram, and 60 GB of hard disk storage. Data set 
is a curated data set taken from Kaggle’s agriculture crop production in India data 
set (https://www.kaggle.com/srinivas1/agricuture-crops-production-in-india) which 
have various features such as variety of crop, state, season, and cost, whereas the 
other data set which is data.worlds’s crop production data set (https://data.world/ 
oecd/crop-production) which have data on amount of crops produced in tonnes per 
hectare and also have some features regarding location and frequency. The proposed 
BiCropRec has been baselined with as potential baseline models in order to compare 
the quantitative evaluation of the BiCropRec, however, to benchmark the perfor-
mance of the BiCropRec the combination of RNN with cosine similarity has also 
been used, and the results are given in Table 1. Precision, recall, accuracy, F-measure, 
and false discovery rate (FDR) are used as potential matrix. From Table 1, it is indica-
tive that the proposed BiCropRec yields the highest precision of 96.39%, highest 
recall of 98.96%, the highest avg accuracy of 97.67%, highest f-measure of 97.66%, 
and the lowest FDR which is 0.4. The proposed method gets maximum precision 
because it uses a combination of two classifiers, LSTM, and logistic regression. More-
over, the approached BiCropRec incorporates LSI for topic modelling to uncover all 
the hidden topics the domain knowledge aggregation takes place with the help of 
concept similarity. Instance alignment is carried out with the combination of NGD 
with Shannon’s entropy which ensures the findings of most relevant entities. More 
importantly, it is an exploratory search as the system searches based on the user clicks. 
Therefore, there is a topic-wise expansion until the user is satisfied. As discussed 
among the baseline algorithms, ICRS [19] gives the lowest values of accuracy, preci-
sion, f-measure because it haphazardly uses series of classifiers and the scales of the

https://www.kaggle.com/srinivas1/agricuture-crops-production-in-india
https://data.world/oecd/crop-production
https://data.world/oecd/crop-production
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Table 1 Comparison of performance BiCropRec with different baseline models 

Search technique Average 
precision % 

Average recall % Average 
accuracy % 

Average 
F-measure % 

FDR 

ICRS 83.68 86.18 84.93 84.91 0.16 

CRSPA 85.11 88.97 87.04 86.99 0.14 

ACRPS 87.21 89.17 88.19 88.17 0.12 

RNN + Cosine 
similarity 

92.12 94.66 93.39 93.37 0.07 

BiCropRec 96.39 98.96 97.67 97.66 0.03 

classifiers cannot be amalgamated together as it will not be computationally feasible 
and so average among all the classifiers have been taken in the model which yields an 
average precision of 83.68% with a very low recall of 86.18%. CRSPA [1] although 
used. It incorporates bagging by means of SVM, random forest, neural networks, 
and Naive Bayes classifier. As Naive Bayes is quite old and obsolete, neural network 
with bagging does not yield desired results mainly as they lag auxiliary knowledge 
into the framework, and so it yields very average precision of 85.11% and recall of 
88.97%. ACRPS [20] again uses a mixture of collaborative filtering-based approach 
with context-based model. It uses ANN and k-nearest neighbours with a historical 
database which ensures lateral knowledge. ANN and KNN works, but collaborative 
filtering requires a rating matrix and all the entities and items cannot always be rated 
on the World Wide Web. RNN being a deep learning classifier works quite well 
among the other models but with auxiliary knowledge and also a stronger classifier 
can improve the RNN + Cosine similarity model’s results. 

From Fig. 2, it can be observed that the proposed BiCropRec has higher precision 
for each specific number of recommendations when compared to the other baseline 
models. This can be owed to the bi-classification technique used and also a highly 
informative knowledge base.

5 Conclusion 

A knowledge-centric semantically powered model for crop recommendation has 
been proposed. The proposed BiCropRec hybridises the LSTM deep learning clas-
sifier with the machine learning-based logistic regression classifier. The model also 
integrates latent semantic indexing topic modelling paradigm with a series of hetero-
geneous semantic similarity measures with varied thresholds. The encompassment 
of knowledge graphs provides sufficient auxiliary knowledge and increases the diver-
sity. The BiCropRec is quite efficient in recommending crops in comparison to 
other selected models. The bi-classifier approach and the filtering of the top 50% 
of matching classes gave an edge to the model. The computation of semantic simi-
larity with three different measures, namely K-L divergence, concept similarity, and
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Fig. 2 Precision versus number of recommendation curve

the NPMI index improved the model’s performance by increasing the relevance of 
computation. The BiCropRec model has achieved an overall accuracy of 97.67% an 
average precision of 96.39% an overall recall of 98.96% and an overall F-measure 
of 97.66% with the lowest FDR of 0.03, which is better as compared to all the other 
baseline models used for comparison. 
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A Review on Detection of Diabetic 
Retinopathy 

S. Sharmila, V. N. Thejas, C. Supriya, S. Sumukh, and H. T. Chethana 

Abstract Diabetic retinopathy (DR) is a leading cause of diabetes mellitus, which 
seeds lesions on the retina that helps in sequel vision. If it is not identified in the 
beginning, it will lead to blindness. Unfortunately, DR is an unalterable process and 
treatment only assists vision. The risk of vision loss has a remarkable reduction 
with early detection and treatment. The process of manual detection of fundus DR 
images by ophthalmologists is time-consuming, cost-intensive, and vulnerable to 
misdiagnosis rather than computer-aided diagnosis methods. Lately, deep learning is 
one of the most familiar techniques that has attained finer performance in numerous 
fields, mainly in medical image scanning and categorization. The objective of this 
survey paper is to provide a review of various methods applied to diabetic retinopathy. 
A comparative study is made and the highest accuracy achieved is 92.5% for the 
detection of DR using a convolutional neural network (CNN). In this survey paper, the 
recent state-of-procedures for diabetic retinopathy color fundus image identification 
and categorization using DL strategies have been evaluated and analyzed. In addition, 
the DR datasets for the color fundus images of the retina have been revised. Divergent 
challenging issues that need detailed examination are also analyzed. 

Keywords Deep learning (DL) · Diabetic retinopathy (DR) · Convolutional 
neural · Network (CNN) · Lesion · Image processing · Diabetic macular edema 

1 Introduction 

Diabetic retinopathy which is often referred as DR is a customary blood-based disease 
that can be seen in patients who are diagnosed with diabetes which is precisely the 
biggest cause among the world’s population. Diabetes mellitus is a condition that

S. Sharmila (B) · V. N. Thejas · C. Supriya · S. Sumukh · H. T. Chethana 
Department of Computer Science and Engineering, Vidyavardhaka College of Engineering, 
Mysuru, India 
e-mail: sharmilasrinivasan2001@gmail.com 

H. T. Chethana 
e-mail: chethanaht@vvce.ac.in 

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023 
S. Tiwari et al. (eds.), Advances in Data and Information Sciences, Lecture Notes 
in Networks and Systems 522, https://doi.org/10.1007/978-981-19-5292-0_15 

161

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-5292-0_15\&domain=pdf
mailto:sharmilasrinivasan2001@gmail.com
mailto:chethanaht@vvce.ac.in
https://doi.org/10.1007/978-981-19-5292-0_15


162 S. Sharmila et al.

can be observed in a patient where the levels of sugar in the blood are gradually 
increased beyond the limit which is caused due to less amount of insulin present in 
the blood. Diabetic retinopathy is a serious condition in diabetes that causes retinal 
blood vessels to swell and lesions to develop. If it is not diagnosed early and reaches 
an advanced stage then it causes loss of vision. Due to diabetes, parts of the body 
such as the eyes, feet, kidneys, nerves, gum, heart, and blood vessels are infected. 

In the medical field, detecting the disease at the early stage is more effective. On 
average, more than 422 million people are suffering from diabetes mellitus. Most of 
the patients are either found in countries having incomes between lower to medium 
levels. There are just about 93 million people with DR. The count of people who have 
blindness which is caused by diabetic retinopathy was roughly around 4 million and 
in other cases people with low vision was estimated near to 3 million. Considering 
the cases scenario have doubled over a period of time from 1990, the possibility of 
having DR may be obvious for the people who are suffering from diabetes over a 
period of time. Frequent screening of the retina is essential for people suffering from 
diabetes to detect the DR at an early stage and treat it quickly to resist the loss of 
vision permanently. DR is determined by the difference in regard to lesions. In order 
to solve this problem, an attempt is made in this direction by conducting extensive 
literature surveys on diabetic retinopathy. 

Diabetic retinopathy (DR) can be the main cause of permanent visual loss along 
with impairment worldwide. It is caused by chronic higher levels of glucose in the 
blood, these majorly result in damage to the retinal capillary, and it usually affects 
the population of working age. It always starts at a minimal extent with no proper 
symptoms corresponding to vision but it can advance to severe and proliferated levels 
and as it advances, it can lead to loss of sight. Thus, regular screening and early diag-
nosis of DR reduce the possibility of vision loss as well as reduce the treatment cost 
through computer-based techniques. DR is medically diagnosed through observa-
tion of the fundus in the retina through imaging methods such as optical coherence 
tomography or fundus photography or direct methods. Various standard diabetic 
retinopathy grading systems exist such as the early treatment diabetic retinopathy 
study which segregates minor details of diabetic retinopathy features with the help 
of diverse levels. The following type of grading is done on all retinal fundus fields 
of view. There are five stages of DR: No DR, Mild DR, Moderate DR, Severe DR, 
and Proliferate DR as shown in Fig. 1. 

• Without diabetic retinopathy: No aberration.

Fig. 1 Stages of diabetic retinopathy
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• Mild non-proliferative diabetic retinopathy (NPDR): In this DR phase 1, partic-
ularly characterized by swelling of tiny areas in blood vessels of the retina are 
called microaneurysms (MA). If there is non-appearance of extensive bleeding in 
retina nerves and if it is identified in this phase, it can assist in saving the patient’s 
vision with the right medication.

• Moderate non-proliferative diabetic retinopathy: When not hindered, mild NPDR 
proceeds to the next moderate stage where blocked retinal vessels have their blood 
leakage. In addition, hard exudates (Ex) may exist also at this stage. Moreover, the 
constriction and dilation of venules present in the retina lead to venous beadings 
(VB) which are noticeable or detectable and can be found by ophthalmologists.

• Severe non-proliferative diabetic retinopathy: In this stage, blockage of a huge 
number of retinal blood vessels, resulting in above 20 Intra-retinal hemorrhages 
(IHE) in all four quadrants of the fundus or there exist intraretinal microvascular 
abnormalities (IRMA) which could be viewed like protrusion of thin vessels. 
IRMA is visible like sharp and small-bordered red spots within a minimum of 
one of the quadrants. Moreover, there could be an exact proof of VB in the above 
two quadrants.

• Proliferative diabetic retinopathy (PDR): The most effective state of the condi-
tion is PDR. Neovascularization (NV) is a symptom where the retina finds the 
formation of fluids inside its blood vessels. These blood vessels are regularly 
breakable, at last leading to expansion of tissue and leakage of blood vessels. 
There is a variety of active visual effects grown at PDR such as lacking focus, 
reduced vision, and full loss of vision in some scenarios. 

2 Literature Survey 

In this section, a literature review on various methods of diabetic retinopathy is 
discussed. 

Lakshminarayanan et al. [1] proposed a system that extensively uses fundus 
photography or optical tomography (OCT). These datasets can be used to image 
the retina; one can make use of deep learning/ML-based techniques for the division 
of various distinguishable phases of DR. It is achievable to extract the features from 
the images and to detect features suggesting recent studies on DR envisaged that for 
DR detection systems make use of automated advanced methods referred to as CAD-
based systems. In addition to CAD-based systems for DR, One can make use of two 
classification stages. The first one is classification and grading them into different 
stages. The second one is the segmenting of the lesions such as microaneurysms, 
hemorrhage, exudates, and cotton wool spots associated with diabetic retinopathy. 
One can make use of a high-end annotation tool for spotting the features. 

Das et al. [2] proposed a system that collects fundus images and then performs 
dataset cleaning and image enhancement. Segmentation is made based on the features 
and classification is carried out with the DR grades being stated. The proposed 
system uses meta-support vector machines (meta-SVM). Recent models such as
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SVM, CNN, and Alex Net DNN have gained importance with results that have 
accuracy in comparison with other non-classical models, thus the classical ML-based 
algorithms are faster and give better results in real-life conditions and it overtakes 
other models in terms of performance. 

Qureshi et al.  [3] proposed a system in which screening is done at earlier stages 
through CAD tools and if one is given proper treatment, DR can be cured. This paper 
explains that they have classified DR into two types based on ischemic change and 
vessel degeneration, including NPDR and proliferative PDR. Non-proliferative DR 
is furthermore divided into mild (presence of microaneurysms), moderate (advanced 
than medium level), and severe (microaneurysms, hemorrhage in four retina quad-
rants, and venous beading) stages, while proliferate DR is the most severe stage. 
During non-proliferative DR itself, proper tests should be done and treated to avoid 
vision loss. This approach makes use of digital fundus imaging. It classifies the stages 
as follows. Firstly, it refers to true positives which means that a disease subject is 
correctly classified and that subject is spotted. True negatives which means that a 
normal subject is correctly classified. False positive denotes that classification of 
any normal subject is incorrect. False-negative means a disease is falsely detected. 
There are several detection methods: Blood vessel extraction, optic disc, and cup 
segmentation, exudates detection methods, DR-related lesion detection methods. 

Zago et al. [4] proposed a system that detects the early stages of diabetic 
retinopathy; early diagnosis may prevent permanent vision loss. This approach 
can have lesions that assist a sufficient role in the task of detection of DR. It is 
designed as a lesion localization-based model which uses a patch-based approach to 
the deep model. The primary objective of this approach is to reduce the complexity 
of the model by achieving better accuracy and performance of the model. So, this 
method uses a convolutional neural network. Specificity differentiates disease-free 
people and the correctness of the test is identified by accuracy. Sensitivity determines 
people affected by disease. The review is about five aspects namely sensitivity, accu-
racy, databases, methodology, and specificity. According to a literature review, some 
methods to differentiate between soft and hard exudates, as well as to locate fovea 
and macula areas in lower resolution images. They planned to use machine learning 
and deep learning to close some of the significant gaps. 

Shaban et al. [5] proposed a CNN model with 18 convolutional layers and 3 fully 
connected layers in order to examine the fundus images and differentiate between 
the absence of DR, moderate DR (composition of mild DR and moderate non-
proliferative DR), and severe DR. The proposed approach achieves a recognition 
accuracy of 89% with the timely detection of the DR stage which monitors the 
progression without the necessity for physical assessment that can lack precision or 
sensitivity. A preprocessing stage was also used where resizing of image and class-
specific data augmentation were also used which expands the approach to the retinal 
case. This technology permits both the tracking of the progression of the disease and 
early diagnosis which helps to enhance the medical therapy by reducing the vision 
loss. 

Ayoubi et al. [6] conducted a survey on various stages. In the DR screening 
system, an attempt is made to automate the identification and classification using
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DL. Classification type can be binary classification which classifies the DR dataset 
into two classes only, multilevel classification classifies the DR dataset into many 
classes (five stage classification), and lesion classification which classifies based on 
certain lesion types. Vessel-based classification is based on vessel segmentation and 
lesion detection. 

Kiresura et al. [7] proposed a system that involves stages like the acquisition 
of retinal images and measuring diagnostic accuracy using features like speci-
ficity, sensitivity, and accuracy. Specificity differentiates disease-free people and 
the correctness of the test is identified by accuracy. Sensitivity determines people 
affected by disease. The review is about five aspects, namely, sensitivity, accuracy, 
databases, methodology, and specificity. According to the literature review, some 
methods to differentiate between soft and hard exudates, as well as to locate fovea 
and macula areas in lower resolution images. They planned to use machine learning 
and deep learning to close some of the significant gaps. 

Bhat et al. [8] used the DL technique for early DR detection. They have proposed 
a system with fully CNN and a random field was used to precisely determine the 
regions affected which perform binary classification. It also can be used to analyze 
the seriousness of the situation. The ophthalmologist will visit the website and the 
patient’s retina scan will be uploaded. Then the image is stored in the database and 
the features are extracted after image processing. The proposed image is fed to the 
model after which the results with the processed image are sent to the user. 

Pratta et al. [9] proposed a CNN method for identifying diabetic retinopathy using 
digital fundus images, which classifies its severity perfectly. Data augmentation and 
CNN architecture are generated which identifies the complex features concerned 
in the categorization function such as exudates, hemorrhages, and microaneurysms 
on the retina and come up with an identifying DR automatically without taking 
input from the user. The model is trained with a high-end graphics processor unit 
(GPU) on the Kaggle dataset which is publicly available and exhibits magnificent 
results, especially for a high-level categorization task. This study exhibits a five-class 
problem for national screening of DR that could be preceded using a CNN method. 

Oh et al. [10] proposed AI approaches for the detection and diagnosis of DR. The 
analysis is to explore the validity of ultra-wide-field fundus images in the detection of 
DR. The introduced DR identification technique requires an automatic distribution 
of the ETDRS 7SF to eliminate unnecessary constituents like skin and eyelashes. 
Using this image, they make use of deep learning architecture, the ResNet-34 model 
as a DR task detection classifier. To calculate the DR identification performance, 
they co-relate their method with the one determined by the ROI which contains only 
the ETDRS Field A and Field B (FA–FB) in respect of several metrics. 

Qummar et al. [11] proposed a system with five classifications, namely, normal, 
mild, moderate, severe, and proliferative diabetic retinopathy (PDR). Experts diag-
nose DR and inspect the colored fundus DR images to identify this incurable disease. 
The physical identification of this state is exhausting and prone to error. As a result, 
many CAD methods have been introduced to automatically identify DR and various 
stages of retinal images are differentiated. Anyhow, these techniques are inefficient
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to convert the complex aspects and only can categorize various stages of DR along 
with reduced correctness especially, for the prior stages. 

Kokane et al. [12] proposed a system where machine learning techniques are used. 
This paper is to perform a survey of different kinds of literature where a compre-
hensive study on diabetic retinopathy (DR) is done and different machine learning 
methodologies are used to identify DR. The aim was to detect the appearance of 
diabetic retinopathy by using machine learning categorization algorithms. They tried 
and summarized the various models and techniques used along with methodologies 
used by them which analyze the accuracies and results. It will provide us with the 
exactness of which algorithm would be more accurate and appropriate for prediction. 
This paper summarizes the study and review of a few kinds of literature related to 
the identification of DR. 

Yu et al. [13] proposed the general framework for identifying exudates is exempli-
fication. The network of CNN is instructed on the 64 * 64 marks withdrawn through 
the embellishment corrected picture of the green passage and the model instructed 
is stored in the system. The retinal pictures are processed first to remove the blood 
vessels and optic disk for the image processing method later final algorithm of the 
opening is used to get the active exudates members, i.e., seed points. Finally, the 
frequent marks that round the seed points are permitted to the instructed DL model 
to detect whether it contains exudates or it doesn’t contain exudates. 

Porwal et al. [14] in this, proposed a system where fresh images from the ground 
make a way to the technological group for evolution, verification, differentiation, 
and help in the future enhancement of abrasion of DR identification algorithm that 
is used in the application of clinical. Specific pixel-level explanation of irregularities 
correlated with DR like hard exudates, soft exudates, microaneurysms, and hemor-
rhages is indispensable assets for the evaluation of the performance of single abrasion 
sectionalization methods. The definitive details about the infection gravity level of 
DME and DR are convenient in the assessment and development of image inspection 
and algorithms of retrieval for the former identification of the infection. 

Albahli et al. [15] proposed a system consisting of two major modules. The first 
one is developing a dataset and the other is practicing ‘Faster-RCNN builder’ for cate-
gorization and localization. The first part evolves DR abrasion notations to discover 
the correct location of the abrasion. The second part constitutes a newly discov-
ered type of Faster-RCNN. This particular module consists of two main sub-division 
modules which the former one is CNN framework and the latter accounts for the 
training component, performing training of faster-RCNN between implementing the 
main area to determine from the model of CNN. 

3 Comparative Study 

Deep learning is the division of machine learning, which is important in a neural 
network with numerous layers. In these referral papers, they have implemented 
different deep learning techniques like CNN, RCNN, Densenet-65, etc.
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Table 1 Comparison of deep learning techniques for diabetic retinopathy 

S. No. Author Methodology Advantages Disadvantages 

1 Lakshminarayann 
et al. [1] 

Usage of transfer 
learning for optical 
coherence 
tomographic images 

Transfer learning 
models can be 
evaluated with lesser 
epochs of training 

The automatic 
detection of subtle 
lesions such as MA 
did not reach 
acceptable values 

2 Usage of 
convolutional neural 
networks and red 
lesions through 
patches extraction 
[2] 

Simpler to spot the 
patches 

Training time takes 
longer and it should 
be trained on 
High-end GPU 

Usage of 
convolutional neural 
networks and red 
lesions through 
patches extraction 

3 Shaban et al. [5] Deep convolutional 
neural network 

Resulted in higher  
diagnostic accuracy, 
specificity, and 
sensitivity when 
compared to other 
SVM-based and 
CNN-based 
techniques 

Classifies the 
diabetic retinopathy 
into three categories 
only where both 
mild and moderate 
NPDR are shown as 
one group, and 
severe NPDR and 
PDR are associated 
into another group 

4 Alyoubi et al. [6] Deep learning 
techniques 

DR available 
datasets have been 
reviewed for color 
fundus retina 
images. Challenging 
tasks that need 
additional 
investigation are 
also analyzed 

Deep learning usage 
in the medical field 
faces a problem in 
the size of the 
dataset required to 
train the DL 
systems, as DL 
needs data in large 
amounts 

5 Kiresura et al. [7] Deep learning and 
machine learning 

Provide a potential 
mechanism for 
scholars to 
recognize the 
accessible 
proficiencies for the 
detection of diabetic 
retinopathy and also 
provide additional 
information about 
the existing 
databases 

Difficult to 
differentiate 
between hard and 
soft exudates, as 
well as to locate the 
fovea and macula 
area in 
low-resolution 
images

(continued)
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(continued)

S. No. Author Methodology Advantages Disadvantages

6 Bhat et al. [8] Deep learning 
techniques with 
neural network 

Detect diabetic 
retinopathy in the 
early stages and 
precisely determine 
the regions affected 
and binary 
classifications are 
performed 

Fully convolutional 
neural network takes 
a longer time to 
train than a 
traditional CNN 

7 Pratta et al. [9] Convolutional 
neural network 

It classifies a large 
number of images 
every minute 
allowing real-time 
usage whenever a 
new image is 
obtained 

The final trained 
network achieved 
95% specificity, 
75% accuracy, and 
30% sensitivity 

8 Oh et al. [10] Deep learning 
techniques and 
ultra-wide-field 
fundus images 

With high-definition 
UWF imaging 
advancement, a 
single image can be 
capture as much as 
82% of the retinal 
surface 

They consider the 
operating threshold 
value for accuracy, 
specificity, and 
sensitivity estimate 
is set when the 
sensitivity and 
specific work are the 
most related 

9 Qummar et al. [11] Deep learning 
techniques 

By using computer 
vision-based 
techniques diabetic 
retinopathy 
detection can be 
automatic 

The proposed model 
is trained on a 
high-end graphics 
processing unit 
(GPU) 

10 Albahli et al. [15] Densenet-65 based 
Faster-RCNN 

Accurately 
recognizes various 
phase of DR 
utilizing a 
Faster-RCNN 
framework and have 
shown a utilization 
for lesion 
categorization as 
well 

The algorithm 
requires many 
passes through a 
single image to 
extract all the 
objects 

Using deep learning techniques, transferring the learning models is easier with 
lesser epochs of training, and classifies a large number of images every single minute 
when a new image is obtained. 

Machine learning is the kind of artificial intelligence that makes software apps to 
be more precise at speculating outputs without programming explicitly.
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Table 2 Comparison of machine learning techniques for diabetic retinopathy 

S. No. Author Methodology Advantages Disadvantages 

1 Das et al. [2] Usage of machine 
learning algorithms 
(meta-SVM) 

Support vector 
machines can get 
optimal values for 
smaller sets of data 

The training of large 
datasets is difficult 

2 Zago et al. [4] Usage of 
CAD-based tools 
for spotting DR 

Stages of DR is 
identified with ease 
for datasets with 
minimal noise 

CAD systems are not 
quite accurate as the 
paper suggests and 
there is still a scope 
for improvement 

3 Kokane et al. [12] Machine learning Using ML procedure 
will provide us good 
results along with 
good accuracy for 
prediction 

Fully convolutional 
neural network takes 
a longer time than a 
traditional CNN to 
train. The proposed 
model is trained on a 
high-end graphics 
processing unit 
(GPU) 

4 Porwal et al. [14] Machine learning 
technique 

Computer-aided 
diagnosis for disease 
in retinal image 
inquiry could ease 
mass screening of 
people with diabetes 
mellitus and assist 
clinicians with 
inefficient time usage 

Fovea center and 
optic disk location 
markup has to be 
done manually 

Using machine learning techniques provides good results along with accuracy for 
prediction and it gets optimal values for smaller sets of data. 

4 Machine Learning Versus Deep Learning 

In the above graph, the x-axis represents different methodologies in the detection of 
diabetic retinopathy, and the y-axis represents accuracy. The accuracy levels are 
considered from the related articles. Exudates detection for diabetic retinopathy 
using convolutional neural network is the most efficient approach among the selected 
methodologies providing accuracy of up to 92.5%. These methodologies are useful 
for further research. The more efficient accuracy or result is achieved by using a deep 
learning method, i.e., CNN. In deep learning, the algorithms are created exactly just 
like machine learning but it consists of many more levels of algorithms that will help 
in gaining higher accuracy as shown in Fig. 2.
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Fig. 2 Comparative study of 
various DR methods 

5 Applications of Diabetic Retinopathy 

Retina’s frequent check-up is needed for people suffering from diabetes to find out and 
to make treatment for DR in the beginning to evade the problems such as blindness.

• DR is identified by the presence of various types of abrasions on a retinal 
picture. These abrasions are soft exudates, hard exudates, microaneurysms, and 
hemorrhages.

• The main application of detection of diabetic retinopathy is to know whether a 
particular person has a particular disease or not. If the person has a defect then it 
can be cured at an early stage before it goes to the next stage and becomes more 
critical. 

6 Conclusion and Future Enhancements 

Diabetic retinopathy (DR) is a ramification of diabetes that exists throughout the 
world. This condition is mainly caused as a result of a large amount of sugar content 
in the blood, due to this retinal microvascular gets altered, and this result can cause 
permanent sight loss. Prior screening by CAD methods and the right treatment have 
the capacity to control the prevalence of DR. DR is categorized into various phases. 
With morphological final space techniques, a group of exudate contenders is extracted 
and then contender points are preceded to the CNN cavernous network which is 
trained for classification. This method has attained great pixel-wise correctness for the 
test and training set. The main objective of this survey is to utilize transfer education 
to improvise earlier learned task network parameters for conducting revised image 
categorization.



A Review on Detection of Diabetic Retinopathy 171

Further research will include testing the procedure on more various available 
datasets publicly. Ex: Irdid, Kaggle, and Aptos DR datasets. Besides, due to deep 
learning and machine learning nature, the rise in the number of trained datasets and 
differences will normally lead to the model performance improvement. Next, work 
is done to involve more photos of exudates in the set of training. 
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Detection of COVID Using Deep 
Learning: A Review 

Shivangi Gupta and Sunanda Gupta 

Abstract As we all are aware of the fact that India’s population is increasing expe-
ditiously, automatic diagnosis of diseases is now crucial topic in medical sciences. 
Coronavirus has expanded massively, and it is among the one of the most frightful 
and dangerous infection in latest years. The deadly virus was found in China first, 
and then, it mutated throughout the world. Hence, automated illness identification 
provides results that are uniform and quick, and thus, mortality rate can be reduced. 
Most of countries including ours (India) suffers from lack of testing kits whenever 
new wave of COVID hits. Therefore, many researchers worked on various deep 
learning based, machine learning-based approaches for diagnosis of this virus using 
X-rays and CT scans of lungs. So far, it has affected over 50.9 crore people and caused 
the deaths of 62.2 lakhs people. Here, in this study, comprehensive survey of fifteen 
studies is presented where various deep learning, and transfer learning approaches 
are compared for their efficiency and accuracy. The goal of study here is to inspect 
and analyse various deep learning models including transfer learning models used, 
also explore the datasets used, preprocessing techniques used, and compare these 
models to find which model provide us with optimal and best results. The study can 
help in smooth implementation of the suggested work in future which can be further, 
then fine-tuned to get the best results possible. Deep learning provides an easy solu-
tion to the COVID problem as they perform best in detection and evaluation. It is 
found during this study that CNN model hybridized with other models provide better 
accuracy then CNN alone. Ensemble learning methods also improves the accuracy. 
Also, before training any model dataset acquired need to be preprocessed. 
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1 Introduction 

The novel coronavirus infection has been spreading over the world since January 
2020, with the first cases appearing in Wuhan, China. The nCoV epidemic was 
labelled “Public Health Emergency of International Significance” by World Health 
Organization (WHO), on 30 January 2020. There are 50.9 Crore confirmed cases 
internationally as of 22 April 2022 with 62.2 Lac fatalities. 4.31 Cr cases in India, 
United States (8.08 Cr cases), Italy (1.60 Cr cases), Spain (1.17 Cr cases), China (7.45 
lacs cases), Germany (2.41 Cr cases), France (50.9 Cr cases), and Iran (72.1 Lacs) 
were all significantly affected by COVID-19. COVID-19 is also impacting India, the 
world’s second most congested country. After becoming contaminated with COVID-
19, a person may have several symptoms (like flu), which may include sickness, 
headaches, and lung damage. The disease can cause aspiration, breathing problems, 
multi-organ failure, and mortality in severe situations. Despite the significant increase 
in the number of instances, most governments are growing out of testing equipment 
and resources. 

Due to the small number of testing equipment accessible and the increasing 
number of daily cases, the aim is to create a deep learning approach to help physi-
cians in identifying COVID-19 occurrences utilizing chest X-rays. The COVID-19 
epidemic is expanding at an accelerating rate as it is very infectious in nature. As a 
result, the development of new models for fast detection of COVID remains an open 
research problem. 

An automatic deep learning-based illness detection system aids clinicians in 
disease diagnosis by providing precise, rapid output, thus helping in lowering the 
rate of death. In recent years, COVID-19 became one of the most serious and ubiq-
uitous illnesses as a result, an automated detection method needs to be developed as 
the quickest diagnostic alternative for stopping the expansion of COVID. The goal 
here is to look at many models out there and compare these deep learning-based 
models including transfer learning models and search for the best possible strategy 
to diagnose COVID using X-ray radiographs autonomously. 

2 Related Works 

Many researchers are focusing on developing novel models for detecting COVID 
quickly. Various researchers have used different CNN models and transfer learning 
models for COVID detection as shown in Fig. 1.

Khan et al. [1] suggested a Xception model to detect coronavirus from chest X-ray 
pictures. Roundabout 290 COVID-19 chest X-ray’s pictures were downloaded and 
placed in the database from the GitHub repository. Images of pneumonia bacterial, 
viral, and normal chest X-rays from the Kaggle library were collected. Overall, 
1300 pictures from these sources were collected. On the prepared dataset, Coronet 
was trained and tested, and the experimental findings demonstrate that the advised



Detection of COVID Using Deep Learning: A Review 175

Fig. 1 CNN’s architectures 
used in the above 
publications

CNNs 
Architectures 
Used in the 

above 
publications 

Xception Inceotion 

VGG 

MobileNet 

NesNet 

ResNet 

approach attained an accuracy of 89.6% as whole. For COVID-19 instances, accuracy 
and recall rates are 93 and 98.2%. The suggested model has a categorization accuracy 
of 95% for three-class categorization which includes normal, COVID infected, and 
pneumonia classes. Ohata et al. [2] proposed CNN model merged with machine 
leaning algorithms like KNN, SVM, and MLP on the X-ray of 194 people containing 
both infected and healthy people. Better results were given by MobileNet and SVM 
classifier with F1-score of 98.5% in one dataset of X-rays, and for the other one 
better accuracy was given by DenseNet201 with F1-score of 95.6%. 

Poulos et al. [3] suggested “Automatic identification from X-ray pictures using 
transfer learning with convolutional neural networks”. There are datasets used in this 
investigation. To begin, there is an assemblage of 1427 X-ray photos, 224 pictures 
confirming COVID-19 ailment were included, 700 radiographs confirming typical 
pneumonia, and 504 pictures confirming normal cases. As a result, the pre-trained 
model is simply utilized to draw out features, which are then introduced to the latest 
network that performs the assignment task. The top results were with 96.78% accu-
racy, 98.66% sensitivity, and 96.46% specificity. Shankar and Perumal [4] proposed 
“Another hand-crafted hybrid, architecture using deep learning for quick diagnose 
of COVID virus via chest radiograph data”. There are 27 photos in the normal 
category, 220 X-ray’s in the COVID class, 11 pictures in the SARS class, and 15 
X-ray’s in the pneumonia category in the dataset total 276 images. The authors used 
fivefold cross-validation. The layer inputs are applied with kernels from the convo-
lutional layer. The proposed CNN model has 38 layers, including six convolutional 
(Conv2D) layers, six maximum pooling levels, eight activation function layers, one
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flatten layer, and three dense layers. The study uses CNN models to diagnose COVID-
19 cases automatically, and it has a favourable accuracy of 97.82% in COVID-19 
identification. 

Aijaz Ahmad Rishi et al. proposed X-ray image categorization, a systematic CNN 
model for COVID-19 disease identification [5]. The final dataset comprised 900 X-
ray pictures, which were partitioned into sets of two for training set and testing set. An 
overall of 800 X-ray images were offered for training, which included 400 infected 
X-rays and 400 uninfected X-ray photos. Similarly, the testing dataset includes 100 
X-ray pictures, of both infected and normal class. The kernels are used to apply the 
layer inputs in first layer. The proposed CNN model comprises six convolutional 
(Conv2D) layers, six maximum pooling levels, eight activation function layers, one 
flatten layer, and three fully linked layers. All of the convolutional layers’ outputs 
are merged into a feature map. Because pictures are intrinsically nonlinear and used 
ReLU as activation function in COVID-19 identification, it has a promising accuracy 
of 97.82%. Irmak [6] used the CNN model to measure illness severity. The final 
dataset is made up of ten different datasets that were acquired from diverse sources. 
There are a total of 3260 photographs of X-rays, for training 1956 images were 
used, 652 were utilized in case of validation, and 652 in case of testing and achieved 
average accuracy of 95.52%. 

Das et al. [7] suggested an ensemble learning method using a CNN model for 
automatic COVID-19 identification from X-ray pictures of 538 COVID positive 
cases and 468 COVID negatives. Images for this study were gathered from a variety 
of accessible sources. This set of data carries CXR pictures of several cases, which are 
taken into account and the lateral pictures are eliminated. This is because the lungs 
are the region of interest. Multiple transfer learning CNN models—DenseNet201, 
Resnet50V2, and Inceptionv3, are combined and trained on dataset and compared 
and achieved accuracy of 91.62%. Singh et al. [8] recommended a multipurpose fine-
tuned CNN model on the dataset of CT-scans which consists of both positive and 
negative cases. The model achieved the F1-score of 1.9789%, sensitivity of 2.0928%, 
and specificity of 1.8262%. Islam et al. [9] suggested a hybrid model of CNN and 
LSTM for recognition of COVID-19 by X-rays of 4575 pictures containing the 1525 
images of positive patients. The results accomplished gave an accuracy of 99.4%, 
specificity of 99.2%, sensitivity of 99.3, and F1-score of 98.9%. 

Podder et al. [10] suggested mask R-CNN to recognize COVID-19 on 668 lung 
X-ray pictures with the large-scale frontal views of X-ray. Their model achieved 
accuracy, specificity, the precision of 96.98%, 97.36%, of 96.60%, respectively. Singh 
et al. [11] suggested CNN-based method to aid COVID using X-ray images. He used 
two datasets for his model to build and trained. First, dataset he used was collected 
from GitHub repository and other one from structured database. Model proposed by 
him consist of 19 layers which can differentiate model into three categories first one 
is normal, person infected by COVID is second category, and third is person infected 
with pneumonia model generated by author has classification accuracy of 86%. Diaz-
Escobar et al. [12] suggested deep learning model on ultrasound images to identify 
COVID. There are 202 videos and 59 photos in this collection. A dataset of 216 cases 
contaminated by COVID-19, non-COVID, viral, and bacterial pneumonia, as well as
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normal participants, were included in the study. InceptionV3, Rest Net, and Xception-
based transfer learning models which were fine-tuned, and then performance was 
reordered. 

Alazab et al. [13] suggested deep learning model on X-ray images to identify 
COVID. Model used 1000 images of real patients for its prediction. All the images 
are represented in their feature space, and deep learning model is applied to it. 
Dataset used is splitted into training and testing, and performance is evaluated. This 
model suggested provide F1-score in range of 95–99% which is quite promising. 
Ozturka et al. [14] suggested automatic deep learning neural network model on X-
ray images to recognize COVID. Model performed well on binary class that consists 
of COVID or no finding type of classification with accuracy of 98.08 and on multi-
class classification, i.e. COVID, no COVID, pneumonia with accuracy of 87.02 as 
dataset 500 images of pneumonia, 500 radiograph with no findings and 127 images of 
COVID were used. Gianchandani et al. [15] suggested identification of COVID using 
ensemble learning and transfer learning models trained on chest radiographs. The 
proposed framework beats many methods in case of comprehensive results obtained. 
In this ensemble learning, outputs of two models are combined to build a better model 
with two already built transfer learning models with improved accuracy. Dataset is 
obtained from Kaggle and consists 1203 images of each class which consist of 
normal, COVID and pneumonia cases. Suggested model performs well with 97% of 
accuracy (Table 1).

In this study, it is found that among all the models used CNN model hybridized 
with LSTM performs best in case of accuracy, although the training dataset used here 
in this model is very small, and this model can be fine-tuned further, thus in suggested 
model in next section these drawbacks can be overcome. Comparison of accuracies 
of various models is graphically shown in Fig. 2. In case of transfer learning models 
VGG19 performs best with accuracy of 98.75. MobileNet models also performs well. 
Accuracy can be also improved using ensemble learning models also.

3 Methodology/Suggested Theoretical Model 

The suggested hybrid model (CNN-LSTM) and transfer learning models which will 
be then fine-tuned accordingly can be used to increase the comprehensive results 
including accuracy than the previously studied models. Here, hybrid model (CNN-
LSTM) and VGG16, RestNet50, Xception models after fine-tuning. They will be 
compared for better accuracy, confusion matrix, etc. 

3.1 Convolutional Neural Networks (CNN) 

The CNN is multidimensional complex perceptron, but unlike a deep learning archi-
tecture, it cannot learn intricate features. CNNs have excelled in image stratification,
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Table 1 Summary of literature review 

Author Title Dataset Tools and technology 
used 

Accuracy 

Khan et al. [1] A CNN model 
based on deep  
learning 
approach to 
identify 
coronavirus 
using chest 
radiographs 

Over all 1300 
pictures from 
GitHub and 
Kaggle were used 

CoroNet, uses 
Xception architecture 

95% for 
three-class 

Ohata et al. [2] COVID 
recognition 
using images of 
chest X-ray’s 
using models 
based on transfer 
learning 

Two dataset 
samples were 
used. Both 
datasets used for 
each class were 
194 images or 
388 images for 
each dataset 

Transfer learning 
(evaluation measures 
are devised, and many 
models are compared) 

F1-score of 
98.5% 

Poulos et al. 
[3] 

Transfer 
learning along 
with CNN is 
used to 
automatically 
identify objects 
from X-ray 
images 

1427 X-ray 
photos 

Transfer learning 
with CNN 
MobileNet V2 
VGG19 
Xception 
Inception 

98.75% 
(VGG19) 
97.40% 
(MobileNet) 
86.13% 
(Inception) 
85.57 
(Xception) 

Shankar and 
Perumal [4] 

A hand-crafted 
hybrid deep 
learning 
structure for 
COVID 
recognition 
utilizing chest 
X-ray 

276 X-ray 
pictures of 
various classes 

Deep learning 
characteristics-based 
hybrid system 

97.82% 

Reshi et al. [5] CNN model for 
COVID disease 
identification 
using chest 
radiographs 

900 X-ray images 
was used 

CNN model 97.82% 

Irmak [6] Severity 
assessment of 
COVID using 
CNN model 

Total 3260 
X-rays were used 

CNN model 95.52%

(continued)
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Table 1 (continued)

Author Title Dataset Tools and technology
used

Accuracy

Das et al. [7] An ensemble 
learning using 
CNN model for 
automatic 
COVID-19 
identification 
from X-ray 
pictures 

1006 CXR 
pictures of 
several cases 

Ensemble learning 91.62% 

Singh [8] A multipurpose 
fine-tuned CNN 
model 

CT scan photos of 
COVID infected 
and uninfected 

CNN, ANN, ANFS 87.2(for CNN) 
85.6(for ANN) 
88.9(ANFS) 

Islam et al. [9] CNN-LSTM 
network to 
recognize 
coronavirus 

4575 X-ray 
scans, including 
1525 COVID-19 
X-rays 

Combined 
CNN-LSTM 

99.4% 

Podder et al. 
[10] 

An efficient 
approach to 
recognize 
COVID on chest 
X-ray pictures 
by Mask R-CNN 
method 

668 X-ray images Mask R-CNN 96.98% 

Singh et al. 
[11] 

CNN aid model 
to recognize 
COVID 

Total 600 X-rays 
were used 

CNN 86% 

Diaz-Escobar 
et al. [12] 

Deep learning 
model on 
ultrasound 
images to 
identify COVID 

202 videos and 
59 photos 

InceptionV3, 
RestNet, Xception 

89.1% inception 
v3 (best 
accuracy) 

Alazab et al. 
[13] 

Efficient model 
using deep 
learning on chest 
radiographs to 
identify COVID 

1000 X-ray 
images 

CNN (95–99)% 
F1-score range 

Ozturka et al. 
[14] 

Automatic CNN 
model on X-ray 
images to 
identify COVID 

500 images of 
pneumonia,500 
images of no 
findings and 127 
images of 
COVID were 
used 

CNN 98.08 (binary 
class) 
87.02 
(multiclass)

(continued)
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Table 1 (continued)

Author Title Dataset Tools and technology
used

Accuracy

Gianchandani 
et al. [15] 

COVID 
detection using 
ensemble 
learning using 
transfer 
learning-based 
models 

1203 images of 
each class 

Ensemble learning 97%

Fig. 2 Comparative analysis of various models used

object identification, and medical image analysis, to name some of its applications. 
The essential premise of a CNN is that it is used to draw out particular features 
from top-layer inputs and convey them down to succeeding layers for increased 
sophisticated features. A CNN is a layered model which contains diverse layers such 
as convolutional, MaxPooling, dropout layers, flatten, and fully connected output 
layers. The basic CNN model is shown in Fig. 3.

Eventually, the activation function is one of the highly crucial components of the 
model using CNN. The neuron is unable to identify the firing pattern since it does 
not comprehend how to bind to a value. As a result, every artificial neural network 
must have an activation function. They effectively decide whether a neuron should 
be activated or not. As a result, the net input’s value is restricted. Before sending 
the input to the next layer of neurons or turning it to output, we apply a nonlinear 
alteration called an activation function to it.
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Fig. 3 Basic CNN architecture (Ref. [9])

3.2 What Are LSTM Networks and How Do They Work? 

To start with, three elements influence the result of an LSTM at any given time: 

• The cell state is the network’s current long-term memory. 
• The preceding hidden state is the outcome at a prior point in time. 

Data for the real time step should be entered here. 
In LSTMs, a number of ‘gates’ hold how detail in a sequence enters, is stored in, 

and leave the network. In a conventional LSTM, three fundamental gates are there 
forget, input, and output gate. Each of these gates is a filter that is made up of a neural 
network. 

3.3 The Overall Model Suggested for COVID-19 Detection 

Making use of different three types of X-ray pictures, automatically discover COVID-
19 instances. As dataset collection is the most crucial step of any research. First of 
all, dataset need to be collected. Then, preprocessing of dataset will be done. The 
dataset collected will be splitted into training set, testing set and validation set. Them 
we need to define our various model architectures used, i.e. hybrid model (CNN-
LSTM), Xception, RestNet50, and VGG16.The hybrid architecture will be created 
by integrating CNN-LSTM networks, CNN model in this hybrid will act as feature 
extractors that enhances classification accuracy and LSTM is used to classify the 
extracted features as LSTM model has internal memory which make it capable of 
learning from critical experiences. The hybridized model for COVID diagnosis is 
shown in Fig. 4. Following layers in the network will be used to create the purposed
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Collect Dataset 

• Contain 3 
classes 

• X-ray 
Image 

Fetch Dataset and 
preprocess 

• shuffle 
• Resize(To 

Standard size 
224X224) 

• Normailize(RG 
B by / 255) 

Split the Dataset 
Collected 

• Training 
dataset 

• Testing 
dataset 

• Validation 
Dataset 

Define Architecture 
and Fine tune them 

• CNN-LSTM  
• VGG16 
• RestNet50 
• Xception  

Evaluate the 
Model,Plot 
the Results 

and compare 

Train the 
Model 

Fig. 4 Overall model suggested for COVID-19 detection 

model: convolutional layers, MaxPooling layers, dropout layer, LSTM layers, and 
dense layer and one SoftMax output layer are among convolutional layers which 
will be included in the suggested model. The mapped function is transmitted to the 
LSTM network in the last phase of the architecture to extract time information. Then, 
we need to train the model on different architectures suggested. Fine-tuning of these 
models will be done to increase accuracy and efficiency. The design classifies the 
X-ray pictures through a completely connected layer after assessing the temporal 
features to forecast whether they are included in which one of the possible three 
classes, i.e. COVID effected, normal, or pneumonia. 

4 Conclusion 

The aim of presented study was to show that by utilizing CNN, CNN-based hybrid 
models, and ensemble learning models trained on multiple chest X-ray image 
datasets, it is possible to diagnose COVID effectively and accurately. Outputs of 
the diverse datasets and models including transfer learning models were compared 
and studied so that the accuracy and results of the suggested hybridized CNN-LSTM 
model, and other architectures can be improved. The approach presented by many 
writers has some flaws. To begin with, the dataset size is tiny, and it will need to be 
enlarged. If additional X-rays will be used, this issue will be overcome. Moreover, 
COVID-19 photos with various illness symptoms are difficult to classify. Sufficient 
size dataset is unavailable due to which accuracy of the models generally suffers. 
Datasets are generally unbalanced and the quality of an image is also an issue, due 
to which preprocessing of data becomes an important step so that the accuracy and 
performance of models can be enhanced. Here, in this study, it is found that CNN 
model hybridized with other algorithms provide best results. According to this survey 
CNN_LSTM model till now provides best accuracy, which can be further improved 
using suggested model which will work on lot more dataset and will use fine-tuning 
methods and more number of LSTM layers to give better and more accurate results. 
In transfer learning models, it is found thatVGG19 performs best among Inception
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V2, Xception, Mobile Net, and RestNet50. Here, in this study, a hybrid model (CNN-
LSTM) suggested can be used with increased accuracy to label the COVID X-ray 
pictures which will overcome the above challenges faced by the authors. 

References 

1. Khan AI, Shah JL, Bhat MM (2020) CoroNet: a deep neural network for detection and diag-
nosis of COVID-19 from chest X-ray images. Comput Methods Program Biomed 196:105581. 
https://doi.org/10.1016/j.cmpb.2020.105581 

2. Ohata EF et al (2021) Automatic detection of COVID-19 infection using chest X-ray images 
through transfer learning. IEEE/CAA J Automat Sin 8(1):239–248. https://doi.org/10.1109/ 
JAS.2020.1003393 

3. Apostolopoulos ID, Mpesiana TA (2020) Covid-19: automatic detection from X-ray images 
utilizing transfer learning with convolutional neural networks. Phys Eng Sci Med 43(2):635– 
640. https://doi.org/10.1007/s13246-020-00865-4 

4. Perumal E (2021) A novel hand-crafted with deep learning features based fusion model 
for COVID-19 diagnosis and classification using chest X-ray images. Complex Intell Syst 
7(3):1277–1293. https://doi.org/10.1007/s40747-020-00216-6 

5. Reshi AA et al (2021) An efficient CNN model for COVID-19 disease detection based on 
X-ray image classification. Complexity 2021:1–12 (2021) 

6. Irmak E (2021) COVID-19 disease severity assessment using CNN model. IET Image Process 
15(8):1814–1824. https://doi.org/10.1049/ipr2.12153. 

7. Das AK, Ghosh S, Thunder S, Dutta R, Agarwal S, Chakrabarti A (2021) Automatic COVID-
19 detection from X-ray images using ensemble learning with convolutional neural network. 
Pattern Anal Appl 24(3):1111–1124. https://doi.org/10.1007/s10044-021-00970-4 

8. Singh D, Kumar V, Kaur M (2020) Classification of COVID-19 patients from chest CT images 
using multi-objective differential evolution-based convolutional neural networks, pp 1379– 
1389 

9. Islam Z, Islam M, Asraf A (2020) Informatics in medicine unlocked a combined deep CNN-
LSTM network for the detection of novel coronavirus (COVID-19) using X-ray images. Inf 
Med Unlocked 20:100412. https://doi.org/10.1016/j.imu.2020.100412 

10. Podder S, Bhattacharjee S, Roy A (2021) An efficient method of detection of COVID-19 using 
mask R-CNN on chest X-ray images. AIMS Biophys. 8(3):281–290. https://doi.org/10.3934/ 
biophy.2021022 

11. Singh S, Sapra P, Garg A, Vishwakarma DK (2021) CNN based Covid-aid: Covid 19 detection 
using chest X-ray. In: Proceedings of the 5th international conference on computing method-
ologies and communication (ICCMC 2021), pp 1791–1797. https://doi.org/10.1109/ICCMC5 
1019.2021.9418407 

12. Diaz-Escobar et al J (2021) Deep-learning based detection of COVID-19 using lung ultrasound 
imagery. PLoS ONE 16(8):1–21. https://doi.org/10.1371/journal.pone.0255886 

13. Alazab M, Awajan A, Mesleh A, Abraham A, Jatana V, Alhyari S (2020) COVID-19 prediction 
and detection using deep learning. Int J Comput Inf Syst Ind Manag Appl 12:168–181 

14. Ozturk T, Talo M, Azra E, Baran U, Yildirim O (2020) Since January 2020 Elsevier has created 
a COVID-19 resource centre with free information in English and Mandarin on the novel 
coronavirus COVID-19. The COVID-19 resource centre is hosted on Elsevier connect, the 
company’s public news and information. Comput. Biol. Med., no. January, 2020. 

15. Gianchandani N, Jaiswal A, Singh D, Kumar V, Kaur M (2020) Rapid COVID-19 diagnosis 
using ensemble deep transfer learning models from chest radiographic images. J Ambient Intell 
Hum Comput, 0123456789. https://doi.org/10.1007/s12652-020-02669-6

https://doi.org/10.1016/j.cmpb.2020.105581
https://doi.org/10.1109/JAS.2020.1003393
https://doi.org/10.1109/JAS.2020.1003393
https://doi.org/10.1007/s13246-020-00865-4
https://doi.org/10.1007/s40747-020-00216-6
https://doi.org/10.1049/ipr2.12153
https://doi.org/10.1007/s10044-021-00970-4
https://doi.org/10.1016/j.imu.2020.100412
https://doi.org/10.3934/biophy.2021022
https://doi.org/10.3934/biophy.2021022
https://doi.org/10.1109/ICCMC51019.2021.9418407
https://doi.org/10.1109/ICCMC51019.2021.9418407
https://doi.org/10.1371/journal.pone.0255886
https://doi.org/10.1007/s12652-020-02669-6


Phase Segmenting Process in Ultra-High 
Carbon Steels Using Deep Vision 
Approach 

Mohit Jain, Varnit Jain, Amitava Choudhury, and Manojit Ghosh 

Abstract Accurate segmentation of phases is an extremely crucial part of phase 
quantification and identification. In this paper, an efficient image segmentation 
process has been proposed using watershed techniques. The proposed image 
processing method has been applied to public datasets of ultra-high carbon steel 
(UHCS) scanning electron microscopy (SEM) microstructure images. The exper-
imental results clearly show the phase segmentation of images with fine, blocky 
structures, and significant foreground and background differences. The detection of 
grains appears to be credible for images with reasonable foreground and background 
differences. However, detective efficiency is relatively poor in the case of images that 
can’t differentiate between foreground and background. In most instances of compo-
sitional range, heat treatment, and magnification, the proposed image processing 
technique shows promising results in UHCS SEM images. 

Keywords Watershed · Dilation · Thresholding · Segmentation 

1 Introduction 

Humans always tend to automate their day-to-day processes. We try to engineer 
and develop certain techniques to reduce our mental as well as physical effort. 
One such innovation in this direction is the development of machine learning. The 
pioneer in machine learning, Arthur Samuel, defined it as “Field of study that gives 
computers the ability to learn without being explicitly programmed” in 1959 [1]. 
Machine learning (ML) has come a long way since it was first initiated in the mid-
50s. There has been constant development according to the requirements and needs
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of different scientific fields. ML has also found its way into metallurgy and materials 
engineering. It can be implemented to automate and predict several metallurgical 
processes. DebRoy et al. [2] implemented ML models for metal printing. Deng et al. 
[3] predicted the mechanical properties of the Cu–Al alloy. Cherian et al. [4] used  
a neural network approach to determine the materials for powder metallurgy and 
choose the process parameters. 

2 Literature Survey 

In all these examples, the common part is the microstructure analysis, post-
implementation of machine learning methods. In metallurgy and materials engi-
neering, microstructural analysis is the fundamental step for any process. One way 
of performing microstructural analysis of the metallographic sample is to segment 
the different sections of the microstructural images based on different parameters 
[5]. Machine learning can be given this task as it significantly reduces human effort 
by running multiple iterations on different inputs in a short period of time. 

In this paper, we designed and discussed a similar machine learning model that was 
developed to segment metallographic images. The input image dataset was used from 
the currently available public data for ultra-high carbon steel (UHCS). The dataset is 
publicly presented by the National Institute of Standards and Technology, US Depart-
ment of Commerce, at nist.gov. The reason for using the UHC steel dataset is that it is 
thought to have technological potential because it has been demonstrated that when 
processed to produce ultrafine ferrite grains, 0.5–2 urn, containing fine spheroidized 
cementite particles; they are not only superplastic at intermediate temperatures but 
also strong and ductile at room temperature. At low temperatures, they tend to show 
very high impact resistance. Several similar methods and models have been devel-
oped with similar intentions, but they differ from the current work in respect to the 
input dataset or the core segmentation techniques. In order to improve the perfor-
mance of the current model discussed in the paper, while developing, several details 
from previous solutions were noted and worked upon. Furthermore, the efficiency of 
this image segmentation model was made better than currently available solutions 
by introducing several layers of different algorithms for denoising the input images. 

The first step that was taken to initiate the image segmentation process was the 
conversion of the input threshold image to a binary image using the Otsu method 
[6]. After the conversion, morphological operations were performed to denoise small 
noises. Then, followed the step of removing edge-touching grains to clear the bound-
aries, and the images were converted into grayscale images. Following this, pixels 
were dilated a few times to increase the cell boundary to the background. The goal 
was to make sure what our background was. The next step involved identifying the 
foreground of the input image. After clearly separating the sure foreground and the 
sure background, the unambiguous region was included in the background. Now, 
the image has been processed and labeled using the markers. The sure regions of 
the foreground and background were assigned positive values. These values were
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assigned according to the markers. Markers were defined by clustering pixels of 
similar intensities. The undefined area was assigned the value of zero. To further 
improve the segmentation background, it was assigned a value of markers +10. The 
final segmentation of the input microstructural image was done using the watershed 
method. Finally, the markers were converted into patches to clearly segregate each 
cluster of pixels with similar intensities. 

The motivation behind such extensive research in this field is the assistance it 
brings in microstructural analysis. Post-implementation of such machine learning 
models on the input metallographic image datasets, these results can be used for 
several purposes, which include finding viable production methods, cost-saving in 
current production techniques, defect location analysis, and prediction of several 
mechanical properties of the samples. 

3 Methodology 

An image helps us to transfer information visually. Information from images is 
extracted by color difference, intensity, detection of edges. Similarly, the computer 
uses pixels to extract the information from images. Since the last decade, extracting 
visual information automatically from images is a great area for research. Currently, 
classifying and segmenting the images based on their contrast and pixels are used for 
various applications in scientific terms. Among them, image segmentation is a mostly 
studied area due to its ability to solve problems regarding microstructure and the 
scientific field [7]. According to the need of the people, image segmentation classifies 
the image in certain regions based on contrast and pixels. These image segmentation 
techniques are region based and edge detection based. Region based segments the 
image in regions of interest, and edge based identifies edges and makes boundaries 
between them. Among all the ML algorithms, in this paper, we discuss various steps 
to segment the UHCS microstructure images for their further applications. 

3.1 UHCS Microstructure Image Segmentation 

In computer vision, the microstructure in the images is seen as a 2D matrix of 
pixels. In image segmentation, microstructures are partitioned on basis of different 
pixels also known as superpixels. In this work, for phase segmentation of UHCS 
microstructures, several steps of image processing have been implemented which 
ended with the watershed image segmentation technique. The overall diagram of the 
image processing technique used for segmentation is shown in Fig. 1. SEM image 
with (l = [x, y, r]) under secondary electron (SE) mode was acquired in gray scale, 
with x representing width, y representing height, and r representing 0–255 for the 
phase segmentation. Then, the acquired microstructure images were subjected to 
Otsu thresholding.
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Fig. 1 Flow diagram of image segmentation using ML 

3.2 Otsu Thresholding 

Otsu thresholding has been done on UHCS grayscale SEM images [6]. It is a method 
that uses the sum of two classes’ variances to minimize intra-class variance. Descrip-
tive statistics are performed using a criterion function as a measure of statistical sepa-
ration. A modified between-class variance-maximizing criterion that is analogous to 
maximizing the usual between-class variance is proposed for segmenting images. In 
addition, a recursive algorithm is developed to efficiently find the optimal threshold 
based on the new criterion. During the processing of images, it is often necessary to 
convert grayscale images to monochrome. In Otsu’s method, a grayscale image is 
automatically reduced into a binary or threshold image based on clustering methods. 

3.3 Removing Edge Touching Grains and Dilation 

After Otsu thresholding, edge touching grains were removed. Grains touching each 
other should be removed for denoising the microstructure images. Before using it, 
some morphological operations were done to remove small noise. In this technique, 
we used the scikit image library to clear the borders of the grains. After removing 
the edges, the dilation algorithm has been applied for image segmentation. Dilation 
is an operation of increasing the size of white pixels in a binary image [8]. Dilation 
adds pixels to the boundaries of objects in an image. The number of pixels that we 
add or remove from an object in an image depends on the element chosen to process 
the image. 

3.4 Identifying Foreground and Background 

The area between sure background and foreground is our ambiguous area. Further, 
we used the watershed technique to find this area for us [9]. While applying distance 
transform, we assigned the grains their distances from the closest 0 value (boundary). 
Distance transform started at 1/2 which is its maximum value. Later, we realized that



Phase Segmenting Process in Ultra-High Carbon Steels … 189

0.25 maximum value will not separate the grains, and a high value like 0.7 will not 
be recognized by some grains. So, 0.5 seems to be a good compromise. 

3.5 Labeling Using Markers and Applying Watershed 
Technique 

In this step, we created a marker and labeled the regions inside. For sure regions, 
both background and foreground were labeled with 0. While using markers, we used 
connected components. Connected components labeling scans an image and groups 
its pixels into components based on pixel connectivity, i.e., all pixels in a connected 
component share similar pixel intensity value and are in some way connected [10–12]. 
The watershed technique is a region-based technique that uses image morphology [9]. 
It requires the selection of at least one marker to each object of image and background 
as a distinct object. After applying this technique, we converted the image to RGB. 
In this paper, we applied all these steps to several UHCS microstructure images, and 
the results are discussed in later sections. 

4 Results and Discussions 

The purpose of this metallographic image segmentation model was achieved on 
several grayscale SEM images from the input dataset. The above discussed algorithms 
of Otsu thresholding, eroding, dilation, and watershed techniques were applied to 
the input images in a systematic manner to achieve the most efficient results. The test 
samples were randomly selected based on the visible difference in contrast between 
the foreground and background of the image. Images with a very slight difference in 
contrast can mislead the algorithm. Thus, selecting the proper input image is a very 
crucial step. Tests were performed on different types of sample images. These images 
have very light foreground and background, very dark background and foreground, 
and very contrasting foreground and background. Out of all these tests, the best results 
were achieved in images having a high contrasting difference in their foreground and 
background. For images with similar contrasts in the foreground and background, 
several different image segmentation methods are under research and development 
(Fig. 2).

Original grayscale images were taken and processed using Otsu thresholding. 
These thresholded pixels were assigned the value of 255. This helped in the clear 
differentiation of foreground and background. After thresholding, morphological 
operations were done to reduce the small noises in the image following the removal 
of edge-touching grains, which made the process more efficient. After denoising the 
image, we needed to clearly separate the background and foreground. To achieve 
this eroding, dilation and distance transformation was applied (Fig. 3).
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Fig. 2 Left-side image is input image, and the right side represents Otsu thresholded image

Fig. 3 Left: foreground separated image, middle: segmented image after applying markers, right: 
final output image after applying watershed technique 

After separation, the distance transformed image was again thresholded. 
Following that, clusters of pixels with similar intensities were produced, thus 
reducing unambiguous regions. As soon as we had the sure images, we moved ahead 
with the implementation of the markers and watershed technique. Thus, we finally 
get our desired output segmented metallographic image. As evident from the above 
discussion and results, the model works well to some extent with images having 
light contrast but does not provide a clear solution for images with high contrast. 
The model works efficiently for grayscale SEM images with fine-phase separation 
and varying contrast in the foreground and background. Much research is needed to 
find a proper solution for image segmentation of high and light-contrast grayscale 
images. 

5 Conclusion 

The proposed machine learning model was successful in finding a viable solution 
for image segmentation of grayscale SEM metallographic image samples. Further 
ahead, this model can be the basis for quantification of segmented images, which 
can help in the calculation of several mechanical properties, such as grain size and 
grain boundaries. Improvements are required in the part of phase separation. Though 
the model seems to work efficiently with just a little tuning up of similar contrast
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input images, the model can be customized further by the development of algorithms 
according to the requirements of experiments. 
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Deep Learning Architectures Applied 
on Arabic-Adapted Scripts: A Review 

Maajid Bashir, Vishal Goyal, and Kaiser J. Giri 

Abstract In recent years, machine learning algorithms have been replaced by deep 
learning in various fields such as computer vision, machine translation, natural lan-
guage processing, and speech recognition. Deep learning methods in recent times 
have been extremely successful in developing optical character recognition systems. 
Deep learning methods can learn directly from raw data. Therefore, they can be 
perfectly applied for recognition of text from images. Notably, convolutional neural 
networks and recurrent neural networks are significantly employed for text recogni-
tion and word spotting. In this article, the most important techniques of deep learning 
used in the recognition Arabic-adapted scripts such as Urdu, Arabic, and Pashto have 
been summarized and compared. 

Keywords Arabic script · Character recognition · Convolutional neural 
networks · Pashto script · Reinforcement learning · Urdu script 

1 Introduction 

Optical character recognition has witnessed considerable progress over the years; 
due to incredible improvement in the computational intelligence algorithms, recog-
nition of characters aims to imitate human reading ability, with the human accuracy at 
extremely higher speed. Optical character recognition is an application of an image 
analysis and machine vision, which recognizes characters on a scanned image or 
handwritten document. It is a method of digitizing text so that it can be electroni-
cally stored and searched more compactly. The OCR application takes an image of 
text as input and converts it into plain text. Many businesses have seen that OCR 
systems have proved extremely beneficial and allow vast amounts of documents to be 
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digitalized automatically. The technology has progressed in converting and decod-
ing of images in real time using mobiles, laptops, etc. OCR has been a widespread 
multi-lingual field for many decades. OCR is widely divided into two types offline 
character and online character recognition [42]. The first one deals with the images 
that are typically scanned or captured by the camera. While in the lateral hand-
writing is recorded as a sequence of time. In this, handwriting of the individual is 
recorded directly while writing on a digital surface using some input device like 
light pen [42]. Deep learning techniques for character recognition outperform most 
conventional machine learning strategies, according to recent OCR literature. 

Deep learning is a recently developed area of machine learning, which aims to 
use hierarchy knowledge in learning high-level data abstractions. The rise of deep 
learning owes to the availability of large scale of data, low-cost computing power, 
and improvements in machine learning algorithms [18]. Deep learning tries to learn 
features from the raw data itself, rather than by doing feature engineering as in done 
in conventional machine learning techniques [25]. Moreover, deep learning models 
are trained rather than programmed and require less expert analysis [38]. With the 
arrival of deep learning, a huge impact has been made on conventional artificial 
algorithms such as natural language processing [23], character recognition [22, 46], 
object detection [26], transfer learning [12, 43], semantic segmentation [37], and 
speech recognition [27]. 

Different categories of deep learning techniques are depicted in Fig. 1. 
This work explores different deep learning techniques used in recognition of 

Arabic-adapted scripts like Urdu and Pashto. While most of the research is conducted 
by using LSTM and CNN networks. The latest research also employs state-of-the-
art technology, such as embedded attributes, attention mechanism, and reinforce-
ment learning. Besides, some researchers have used unsupervised learning methods 
because of non-availability of labeled data. The structure of this paper is as:

• Sections 2–4 present the various state-of-art works done in Arabic, Urdu, and 
Pashto scripts.

• In the end, conclusion is presented in Sect. 5. 

2 Deep Learning Applied on Arabic Scripts 

Arabic text recognition is considered as challenging task in comparison with the Latin 
script. Problem arises due the highly cursive nature of Arabic script, occurrence of 
diagonal strokes, diacritics, overlapping between characters and ligatures, filled loops 
and change of shape of character in accordance with the position within the ligature.
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Fig. 1 Various deep learning methods 

2.1 Convolutional Neural Networks (CNNs) 

The authors [40] have used CNN along SVM with RBF kernel. The authors have 
claimed that using drop out technique for fully connected layers prevents over fitting. 
Drop out is done by randomly deactivating some of the hidden units during forward 
pass. For each batch of training sample, different set of units are selected for dropout. 
In this study, HACDB [24] and IFN/ENIT dataset have been used. To increase the size 
of dataset, a technique proposed by Simard et al. [45] has been used. The proposed 
system has reached a 5.83% error rate which was 0.76% less than the one without 
dropouts. 

The researchers are considerably utilizing the use of CNNs with embedded 
attributes. In [40], the author presented the transcription of word images using N-
Gram attribute representation instead of word labels. The pyramid histogram of 
characters (PHOC) encoding has been used to learn word image rather than labeling 
of class. Transcription of input images is done in 5 levels using PHOC. VGG [46] 
is used to learn attributes of the input image. The features obtained from the last 
layer of VGG are mapped to a common linear subspace using conical correlation 
analysis (CCA) [49]. Authors have modified VGG by replacing last layers with the 
fully connected layers representing features for the above-stated layers of n-gram. 
One of the issues of VGG is that a fixed size of 224× 224 image input is required. 
So, before passing image to the first layer of the VGG network, it is to be resized. 
Resizing an image may lead to image distortion or important information within the 
image may be lost.
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2.2 Connectionist Temporal Classification (CTC) with LSTM 

Graves and Schmidhuber [16] were the pioneers in introducing deep learning meth-
ods to automatic transcription of written text. In conventional methods, this pro-
cess had to be done in two phases (1) extraction of features which required both 
domain knowledge and human skills (2) use of sequential models such as HMM for 
sequences. Some characters cannot be even be identifiable by the people because of 
poor handwritten text. HMM, due to its context modeling ability, has shown great 
success in handwriting recognition. The long short-term memory (LSTM) plays the 
role of HMM in deep learning. This is various the authors suggest to use MDLSTM 
with RNN along with CTC as output layer for sequential tasks. Since the RNNs suf-
fer from the disadvantage of vanishing gradient problem, long-term dependencies 
cannot be dealt with by the recurrent neural networks and can therefore not store 
long-range context. The LSTM cells in RNNs are used to solve this problem. One 
advantage using CTC is that segmentation is not required for classification of text 
lines from the sequence. Segmentation process for Arabic-adopted scripts is chal-
lenging and error-prone job. Without prior segmentation, the CTC layer is able to 
decode the information. For the test images, the CTC layer predicts transcription 
during the recognition phase. Using Levenstein edit distance, the ground truth is 
mapped with the output transcriptions [30]. The system was tested on the IFN/ENIT 
[39] dataset. The authors claim an accuracy of 91.4%. In another study [41], train-
ing was done on popular dataset named as Arabic Printed Text Image (APTI) [47]. 
APTI dataset has low resolution images. Besides, the presence of noise and tiny fonts 
often makes it more difficult. Normalization has been done for the images having 
multi-font sizes. MDLSTM is fed with small block of pixels of images. The output 
of MDLSTM was given to CTC having output units of 120. Images with different 
font and size were trained on 15 different models for recognition; a model selection 
system is proposed to select an appropriate classifier for the test image. For height 
of a image, authors have identified different thresholds. If the test image falls below 
a certain threshold, it is resized to a specific height and is fed to one of the 15 mod-
els for classification. In [47], the authors have created a dictionary-based bigram 
language model from the transcripts of the database. The recognition mechanism 
consists of a network of BLSTM along with the CTC 160 output layers for different 
Arabic characters. Recognition rate of 52% is obtained as the model was trained 
only on 11% of dataset. For that very same job, the authors also use an HMM recog-
nition algorithm and found that BLSTM preformed better the HMM. In [31] have  
compared sate-of-art hand-crafted features (Concavity features, distribution features, 
and LGH) for recognition of handwriting in which features are automatically learned 
by MDLSTM. Besides authors have also used LSTM which was fed with features 
of image in frame wise. CTC layer has been used for transcription. The authors 
have recorded that MDLSTM surpasses LSTM by .3%. In [50], it is claimed that 
normalizing an input image before passing it to an LSTM for feature leaning can 
make recognition accuracy of LSTM at par with the MDLSTM. They associate their 
research with [11] and demonstrate substantial progress. The authors use the center-
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normalize method to normalize the input image which has been introduced in [30]. 
Another work [28] implements MDLSTM with CTC for recognition of text from 
segmented lines of KHATT dataset [29]. In [21], segmentation-free approach has 
been used on KHATT dataset. The key contribution they make is to fix or correct the 
out of vocabulary (OOV) words that are found in the output. The proposed network 
has five convolutional and MDLSTM layers followed by a combination of CTC and 
weighted finite-state transducer (WFST) to turn the output into words or morphemes. 

2.3 Attention Mechanism and Reinforcement Learning 
with LSTM 

In [17], authors claim of introducing reinforcement learning for the first time for 
recognition of handwritten text. CNN has been used for feature extraction and make 
use of sequence to sequence procedure for recognition of handwritten lines of text. 
Policy network has been used to incorporate reinforcement learning which has been 
trained to optimally choose best context length from variety of context lengths. The 
attention module then attends to this new environment context records it and encodes 
it into local context. LSTM has been used for implementing encoders and decoders. 

2.4 Unsupervised Methods 

In these type of methods model is trained on unlabeled data. The algorithm on its 
own learns patterns without human guidance. Initial works were primarily using deep 
belief networks and convolutional deep belief networks for feature extraction like 
CNN’s. The significance of using DBNs and CDBNs is that being generative model 
they can extract features from unlabeled data. In study [14], DBNs and CDBNs 
have been used for feature extraction of Arabic characters and recognition of words 
from the datasets HACDB [24] and IFN/ENIT [39], respectively. In ongoing work 
[15], they tested two common regularization techniques: dropout and drop connect, 
on DBN. The error rate is reduced to 1.37% by using drop connect, while with 
dropout, it was reduced to 0.91%. Sadly, generative unsupervised algorithms like 
DBNs and CDBNs could not make popularity in character recognition because of 
low performance as compared to supervised methods. Since 2013, GANS [15] have  
gained rising popularity in generating images that look real images. They are gaining 
popularity for low resource languages where little datasets are available. Besides, 
GANs are showing good performance in other computer vision tasks such as hand 
pose data generation [44]. In document analysis, the generator analyzes an unfamiliar 
image (noise) to create something identical image (fake image). The discriminator 
tries to learn difference between real and the fake image created by the generator by 
computing the probabilities. This learning process continues till the discriminator is
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Table 1 Summary of deep learning applied on Arabic language 

References Approach Dataset Accuracy (%) 

Graves et al. [16] MDLSTM+CT IFN/ENIT 91.4 

Ahmad et al. [7] MDLSTM+CTC KHATT 80.92 

Barakat et al. [20] CNN + Siamese VML 62 

Yousefi et al. [50] LSTM + CTC IFN/ENIT 87.6 

Jemni et al. [21] MDLSTM+CTC KHATT 80.92 

Ellech [13] CNN IF/ENIT 52 

Alonso et al. [10] GAN OpenHart – 

Poznanski et al. [40] VGG and PHOC 
Embedding 

IFN/ENIT 96.76 

Rashid et al. [41] MDLSTM + CTC APTI 99 

Gui et al.  [17] LSTM+CNN+Attention 
+Reinforcement 

KHATT 93.07 

Morillot et al. [31] BLSTM+CTC OpenHart 52 

not able to differentiate between real and fake images. In [10], Arabic words were 
generated using GANS from Open Hart dataset. Table 1 provides summary of deep 
learning applied on Arabic language 

3 Deep Learning Applied on Urdu 

Urdu extends Arabic-adapted script by having 11 characters more than Arabic script. 
It consists of 39 characters that are written from right to left direction. The summary 
of deep learning applied for Urdu script is given as follows. 

3.1 Convolutional Neural Networks with MDLSTM 

Various researchers are using convolutional neural networks for generating features 
from images. In [34], authors have used convolutional recursive approach for gen-
erating features from the images of text lines that are fed to the MDLSTM layer for 
classification. The reason for using MDLSTM for classification is because of the 
study [49] that claimed that CNNs are good at extracting optimized features but not 
good at classification. They trained the CNN on MNIST dataset instead of arbitrarily 
initializing the filters of CNN. The feature vector obtained from CNN is fed to the 
MDLSTM along with its ground truth. CTC is employed as an output layer. The 
authors claim an accuracy of 98.12% on UTPI dataset.
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3.2 BLSTM with MDLSTM 

Combination of RNN and BLSTM along with CTC output layer has been exten-
sively carried out by various researchers on different datasets. In [1], authors have 
segmented text lines of UTPI dataset into ligatures by their proposed segmentation 
algorithm [2]. The ligatures along with their labels are fed to GBLSTM. The proposed 
model uses an ReLU activation function for hidden layers while for softmax has been 
used for output layer. This study has used gated BLSTM to filter the signals from 
forward pass to backward. In a related study [19], CNN has been used for extraction 
of features from ligatures obtained from the Urdu text book. In [48], the authors 
have employed BLSTM network along with CTC output layer for recognition of 
Urdu characters. The model was trained on UPTI database containing synthetically 
generated images of Urdu text. In [9], authors have performed character recognition 
on 1D LSTM RNNs on their own created dataset UNHD thereby achieving an error 
rate of 7.9%. In a similar type of study [8], BLSTM along with CTC output layer 
has been implemented by using Urdu dataset named Urdu jang. The authors claim 
to achieve recognition rate of 88.94%. In [35], authors have used statistical features 
for printed text line recognition instead of raw pixels. The proposed model has been 
implemented using BLSTM RNN classifier with CTC loss function. Continuing their 
studies [36] implemented BLSTM with CTC. Before giving an input to the proposed 
model, text line images were normalized to the height of 48 pixels. Sliding window 
has been used for scanning text line image. Features were extracted as frame wise. 
These feature vectors are then fed to proposed network along with the ground truth 
of text line image. Another version of the work referred to above is presented in [33]. 
Here, instead of BLSTM, MDLSTM has been used that scans the image in all four 
directions. The authors claim that using MDLSTM will remove the recognition error 
caused by the Urdu Nastaleeq script’s diagonal design. In [32], authors have tested 
zoning features on UPTI dataset. 

4 Deep Learning Applied on Pashto 

Pashto is the official language of Afghanistan. Moreover it is also spoken in Khyber 
Pakhtunkhwa province of Pakistan. Alphabet set of Pashto script is composed of 
total of 44 characters and 3 diacritics [6]. The Pashto script has 28 characters from 
the Arabic script and 3 characters from. Sadly, little work has been done in the 
recognition of Pashto script using deep learning. The detailed summary of works 
done for recognition of Pashto script using deep learning is given below.
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Table 2 Summary of deep learning applied on Urdu and Phasto 

References Approach Dataset Accuracy (%) 

Ahmed et al. [9] MDRNN + LSTM UNHD 82.07 

Naz et al. [35] MDRNN + LSTM UPTI 96.4 

Naz et al. [33] 2DLSTM UPTI 93.38 

Naz et al. [36] CNN + MDLSTM UPTI 98.112 

Rashid et al. MDLSTM APTI 99 

Nazwa et al. [35] CNN UPTI 95 

Ahmad et al. [5] MDLSTM + CTC KHATT 80.02 

Ul Hassan et al. [48] BLSTM UPTI 94.95 

Ahmed et al. [1] BLSTM UNDHT 94 

Ahmad et al. [4] BMDLSTM +CTC KPTI 90.78 

Ahmad et al. [3] MDLSTM+SIFT 
Features 

FAST-NU 98.9 

4.1 MDLSTM with CTC 

In [3], FAST-NU dataset consisting originally of 40,000 images with 1000 ligatures 
has been extended 48,000 images. For recognition of images, they have used three 
models, namely HMM-based model, scale invariant feature transform (SIFT) and 
MDLSTM-based model. The MDLSTM surpasses all two models by achieving an 
accuracy rate of 98.9%. In another related study [4], a dataset named as KPIT con-
taining Pashto text has been developed from various newspapers, poetry, novels, 
religious books, etc., of Pashto language. Text lines were obtained by segmentation, 
and transcription was done using UTF8 encoding. KPIT dataset contains 17,015 
images of text line. The authors have developed their model using BLSTM and 
MDLSTM classifiers. CTC output layer of both the models contains 97 units. The 
authors claim that MDLSTM works better in recognition of Pashto characters by 
giving character error rate 9.2% on non-normalized and 9.33% on normalized data. 
Table 2 provides a summary of the study on the Urdu and Pashto scripts. 

5 Conclusion 

This study explores a description of the existing state of text review study utilizing 
deep learning algorithms and techniques. The relevance and benefits of deep learning 
over conventional machine learning are first explored. Following that, it offers a 
short summary of noteworthy works in Arabic, Pashto, and Urdu. In various ways 
of life, character recognition can make a great progress and efficient management, 
including the business intelligence, digitization, and literature preservation. This
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study will provide a base for researchers who want to research in recognition of 
Arabic-adapted scripts. 
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A Novel Encryption Technique 
for Security of IoT-Based Educational 
Portals 

Mukesh Sharma and Vikram Singh 

Abstract Connected devices are known as Internet of Things (IoT) gadgets because 
they are able to communicate with other IoT gadgets and systems over the Internet or 
other communication networks. An IoT security system protects Internet devices and 
networks they link to against attacks and breaches by guarding, detecting, monitoring, 
and fixing vulnerabilities from various devices that might pose security concerns 
to your company. The discipline of IoT security is what makes your IoT systems 
secure. Security solutions for IoT guard against attacks and breaches, detect and 
monitor risks, and assist in patching any holes that may have been introduced. The 
availability, integrity, and confidentiality of your IoT solution are all ensured by IoT 
security. Mobile devices and IoT are making it possible for educational institutions 
to increase campus security, monitor critical resources, and provide students with 
easier access to information. Teachers may also employ this technology to build 
“smart lesson plans,” as opposed to the standard boring plans of the past. Using IoT 
to secure the education sector from cyberattacks is one of the recommended methods 
in this paper. A comparison study of existing research to suggested research on the 
basis of security, dependability, and performance characteristics is being carried out. 

Keywords IoT · Online education system · Security · Compression 

1 Introduction 

IoT fundamentals and advanced concepts are taught in this course. Our IoT course 
may assist both novices and experts alike. IoT is a term used to describe Internet-
enabled access and control of everyday devices. This tutorial has all you need to 
know about IoT, from the basics to the more advanced concerns like biometrics and 
security cameras to the devices themselves. Through the integration of the physical 
and digital worlds, the IoT makes humans wiser, from smart classroom blackboards
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to medical devices that can spot Parkinson’s disease. In addition to your house, the 
Internet of Things is being used in almost every aspect of daily. 

1.1 IoT 

As a result, they are no longer baffled by IoT. In recent years, technology has been 
gently but surely influencing our future. IoT can help us lead a more efficient and 
connected existence while lowering the risk of human error. In this course, you 
will learn about both basic and sophisticated IoT topics. Our IoT lesson [1] is suit-
able for both novices and specialists. Equipment and gadgets that can be controlled 
through the Internet are referred to as IoT devices. Everything from the foundations to 
more sophisticated issues like biometrics and security cameras to the actual devices 
themselves [2] is covered in our lesson on the Internet of Things. 

1.2 Applications of IoT 

They can now keep in contact with loved ones all around the globe through computers 
and cell phones, thanks to a game-changing innovation [3]. An IoT-enabled network 
enables devices to communicate with one other by detecting, controlling, and 
exchanging data [4]. 

1.3 Online Education System 

As of Dec. 31, 2019, the World Health Organization was told by Chinese authorities of 
pneumonia cases in Wuhan City, Hubei province, China, which had an unknown aeti-
ology [5]. The origins of the illness, formerly known as 2019-nCoV, were unknown. 
Since the beginning of January 2020, China has seen a total of 44 suspected instances 
of this strange illness. There are [4, 6] the Huanan seafood market, which has since 
been shut down by authorities, has been connected to a pneumonia-like illness in a 
number of individuals. A new type of coronavirus found in China was the cause of 
the epidemic, according to the CDC [7]. 

1.4 Online Education Resources 

There are a wide range of materials accessible to help one learn and grow. Expanding 
one’s educational horizons [8] while still keeping a full-time job is possible with
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online programmed. If you want to work in IT, you may take online courses in 
coding and programming or marketing [9]. 

1.5 Online Education Future 

The notion of education has developed during the last several years. Virtual class-
rooms have replaced classrooms of the past. Learning new skills and taking courses 
does not need the use of traditional or conventional classrooms. It is now simpler than 
ever to learn anything from any place thanks to new technologies and the Internet’s 
vast database. 

2 Literature Review 

Wang et al. [1] were expected to provide an overview of the current status of IoT 
research and practice [1]. Harmon et al. [2] reviewed innovation in IT-enabled 
services will thrive in a “smart city.” As a result of the application of information 
technology by municipal service providers and their customers, the quality of life in 
the city has been able to be improved for everyone [2]. Abomhara and Køien [10] 
connected to the Internet of Things (IoT) are fast becoming commonplace, as are 
the services that go along with them [10]. Mahmoud et al. [11] presented study and 
analysis included the current state of IoT security and issues that people have with 
it [11]. Nurse et al. [12] introduced the invention of the Internet, IoT has been one 
of most disruptive technological trends [12]. Mandula et al. [13] did IoT which may 
be utilized to implement smart horn automation utilizing an Arduino board and an 
Android mobile app were explained by him [13]. Andrea et al. [14] reviewed in the  
1990s as a concept for linking various electronic items via a range of technologies, 
and IoT has received considerable attention [14]. Wang et al. [15] published Tewari 
and Gupta have suggested ultra-lightweight system for RFID tag mutual authen-
tication in IoT contexts [15]. Azmoodeh et al. [5] introduced smart phones with 
larger computing capabilities are more likely to be targeted by ransom ware writers 
in IoT architecture, such as android devices [5]. Awan et al. [4] reviewed compu-
tationally demanding tasks may now be performed on resource-constrained client 
devices thanks to the explosive expansion of computational clouds [4]. Gundu et al. 
[16] presented according for both it and non-it professionals, and cloud computing 
is a hot topic right now. It is based on a pay-per-use service concept [16]. Jiang and 
Li [7] presented the invention and extensive use of Internet technology, and online 
education has been increasing quickly [7].
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3 Problem Statement 

There have been various studies in the areas of IoT, security, and education, but none 
of them looked at classical cryptographic procedures. However, there are various 
studies on the educational system. However, those studies did not yield a practical 
answer. These efforts have shown limited results; therefore, systems that make use 
of IoT are required to improve the security of the educational system. 

3.1 Research Objectives 

1. To study the existing techniques and solutions in the area of security of IoT-based 
educational portals. 

2. To study the factors influencing security of IoT and its performance in context 
of IoT-based educational portals. 

3. To propose a novel encryption technique to secure IoT infrastructure and 
teaching–learning material of educational portals. 

4. To perform the comparative analysis of proposed security technique with existing 
security mechanisms for educational portals. 

4 Proposed Work 

The proposed research focuses on data security and compression using encryption 
and compression techniques to increase the security of system with time saving 
environment. A client–server environment must be constructed in order to test the 
suggested technique. Before sending the instructional data to the client, the server 
compresses it. The proposed work’s content has been encoded by XOR algorithm 
and also used at receiver end to decoding. Simulators are written in the MATLAB 
(Matrix Lab) programming language. The instructional content is classified as D 
by the process flow. The next step is to burn compressed data CDs. The encryption 
mechanism is then applied. After CDE has encrypted the data, it is delivered to 
the receiving client. Decrypting and decompressing are two methods for recovering 
instructional data. 

4.1 Internal Working of Proposed Work 

In this section, a big packet is compressed and the contents are safeguarded using an 
XOR-based encryption technique (Fig. 1).
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Fig. 1 Process flow of proposed work 

5 Result and Discussion 

The transmitter and receiver modules were built using Java as the programming 
language. The simulation compares the time necessary for the previous work and the 
suggested work using a configurable number of packets. Simulations were carried 
out in a MATLAB environment. 

5.1 Simulation for Time/Error/Packet Size 

The time it takes for a data packet to travel between a sender, and a recipient is taken 
into account.
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Time Consumption 

Figure 2 shows that the proposed system is faster than previous RSA implementations 
that utilized RSA cryptography. The proposed approach, which takes use of exclusive 
order throughout the encryption process, has been used to encrypt compressed data. 
Prior research, on the other hand, used the RSA and AES encryption techniques, 
which took longer to encrypt data. Furthermore, previous research did not compress 
the material prior to transmission. Because the data packets are smaller, processing 
time is lowered dramatically when compared to earlier methods (Table 1). 

Error Rate 

There is a chance that data transfer problems will occur. However, if the packet size is 
reduced and the packet is kept on the network for a shorter period of time, the chances
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Fig. 2 Comparison of time taken during transmission 

Table 1 Comparative analysis of Time consumption 

Number of packet RSA AES Proposed work 

10 0.7 0.5 0.4 

20 1.6 1.2 0.4 

30 1.9 1.5 1.2 

40 2.2 2.0 1.8 

50 3.9 2.8 1.4 

60 4.3 4.2 3.5 
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of a mistake are reduced. Because the replacement procedure shortens the string, the 
chances of making a mistake are reduced. However, previous investigations found 
that the RSA and AES techniques did not reduce the size of packets. As a result, the 
current study may lessen the risk of error. The error rates of previous RSA and AES 
work are compared to those of the proposed work in Fig. 3 (Table 2). 

Packet Size 

In the suggested work, the content length has been lowered; hence, the size of the 
packet has been reduced. As a result, current research is enabling for smaller data 
packets than in the past. Previous study that used RSA and AES encryption did not 
reduce the amount of data it took to analyze. Using the suggested methodology, we 
have conducted a size comparison of packets using RSA and AES encryption (Table 
3 and Fig. 4).
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Fig. 3 Comparison of error rates 

Table 2 Comparative analysis of error rate 

Number of packet RSA AES Proposed work 

10 0.5 0.4 0.2 

20 1.2 1.0 0.1 

30 1.4 0.9 1.6 

40 1.8 1.1 0.9 

50 3.8 2.8 2.0 

60 4.0 3.6 3.3 
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Table 3 Comparative analysis of packet size 

Number of packet RSA AES Proposed work 

10 5 3 1 

20 9 8 5 

30 17 15 9 

40 23 19 13 

50 27 24 16 

60 38 32 22 

10 15 20 25 30 35 40 45 50 55 60 
0 

5 

10 

15 

20 

25 

30 

35 

40 

Number of packets 

Pa
ck

et
 S

iz
e 

Comparative analysis of Packet size 

RSA 
AES 
Proposed work 

Fig. 4 Comparison of packet size 

5.2 MATLAB Simulation for Comparative Analysis 
of Security 

A study of how proposed modifications may affect security is shown below. If more 
assaults are launched, the proposed solution will impact fewer packets. In earlier 
studies, AES encryption was proved to be better to RSA. 

Man-In-The-Middle 

In the case of RSA, AES, and suggested work in the event of these attacks, the 
influence on the packet is given below (Table 4 and Fig. 5).
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Table 4 Comparative analysis of man-in-the-middle attack 

Number of attack RSA AES Proposed work 

10 8 7 3 

20 12 10 5 

30 19 13 8 

40 24 16 14 

50 28 24 13 

60 31 29 16 
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Fig. 5 Comparative analysis of man-in-the-middle attack 

Access Violation 

Each session will require a user-defined port and security key as part of the proposed 
work. As a result, there are no access violations in the proposed project. Figure 6 
shows the access violation comparison for RSA, AES cryptography, and proposed 
work (Table 5).

6 Conclusion 

In the integrated approach, it was discovered that the content replacement mecha-
nism lowered data packet size while the XOR process enhanced encryption security. 
Simulations reveal that the recommended cloud-based teaching solution outperforms 
traditional teaching approaches. The data is decrypted and uncompressed by the
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Fig. 6 Comparative analysis of access violation 

Table 5 Comparative analysis of access violation 

Number of attack RSA AES Proposed work 

10 8.8 7.2 4.4 

20 13.3 11.4 7.1 

30 20.9 15.3 9.8 

40 26.2 18.2 13.2 

50 29.7 24.8 15.6 

60 33.9 32.3 16.5

receiver. Because the amount of data being delivered is reduced, error rates and delays 
are no longer an issue. Furthermore, the number of packets dropped decreases. The 
proposed solution is more resistant to a wide range of attacks than existing security 
methods, including man-in-the-middle, denial of service, and brute force. 

7 Future Scope 

It is possible that future research may provide a more effective compression process. 
Future studies may find ways to make systems even more secure. Advanced cloud
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services and optimization algorithms may be used in the future research to improve 
its reliability in remote learning. 
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Graph Database System for COVID-19 
Vaccine Supply 

Rishi Desai, Naman Lad, Apoorva Ambulgekar, Chetashri Bhadane, 
and Deepika Dongre 

Abstract The COVID-19 virus has been spreading at an alarming rate causing life-
threatening conditions in many human beings. Since vaccines to prevent this disease 
have been allowed for public usage, it has become extremely important to quickly 
immunize people to prevent fatalities, which subsequently implies the necessity of 
an efficient vaccine supply system. In any supply system, technology can enable the 
transfer and processing of large amounts of data in a quick and secure manner, for 
all entities involved in the process. It is useful for planning, execution, and analysis. 
It is helpful for tracking and real-time updates so that the journey of a commodity 
to be supplied is known to all entities at any given time, and this can be useful to 
catch any faults or for improving the process. The vaccines often need to be supplied 
over long distances and thus, there is an evident need to have a database system to 
model the supply of these vaccines effectively. For this, relational databases have 
been used for a long time to create a structured and well-defined model. However, 
when it comes to efficiency and flexibility, modern technology like graph databases 
can be a better fit while still keeping the structure of data in mind. In this paper, we 
propose a graph database system for the supply of COVID-19 vaccines and describe 
its advantages when compared to a traditional relational database system. 
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1 Introduction 

The genetic sequence of SARS-CoV-2, the coronavirus that causes COVID-19, was 
published on 11 January 2020, triggering intense global R&D activity to develop a 
vaccine against the disease [1]. The surge in demand for vaccines requires robust 
data modeling techniques to support and maintain the whole procedure of vaccine 
production to the distribution and vaccination of patients. Relational databases have 
been around for many decades and are the database technology of choice for most 
traditional data-intensive storage and retrieval applications, and relational database 
systems are generally efficient unless the data contains many relationships requiring 
joins of large tables [2]. Foreign keys need to be stored in many tables, and the B-tree 
used for indexing in relational databases needs to be traversed for every join on every 
table involved. Improper modeling of data can easily lead to full table scans too even 
when avoidable. All this only further deteriorates with an increase in the size of data. 
We can reduce this computation time by using a graph database since this eliminates 
the need for join operations. In a growing number of use cases, the use of relational 
databases met pitfalls because of both problems and gaps in data modeling, as well 
as horizontal scalability constraints, distributed across multiple servers, and large 
data volumes [3]. 

A graph is a data structure composed of edges and vertices [4]. Relationships are 
first-class citizens of the graph data model, and the performance of graph databases 
remains relatively constant, even as the dataset gets bigger [5]. This is because queries 
are localized to a portion of the graph, and hence, the execution time for each query 
is proportional only to the size of the part of the graph traversed to satisfy that 
query, rather than the size of the overall graph [5]. Graph databases really shine 
when working in areas where information about data inter-connectivity or topology 
is important, so in such applications, the relations between data and the data itself are 
usually at the same level [6]. Due to the nature of supply chains, which are inherently 
graphs or network structures, graph databases are more suitable to monitor, maintain, 
and model supply chain problems [7]. 

In this paper, our contributions can be summed up as follows: We develop and 
simulate a novel COVID-19 vaccine supply model taking inspiration from prior 
approaches. We try to make it as realistic as possible by including factors such as 
temperature to be maintained, etc. We employ relational database and graph database 
to develop the data management system required to manage the model developed. We 
then provide a comparison between the two databases for the said task and based on 
the findings, assert that graph databases exhibit considerably superior performance 
than their counterparts in situations as the one considered.
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2 Literature Survey 

Vicknair et al. [2] have performed an in-depth performance analysis of relational 
databases and graph databases. Although both of them performed at acceptable rates, 
they found graph databases to have an upper hand for structural type queries and 
a significant boost for full-text searches. However, relational databases performed 
better in integer-related queries as Lucene, used by Neo4j, treats all data as text. The 
indexing mechanism made numeric queries less efficient. 

Miller [8] highlights the various applications of graph databases such as social 
graphs, recommender systems, and bioinformatics by taking the example of Neo4j 
and further suggest that although it is possible to use graph databases instead of 
RDBMS, the requirements of the system must be taken into consideration during 
system design and the best utilization of graph database is possible in a system that 
deals with a dynamic data model and highly connected data. 

Sun et al. [9] highlight the merits of using a graph database for storing supply 
chain data, followed by defining the entities in the nodes and relationships in the 
edges in their example data. They created this data using a simulation algorithm by 
generating specific numbers of nodes at each layer or tier. 

Khan et al. [10] have compared a NoSQL database with a SQL database, and 
they have chosen Neo4j graph database and Oracle 11g, respectively, for this. They 
have measured their performances in two scenarios: First without using any physical 
tunings, and the second with those tunings. In both the scenarios, they concluded 
that Neo4j performs better than Oracle 11g. 

Maran et al. [11] explored alternative approaches to traditional database manage-
ment systems for storing and processing data. They pointed out that non-relational 
databases like graph databases are more scalable and provide more options by 
removing redundancy and allowing multiple attribute constraints to be set while 
querying. They also mentioned that these options are better than relational databases 
when the data is poorly structured and does not fit into particular schemas. 

Though our approach is similar to the one used by Sun et al. [9], the difference 
arises in the hierarchy of the nodes and the relations. They define layers from the 
supplier at the top to the distributor at the bottom. However, we have defined the 
delivery package at the center. Otherwise, not much research has been done which 
compares graph databases with the traditional databases for supply chain manage-
ment, and this was our motivation to propose a novel graph database system for said 
application, since graph databases look promising in such a scenario. 

3 System Methodology 

Graph databases are basically databases that leverage graph structures for semantic 
queries with edges, nodes, and properties to reflect and store data. Due to their 
extensive focus on interconnection between data, graph databases are optimized for
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the efficient processing of dense and interrelated datasets [4]. Most graph databases 
have index-free adjacency, meaning that the connected nodes are physically pointing 
to each other in the database. This does give a significant performance boost and 
graph databases that leverage index-free adjacency are thus said to have native graph 
processing [5]. Neo4j has native graph processing, and hence we have chosen this 
graph database technology. Nodes physically point to each other via relationships 
(arrows). Moreover, Neo4j is open-source and has an easy-to-use API. It is said that 
Neo4j is extremely scalable and is able to achieve efficient traversals. 

Graphs are naturally additive, meaning we can add new kinds of relationships, 
new nodes, new labels, and new subgraphs to an existing structure without disturbing 
existing queries and application functionality [5]. Due to the relatively newer nature 
of our problem statement, we might come across situations wherein we might have 
to make certain changes to our database design due to changes in the supply process, 
rules/regulations, or other such unpredictable factors. Hence, it is better if we are 
using graph databases as it is a more flexible option. 

Cypher is an expressive (yet compact) graph database query language, and its close 
affinity with our habit of representing graphs as diagrams makes it ideal for program-
matically describing graphs [5]. Consider a graph database where each node repre-
sents a person with each node having certain properties such as “name”, “age” etc. 
“MATCH (p: person name: “Apoorva Ambulgekar”); RETURN p” is an example of a 
Cypher Query for such a database. This Cypher Query returns a “Person” node where 
the name property is “Apoorva Ambulgekar”. However, it is essential to remember 
that unlike RDBMS, a graph database doesn’t store its data in tables but in nodes 
and relationships among those nodes. So the Cypher Query above is querying nodes, 
their labels, and their properties. The RDBMS example on the other hand, queries 
tables, rows, and columns. 

Sun et al. [12] assert that when the vaccine vials arrive in the destination country, 
they are stored in the central warehouse and then as per requirements are transported 
to the medical institutions or vaccine centers as required by trucks equipped with 
adequate equipment or similar transportation facilities. However, this is not an effi-
cient system for a larger country and thus, we modify the model so that vaccine 
vials can be passed on from distribution center to distribution center, and then to the 
final destination where the distribution center is akin to the warehouse as suggested 
in [12]. This enables safer transport of vaccine without risking deterioration of the 
vaccine due to extensive transportation time. We discuss the schema in Table 1.

Our system has been designed as shown in Fig. 1. The delivery package is the 
central/focal entity in the system. The delivery package is the most important entity 
because it will help us to easily obtain various sorts of inferences directly or via a 
chain of connections.

A delivery package contains a fixed amount of vaccines of a specific type or 
organization. It is produced by a lab which is the starting point in the path taken. 
This delivery package is then managed by a delivery service (e.g., Fed Ex) and taken 
to the nearest distribution center within the same city. Now the package will have to be 
transported to the destination city, and this might require its passage through multiple 
distribution centers. For example, if a delivery package containing Pfizer vaccines
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Fig. 1 Schema diagram

developed in New York, USA is to be delivered to a hospital in Mumbai, India, then 
firstly the package might have to be taken to a distribution center in New York from 
where it will be taken to the distribution center in Delhi, India and from there to the 
distribution center in Mumbai, India. Thus, this particular delivery package will have 
connections with multiple distribution centers. The critical factor in distinguishing 
between various connected centers would be the timestamps indicating the arrival and 
departure of the package at that particular distribution center. These timestamps are 
contained in the relationship connecting a given delivery package with the distribution 
centers in the itinerary of this delivery package. 

After reaching the final distribution center which will generally be present in the 
same city as that of the vaccination center (hospital, medical store, etc.), the package 
will then be transported directly to said vaccination center for storage and use. Each 
vaccine is mapped to the individual, and it is administered to. Thus, the path taken by 
the package can be tracked in the sequence: laboratory, multiple distribution centers, 
and vaccine delivery center. 

The attributes of all the nodes and connections of our system are summarized 
below. The camel case convention has been used for naming. We have followed a 
barebones approach which includes attributes necessary for a prototype. In a real-
world system, if required, additional attributes can be added via migrations.
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Here is an example of queries using dummy data to create a sample lab and 
delivery package and create a relationship (arrow) between them: 

CREATE LAB: 
create (l: Lab id: 4, address: “sample address”, company: “sample company1” ) 

CREATE DELIVERY PACKAGE: 
create (dp: DeliveryPackage id: 2, weight: 12, freezerTemperatureMin: −5, 

freezerTemperatureMax: −2, refrigeratorTemperatureMin: 10, refrigeratorTemper-
atureMax: 15 

CREATE PRODUCED_BY RELATION BETWEEN A LAB AND A 
DELIVERY PACKAGE: 

match (l: Lab), (dp: DeliveryPackage) where l.id = 4 and dp.id = 2 create (d) -
[:PRODUCED_BY departureDateFromLab: “2021-01-11T14:12:36.486Z” ] →(l) 

Various inferences can be obtained by querying the graph database in different 
ways. The absence and presence of certain connections can also indicate various 
types of scenarios. For example, if there is a connection with a certain delivery center 
and departure time is given, then we can understand that the package is currently 
undergoing transportation to the next center. If the passage of time is greater than 
a certain threshold after departure from the latest distribution center, one can also 
understand that the package could have been lost in transportation and suitable action 
can be taken. 

4 Results and Discussion 

For evaluating performance, we also modeled and constructed an equivalent rela-
tional (MySQL) database along with the graph (Neo4j) database, each consisting of 
the following numbers of entries made up of dummy data: 

• 200,000 delivery packages 
• 500,000 vaccines 
• 5000 vaccine centers 
• 2000 distribution centers 
• 50,000 humans 
• 100 labs. 

The relationships among various entities were generated in a randomized fashion. 
For example, 75% of randomly selected delivery packages have been shown to have 
reached their destination (vaccine center) from their source (lab) having traveled 
through a certain random amount of distribution centers. The remaining 25% of 
delivery packages are still in the itinerary of traveling from source to destination or 
have not yet started with it. 

The MySQL database also had an additional table called “delivery-
package_distributioncentres” in order to manage the many-to-many relationship
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between delivery packages and distribution centers. It consists of 150,000 rows. 
Hence, we have a total of 907,100 rows in the MySQL database. 

On the other hand, in the Neo4j database, we do not need to have an additional type 
of node to manage the many-to-many nature of delivery packages and distribution 
centers, since these are already managed by relationships (arrows) directly connecting 
them, which contain the required information to determine the trajectory. Thus, the 
total number of nodes in the Neo4j database is 757,100, and the total number of 
relationships (arrows) is 1,138,377. 

Indexing is provided by MySQL on the primary key attribute for each table. For 
Neo4j, we manually indexed the id attribute for each node type. Here is an example 
of the query used for indexing the id attribute on the “Delivery Package” nodes: 
CREATE INDEX ON :DeliveryPackage(id). 

After constructing respective queries for both these databases, we evaluated the 
time taken by each query to complete its execution. We used the MySQL 8 CLI 
tool and Neo4j browser for obtaining the same. These experiments were carried out 
on the same machine locally. Its configurations were 8GB RAM, i5 8th gen intel 
processor. In Table 2, we display some examples and how the performance of this 
data retrieval is in both databases. Table 2 lists some use cases (i.e., the expected 
data to be retrieved from the databases) for which queries can be written and the 
corresponding query execution time for MySQL and Neo4j. The use cases depict 
various types of scenarios involving a variable number of tables/nodes. The time 
required in milliseconds is used as the performance measure for the comparison 
between the database systems. This shows the performance of the database in the 
multiple ways in which our database might be queried. The lesser the time required, 
the better the performance. By leveraging a variety of use cases, we analyze and 
compare the performance of the systems and observe that the graph database system 
consistently performs better than the relational database system except for a few 
specific cases.

5 Conclusion and Future Work 

From our results, we have observed a significant improvement in performance for 
almost all the considered queries when using graph database (Neo4j) when compared 
to relational database (MySQL), though in a few limited cases, MySQL performs 
slightly better than Neo4j. In a lot of cases, multiple joins have to be performed when 
executing a query in MySQL, which slows down the retrieval of data. On the other 
hand, in a graph database like Neo4j, the relational information between two entities 
is stored in the arrow joining the nodes of the two entities. Hence, Neo4j outperforms 
MySQL. In some cases, Neo4j performs more than 10 times better than MySQL in 
terms of the time taken to retrieve the data. Some criteria like storage, transportation, 
and temperature at which the vaccines are stored, etc., also need to be kept track of, 
and we have included this in our schema. More such critical factors for distribution 
can be followed as given in [13]. In a real-world implementation, for data protection,
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Table 2 Use cases and their corresponding query execution time 

Use cases SQL query execution time (in 
milliseconds) 

Neo4j query execution time 
(in milliseconds) 

The number of delivery 
packages at a given vaccine 
center 

25.8 9 

The laboratory in which a 
given delivery package was 
produced 

6.2 2 

The distribution centers 
traveled by a given delivery 
package 

10 4 

The humans who have taken 
only one dose 

1701 166 

The vaccine center(s) where a 
certain human got vaccinate 

31 2 

The distribution center at 
which a given delivery  
package is currently at 

6.2 11 

The total time taken for a 
delivery package to reach a 
vaccine center from the lab 
where it was produced 

4.5 1 

The time for which a given 
vaccine remained at a vaccine 
center before being 
administered to a human 

14 2

this database must be enclosed in a private network and should be accessed via 
a server which should also be in a private network which in turn is accessed by 
a public-facing load balancer (which in turn would also improve scalability). The 
implementation of authentication and access control using JWT could be a way to 
prevent unauthorized access and role-based privileges. 

References 

1. Le Thanh T, Andreadakis Z, Kumar A et al (2020) The COVID-19 vaccine development 
landscape. Nat Rev Drug Discov 19:305–306 

2. Vicknair C, Macias M, Zhao Z, Nan X, Chen Y, Wilkins D (2010) A comparison of a graph 
database and a relational database: a data provenance perspective. In: Proceedings of the 48th 
annual southeast regional conference, ACM SE’10. ACM, New York, NY, USA, pp 1–6 

3. Mpinda SAT et al (2015) Evaluation of graph databases performance through indexing 
techniques. Int J Artif Intell Appl (IJAIA) 6(5):87–98 

4. Rodriguez MA, Neubauer P (2010) Constructions from dots and lines bulletin of the American 
society for information science and technology. Am Soc Inform Sci Technol 36(6):35–41.



226 R. Desai et al.

https://doi.org/10.1002/bult.2010.1720360610. ISSN: 1550-8366 
5. Robinson I, Webber J, Eifrem E (2013) Graph databases. O’Reilly Media 
6. Berge C (1962) The theory of graphs and their applications. Wiley 
7. GraphGists, Supply chain management. Available: https://neo4j.com/graphgists/supply-chain-

management/ 
8. Miller JJ (2013) Graph database applications and concepts with Neo4j. In: Proceedings of the 

southern association for information systems conference, vol 2324, no 36. Atlanta, GA, USA 
9. Sun W, Li Y, Shi L (2020) The performance evaluation and resilience analysis of supply chain 

based on logistics network. In: 2020 39th Chinese control conference (CCC). IEEE 
10. Khan W et al (2019) SQL database with physical database tuning technique and NoSQL graph 

database comparisons. In: 2019 IEEE 3rd information technology, networking, electronic and 
automation control conference (ITNEC). IEEE 

11. Maran MM, Paniavin NA, Poliushkin IA (2020) Alternative approaches to data storing and 
processing. In: 2020 V International conference on information technologies in engineering 
education (Inforino), pp 1–4. https://doi.org/10.1109/In-forino48376.2020.9111708 

12. Sun X, Andoh EA, Yu H (2021) A simulation-based analysis for effective distribution of 
COVID-19 vaccines: a case study in Norway. Transp Res Interdisc Perspect 11:100453. https:// 
doi.org/10.1016/j.trip.2021.100453. ISSN: 2590-1982 

13. COVID-19 Vaccine U.S. Distribution Fact Sheet. Available: https://www.pfizer.com/news/hot-
topics/covid_19_vaccine_u_s_distribution_fact_sheet

https://doi.org/10.1002/bult.2010.1720360610
https://neo4j.com/graphgists/supply-chain-management/
https://neo4j.com/graphgists/supply-chain-management/
https://doi.org/10.1109/In-forino48376.2020.9111708
https://doi.org/10.1016/j.trip.2021.100453
https://doi.org/10.1016/j.trip.2021.100453
https://www.pfizer.com/news/hot-topics/covid_19_vaccine_u_s_distribution_fact_sheet
https://www.pfizer.com/news/hot-topics/covid_19_vaccine_u_s_distribution_fact_sheet


Machine Learning-Based Algorithms 
for Prediction of Chronic Kidney 
Disease: A Review 
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Abstract Nowadays, machine learning plays a significant role in healthcare system, 
medical information, and identification. This technique also uses understanding of 
several significant medical issues, such as diabetes projection, heart observation, and 
coronavirus identification. Machine learning is one of those tools that is commonly 
used in many fields because different datasets do not require different algorithms. 
Machine Learning is a subset of artificial intelligence. Machine learning can be a 
superior option for reaching high performance in predicting CKD and useful for other 
diseases, as this technique uses selected features and their different types of data forms 
under different conditions to predict CKD. Here, in this study, comprehensive survey 
of ten studies is presented where different machine learning models are compared 
for their efficiency and accuracy. The main aim of this study is to observe and 
analyze various machine learning models used, also to explore the datasets used, 
pre-processing techniques used, feature selection techniques used and to compare 
these models to find out which model provide us the best results. The study can 
help in smooth implementation of the work in the future which can be further to 
get the best possible result. In this study, machine learning can be a solution to this 
problem as it performs best in detection and evaluation using an algorithm. During 
this study, it was found that the filter feature selection methods used with correct 
threshold value which is suitable for dataset, it provides best accuracy over other 
feature selection method and also, any model dataset acquired before training needs 
to be pre-processed. The main goal of existing papers is to investigate, design and 
develop machine learning depend prediction model for CKD and to design a model 
to analyze and represent the knowledge of the field. 
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Table 1 Stages of CKD 

Stage GFR (mL/min) Description Treatment stages 

Stage 1 ≥ 90 Normal Blood pressure monitoring and management 

Stage 2 68–89 Mild loss Blood pressure regulation, observation, and risk factors 

Stage 3 30–59 Moderate Blood pressure regulation, observation, and risk factors 

Stage 4 15–29 Severe Discussing plans for end-stage renal failure 

Stage 5 ≤ 15 Failure Treatment choices 

1 Introduction 

CKD is one of the key issues in medical science as it involves too many foundations 
and complications to effectively forecast this disease. Chronic kidney disease is a 
disease that affects the renal. Chronic renal disease is a life-long disease characterized 
by a short supply of kidney function, resulting in a reduced the life of person. Due to 
growing the number of patients, the increasing danger of progress to final-stage renal 
failure, and the dismal prognostic of sadness and death places a significant strain on 
the healthcare system [1]. CKD is something of a renal failure in that the glomerular 
filtration rate (GFR) gradually decreases over more than three months. Since there 
are no physical indications in the early stages, it is a silent killer. If CKD is not 
recognized and treated early stage, symptoms such as high blood pressure, anemia, 
low bone mass, poor diet, and neuropathy can develop. Chronic kidney disease is 
often renal failure [2]. In 2016, 753 million people worldwide were affected by 
CKD, with 417 million women and 336 million men. Every year, almost millions 
of individuals in many poor nations suffer from kidney damage because they cannot 
afford the high costs of treatment. The cost of continuous renal surgical treatment 
is a significant financial burden. Creatinine is a substance found in the blood that 
indirectly indicates the glomerular filtration rate (GFR). GFR is difficult to measure 
directly. GFR is calculated using information such as the condition of the patient, 
blood test results, gender, and other factors [3]. According to the glomerular filtration 
rate, the amount of renal disease caused by CKD is categorized into five phases as 
shown in Table 1: 

Factors affecting chronic kidney disease: The collection of unwanted products 
in the blood creates a variety of health issues, including high or low blood pres-
sure, hypertension, loss of feeling, and so many others. Chronic kidney disease is 
influenced by several factors as shown in Fig. 1.

2 Literature Review 

Many researchers are working on a CKD prediction model using various machine 
learning algorithms.
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Fig. 1 Factors affecting chronic kidney disease

Kotturu et al. [4]. They have analyzed various machine learning models. ML 
algorithms such as DT and SVM were used to analyze data from CKD patients with 
14 attributes and 400 records. As a consequence of their investigation, the decision 
tree method provides 91.75% accuracy and the SVM provides 9.67% accuracy. 

Senna et al. [5]. In this paper, the UCI platform provided a CKD sample with 
400 patients. The dataset comprises 24 features that is 11 features for the numeric 
value and 13 features for categorical value, in combination to classify features such 
as “CKD” and “not CKD”. Since it holds 250 instances for the “CKD” class and 150 
instances for the “Notckd" class, the sample is unbalanced. The accuracy achieved 
by the SVM algorithm is 96.67%, KNN is 98.33%, and the decision tree is 99.17%. 

Mahmud et al. [6]. In this paper, they have studied different types of ML classified 
and also used them to find out the best accuracy. They have used 400 samples from 
the UCI platform. These samples contain 25 features, 24 of which are predictor 
variables as well as one decision class. They have studied eight machine learning 
models including random forest, stochastic, and logistic regression. RF achieves the 
highest accuracy of 99.75% among these machine learning models. 

Jonkman et al. [7]. In this paper, the sample could be found in the online infor-
mation archive at UCI, which holds information on 400 samples. There are 24 clin-
ical features and one class in all. There are 250 samples used for CKD and 150 
samples used for non-CKD in the datasets. In real-world datasets, missing data is a 
major issue, particularly in the medical industry. They have studied to create a smart 
machine learning technique that may be used to diagnose CKD accurately. These 
models will easily differentiate between “CKD” and “non-CKD” clinical data. The 
accuracy achieved by K-means clustering is 99%. 

Jaya Karthik et al. [8]. In this paper, they have used 400 samples from the UCI 
platform. They looked at the ESVM classifier, which is used to predict CKD, across 
a variety of datasets and it provides full accuracy on unbalanced data and at the same 
time, it acquires lower selectivity. The accuracy achieved by ESVM is 98.7%. 

Sandeep Chaurasa et al. [9]. There are 400 instances in this dataset, each having 
24 attributes and one target attribute, as described in this work. The target feature is 
divided into classes: CKD and non-CKD. It also has a value that is missing. CKD 
depends on entire e attributes as well as the significance of the CKD sample. During 
the selection of features, two different methods have been applied: the wrapper 
method and the correlation-based feature selection method. As a consequence of
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their investigation, the LSVM method, KNN method, and random forest methods 
give an accuracy of 98.4%, 91.1%, and 86.6%, respectively. 

Chakraborty et al. [10]. They have analyzed 400 samples was collected from the 
UCI platform. They have easily found healthcare parameters; the proposed technique 
may be used the effects of CKD on people’s healthcare. High-risk subjects may be 
screened and advised to take a creatinine test for further information. The accuracy 
achieved by random forest is 91.2%. 

Khan et al. [11]. The dataset analyzed in this study collect from the UCI ML and 
consisted of 400 cases. Naive Bayes and SVM were among the machine learning 
methods used. The results of the above work were used to the identification of the 
most reliable technique for accurately diagnosing CKD and non-CKD samples. LR 
had an accuracy of 96.50%, MLP had a precision of 97.25%, SVM had a precision 
of 98.25%, and NB tree had a precision of 98.75%. 

Ogunleye and Wang [12]. The UCI collect the CKD sample including all 25 
characteristics and achieved a 98.7% accuracy rate was used in this study. 

Almansour et al. [13]. They have analyzed 400 instances for CKD with 25 features. 
They used the filter method of feature selection on data and found that attributes are 
all included in the CKD sample as attributes. They trained the sample and tested it 
using tenfold cross-validation after selecting features. With a precision of 99.1%, the 
gradient boosting approach gives better accuracy (Table 2).

In this study, it is found that all models provide highest accuracy in the previous 
paper as per requirement of the problem. The accuracy can also be improved by 
using the ensemble learning model. Comparison of accuracies of various models is 
graphically shown in Fig. 2. In this case, random forest, decision tree, and k-mean 
clustering are showing us good results. ESVM is also giving us good results.

3 Source  

In this paper, the sources of information are taken from the previous research paper. 
The published paper completely read and examined. This type of methodology was 
interpreted by most researchers, which we discuss below. This section is divided into 
eight parts: proposed model, data, data preparation, feature selection, classification, 
cross-validation, performance metrics, and the optimal model. This section of our 
study included the research methodology as well as each phase involved in developing 
a kidney failure prediction model, all of which were carried out utilizing machine 
learning algorithms. 

3.1 Proposed Model 

The proposed model’s process as shown in Fig. 3.
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Table 2 Summary of literature review 

Author Title Dataset Features Tools and 
technology 

Accuracy 

Siddheshwar 
Tekele et al [4] 

Machine 
learning model 
for CKD 
prediction 

UCI (400 
patient) 
samples 

14 selected 
attributes 
are used 

Decision tree, 
SVM 

91.75%, 
96.7% 

Ebrahim 
Mohammed 
Senna et al [5] 

Prediction of 
CKD using 
effective 
classification 
algorithms 

Samples from 
UCI (400) 
CKD is 
represented by 
250 samples, 
while NOT 
CKD is 
represented by 
150 samples 

24 features 
in all, with 
11 numeric 
and 13 
classified 
features 

SVM, KNN, 
decision tree 

96.67%, 
98.33%, 
99.17% 

Mahmud Imran 
et al [6] 

Performance 
analysis of 
CKD through 
machine 
learning 
approaches 

UCI (400 
patient) 
samples 

25 attributes Random forest, 
decision tree, 
Naive Bayes 

99%, 
98%, 95% 

Mirjam 
Jonkman 
et al [7] 

Prediction of 
CKD using an 
unsupervised 
comprehensive 
approach 

UCI (400 
patient) 
samples 250 
samples 
represent CKD 
and 150 sample 
represent 
non-CKD 

24 attributes 
and one 
class 
attribute 

K-means 
clustering 

99% 

R. Jaya Karthik 
et al [8] 

Utilizing SVM 
for predictive 
analytics in 
chronic kidney 
disease 

UCI (400 
patient) 
samples 

25 attributes ESVM 98.7% 

Sandeep 
Chaurasa 
et al [9] 

Machine 
learning 
perspective on 
chronic kidney 
disease 
prediction 

UCI (400 
patient) 
samples 

24 attributes 
and one 
target 
attribute 

LSVM, KNN, 
random forest 

98.4%, 
91.1%, 
86.6% 

Goutam 
Chakraborty 
et.al [10] 

Using machine 
learning 
algorithm for 
Prediction of 
CKD 

UCI (400 
patient) 
samples 

25 attributes Random forest 91.2%

(continued)
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Table 2 (continued)

Author Title Dataset Features Tools and
technology

Accuracy

Khan et al [11] Machine 
learning 
theories for the 
chronic renal 
disease which 
are expected 
(CKD) 

UCI (400 
patient) 
samples 

25 attributes Naive Bayes, 
SVM, logistic 
regression, 
multi-layer 
perceptron 

96.50% 
97.25% 
98.25% 
98.75% 

Ogunleye 
et al [12] 

Using the 
extreme boost 
algorithm to 
diagnose 
chronic kidney 
disease 

UCI (400 
patient) 
samples 

25 attributes Extreme 
gradient 
boosting (XG 
Boost) model 

98.7% 

Al Masoud 
et al [13] 

Diagnosed the 
CKD using GB 
and SVM 
algorithm 

UCI (400 
patient) 
samples 

25 attributes Gradient 
boosting 
model 

97.75%

Fig. 2 Comparative analysis of various models used

3.2 Data Input 

Data are gathered from different sources such as Kaggle, GitHub, and UCI. There 
are lots of popular datasets available for machine learning. Every author was used 
the dataset for this project from UCI. There is list of datasets that are generally open 
for public use.
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Fig. 3 Procedure of chronic 
kidney disease

3.3 Data Pre-processing 

Since the dataset comprised outlines and noise. Firstly, it is required to be cleaned 
up during the processing stage. We use a data pre-processing task to accomplish this 
task. The steps are as follows [14]: 

• Obtaining the information 
• Libraries are being imported 
• Datasets to be imported 
• Identifying missing data 
• Coding categorical data 
• Creating a train and test set from the dataset 
• Scaling of features. 

3.4 Feature Selection 

Feature selection is required for each classification that has been trained since the 
results may be affected if irrelevant attributes from the dataset are not removed. The 
classifier technique with feature selection improves performance and reduces model 
execution time. Each machine learning method depends on an algorithm, which is 
present into two phases: feature extraction and selection. Although both traits serve
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the same purpose, they are essentially separate processes. The main distinction is that 
selection of features selects a subset of the entire project collection, while feature 
extraction creates new characteristics. Under the category of feature selection, there 
are primarily three techniques are: wrapper method, filter method, and embedded 
method [15]. 

3.5 Classification 

This phase can be done using a machine learning algorithm to determine whether 
you have CKD or not. Only numerical variables were used as input in ML models. 
The metric function from input parameter to output parameter can be used with the 
machine learning classifier. 

• Decision Tree: This classifier is commonly used in machine learning for both 
classification and regression issues. There are nodes, leaves, and branches in this 
flowchart-like arrangement. Feature tests, class labels, and feature conjunctions 
that lead to class labels are represented by internal nodes, leaf nodes, and branches, 
respectively. The classification rules indicate the journey from the root to the leaf. 
The basic diagram of decision tree is shown in Fig. 4. 

• Random Forest: This classifier is a learning algorithm that is mostly used to solve 
the problem. It is an addition to the decision tree algorithm. This model used some 
decision trees on the sample as well as selected the optimal prediction from the 
outputs to give by that structure. The result is chosen by a voting mechanism [16, 
17]. The algorithm’s output is the prediction with the most votes. The procedure 
of selecting the performance is done by voting as shown in Fig. 5.

Fig. 4 Decision tree 
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Fig. 5 Random forest 

• Support Vector Machine Classifier. It is one of the most widely supervised 
learning methods which are used for classification and regression problems. The 
main objective of this model is to occur the best line which is also known as 
decision boundary (hyperplane) as shown in Fig. 6. This generates a decision 
boundary that divides the data object in an n-number of dimensional spaces into 
classes. The hyperplane can be generated by selecting extreme data points, it 
is called an SVM. If a new data object is provided, it would be added to the 
most appropriate category in the future. Linear and nonlinear SVM classifiers 
are the two types of SVM classifiers. In a linear SVM classifier, the dataset can 
be separated into two classes using a single line whereas, in a nonlinear SVM 
classifier, the dataset cannot be separated by using a single line [18].

3.6 Cross-Validation 

The model’s stability must always be tested in machine learning. It means that we 
cannot fit our classifier to the training dataset alone. We put aside a specific sample 
of the data for this purpose, which was not included in the training dataset. Following 
that, they test our system on that data before deploying it, and the entire process is 
subject to cross-validation. This differs from the standard train-test split [19]. Cross-
validation is a method for ensuring the accuracy of machine learning algorithms via 
training and evaluating alternative machine learning algorithms on subsets of input 
data as shown Fig. 7.
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Fig. 6 Support vector machine

Fig. 7 Cross-validation 

3.7 Performance Metric 

Evaluated the model with accuracy, precision, recall, and F1-score to check the 
result of the model. In machine learning, the confusion matrix is used to demonstrate 
a model’s performance or how it produced a prediction. The confusion matrix allows 
us to see where our model is having trouble distinguishing between two classes. 
A 2  × 2 matrix, with the row representing the actual truth labels and the column 
representing the predicted labels, can be used to display it. These are obtained by
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Fig. 8 Confusion matrix 

computing the sample which has been correctly categorized are True Positive and 
True Negative and incorrectly categorized are False Positive and False Negative as 
shown in Fig. 8 [20]: 

• Precision = TP 
TP+FP ∗ 100 

• Recall = TP 
TP+FN ∗ 100 

• F1 score = 2 ∗ Precision ∗Recall Precision+Recall 
• Accuracy = TP+TN 

TP+TN+FP+FN ∗ 100 

3.8 Optimal Model 

We implement the models in the actual order if the previous section model produces 
the correct results following our needs at a suitable speed. Therefore, before releasing 
the code, we will test if it better its production by utilizing approachable data. The 
dataset can be calculated to get accuracy mistreatment varied form of algorithmic 
rule and afterward best model one may be achieved [21]. 

4 Conclusion 

The purpose of the present study was to show that by using the different model and 
provided highest accuracy in previous study. In the existing paper, the researcher 
focusses on predicting chronic kidney disease using the CKD dataset and provide 
complete characteristics and significant feature. They have analyzed that the 
researcher was collecting datasets from the UCI repository and their major goal was
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to predict patients with CKD using fewer features while achieving better accuracy 
using the appropriate model. The accuracy may be decreased when it comes to high 
dimension data. When the algorithm collects noise, overfitting happens. According 
to this survey some model till now provides best accuracy, which can be further 
improved using comparative models which will work on lot of more dataset and will 
use few methods and a greater number of models to give better and more accurate 
results. Some more attributes to classify the CKD and non-CKD patients using the 
dataset will be used in the future. Here, in this study, a comparative analyze using 
different model (random forest, decision tree, and SVM) model can be used with 
increased accuracy to classify the CKD dataset which will overcome the above chal-
lenges faced by the authors. The healthcare professionals will use this system for 
identifying kidneys disorders in a smooth and quick manner. 
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Implementing and Analysis of RNN 
LSTM Model for Stock Market 
Prediction 

Archit Goyal, Amandeep Choudhary, Daksh Malik, Mayank Singh Baliyan, 
and Shweta Rani 

Abstract Stock market prediction is an important asset for investors. Predicting the 
stock trend is quite popular among them. In this work, we use a recurrent neural net-
work (RNN) with long short-term memory (LSTM) to study stock market prediction 
problem. The main aim of this study is to measure the feasibility and effectiveness 
of LSTM models in stock price forecasting. LSTM model is deployed with differ-
ent configurations. Multi-layer neural network is built using a combination of data 
mining technique. A neural network is trained using backpropagation algorithm for 
stock data and the model then predicts the closing price of the stock. 

Keywords Stock trend · Neural network · Trading · Forecast · LSTM · RNN 

1 Introduction 

Financial markets are very attractive for the active investors. It is the area that has 
most impact on economy, business, education, jobs, and even technology [1]. To 
achieve the higher returns with minimal risk, investors need to analyze which stock 
they should buy or sell and when. This phenomenon is termed as stock market anal-
ysis and prediction. Stock market prediction is quite interesting, however a difficult 
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task as it explores stocks of different companies [2]. With the growing markets and 
the investors, there is a need to accurately predict the stock trend. Stock forecasting 
of stock trends is influenced by various aspects, including investors’s expectations, 
financial conditions, and different administrative events. Moreover, stock price is 
dynamic in behavior, complicated, nonparametric, and nonlinear by nature [3]. Stock 
market is related to time series that focusses on previous data and make suggestions 
for future. Researchers have been actively involved in stock prediction over the years 
as reported in [4–6]. Various models and algorithms have been proposed and imple-
mented for stock market prediction (SMP) [5–7]. These techniques include statistical 
analysis, machine learning approaches, deep learning, and sentiment analysis. 

Deep learning, subclass of machine learning, stimulates the human brain’s ability 
to read. Deep learning models work upon the principle of neural networks. Neural 
networks consist of multiple layers, which are interconnected. These layers simulate 
the human brain and highly affect the structure and function of the human brain. To 
effectively predict the results, neural network requires training; the model is trained 
by learning from huge previous data and algorithms. 

Recurrent neural networks (RNN) [8] are a type of neural network, useful for 
modeling sequence data. The goal of RNN is to memorize the result of internal 
layers and forwarding it to other layers for prediction. 

Apart from RNN, feedforward neural network (FFN) is also a subclass of neural 
network. FFN makes the input move in only one direction. While RNN makes the 
signals to move in both directions by adding loops on the network, RNN has a 
response signal loop, and these networks are strong, powerful, but very complex. 
RNN offers the feature of response signal that makes it more comfortable for stock 
market forecasting. In this work, we have implemented RNN for stock prediction. 
The paper is organized as follows: Sect. 2 discusses the background of stock market 
prediction; Sect. 3 discusses the proposed model in the area; Sect. 4 discusses the 
results followed by conclusion in Sect. 5. 

2 Background 

2.1 Stock Market Prediction (SMP) 

With the advancement in the technology, stock market prediction is widely adopted 
by the investors, aiming to invest more in stocks. Stock market price is affected with 
various factors like human emotions, human behavior for sale–purchase, war-like 
situations, disasters, changing government policies, and many more. Stock market 
data correlate with multiple industries, covering whole financial market. Prices of 
stocks change every single seconds, and there is a huge transactions among investors. 
Predicting when to buy or sale and which stock to buy or sale is the need of this 
fast growing world. Stock forecasting provides viable information about stock price 
conditions and helps investors make decisions. Previously, data mining tools and
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Fig. 1 Different techniques for stock market prediction 

techniques have been used by the researchers to analyze the market trends [7]. 
Later, researchers proposed various methods for predicting the stock price (discussed 
below). 

2.2 SMP Techniques 

Researchers have been working in the area of stock prediction since a long and have 
proposed various approaches for the same. Previously, methods including technical 
analysis, time series, and fundamental analysis have been used by the researchers 
[6]. Later, modern techniques based on machine learning, deep learning, sentiment 
analysis, and artificial neural network have also been suggested and adopted by the 
people interested in the area [9]. Figure 1 illustrates various approaches used for stock 
forecasting. 

As per the survey [5], ANN and SVM have been used widely among the prac-
titioners. Apart from this, decision support system and Naive Bayes are the least 
popular among them. Sentiment analysis has also been used in [10–12]. 

2.3 Literature Review 

This section discusses related work in the field of stock market prediction. The stock 
market is one of the main areas for investors to invest in, so predicting stock market 
trends remains a popular research interest for financial and technical analysts. Table 1 
lists the different studies aiming at SMP.
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Table 1 Related work in the area of stock market prediction 

Author Year Technique 

Fan and Yao [13] 2008 ARMA 

Makrehchi et al. [21] 2013 Sentiment analysis 

Porshnev et al. [18] 2014 Sentiment analysis 

Bao et al. [14] 2017 LSTM approach for Twitter, 
Yahoo 

Shah et al. [20] 2018 LSTM, DNN 

Wei [15] 2019 LSTM 

Nguyen et al. [16] 2019 LSTM 

Shen and Shafiq [9] 2020 LSTM 

Nti et al. [19] 2020 Sentiment analysis 

Pang et al. [17] 2020 LSTM 

In the year, 2008, Fan and Yao [13] discussed ARMA approach for time series 
data. Bao et al. [14] suggested a model based on long short-term memory (LSTM) 
for stock forecasting. The model was based on deep learning framework with three 
different stages. Noisy data are extracted from the raw data, and high-level features 
are then selected using stacked autoencoders. The results show proposed model is 
better than other models in terms of accuracy and performance. 

In [15], LSTM model is implemented for stock prediction. LSTM model is based 
on recurrent neural network. The authors performed a depth study of how LSTM 
works. The model analyzes the historic data and predicts the stock trend. 

Later, other researchers also worked upon LSTM models and implemented in [16, 
17, 20]. Sentiment analysis is preferred for stock prediction in [18, 19, 21]. 

3 Proposed and Implemented Model for SMP 

In this section, we show the proposed model for stock market prediction, and the 
process is depicted in Fig. 2. 

Figure 2 depicts the high-level model of proposed solution, which is further 
divided into three parts. Initially, data are collected from the respective dataset. First, 
significant features are extracted from the dataset to ensure that the model works 
effectively and efficiently. Then, dimensionality reduction is performed on the data. 
At the end, predictable model is built for the problem. 

In this study, we aim at progressive neural network. The selection of such model 
is done based on time series stock data. Progressive neural network better performs 
when applied for time series data. The design of the proposed model is shown using 
block diagrams in Figs. 2 and 3. We first need to identify the training and test data. 
Next, few important parameters are required to be decided for RNN development.
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Fig. 2 Process followed for 
stock market prediction 

After correcting the RNN, accuracy measure mean squared error (MSE) is calculated 
to identify the loss in performance. After measuring the MSE, the model decides 
whether it will run the session at the predicted price or repeat it to adjust the RNN 
settings. Finally, after the required calculations, the model can predict stock prices. 

Normalizing data is a feature measurement method used for data processing, to 
measure the extent of independent variations or data features. It is usually done during 
the processing of data and is also known as data acquisition. 

After normalization, different model parameters are to be set. Neural network 
requires neuron and number of layers to work upon. So, the number of neurons is 
defined as num_neurons. In neural network, another important parameter is learning 
level that really impacts time required for model creation. This is a step-by-step 
process that grows with each step. 

LSTM main cell works to store values from time to time. LSTM cells are cells 
that have their own memory and can act as the brain of a wise person when making 
decisions. The cell that is the input function of the previous step is also called the 
memory cell. The rectified linear unit (ReLU) is used to determine the cost of a 
continuous neural network operation. Here, the basic LSTM cell is used where the 
number_units can be interpreted as hierarchical considerations hidden in feedforward 
neural networks. In this model, dynamic RNN is used to examine output and cell 
status.
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Fig. 3 LSTM workflow 

We use mean squared error (MSE) to estimate the quality of output. The result 
which is close to zero is considered as better result. We calculated MSE to get the 
number of iterations of num_train. To check for model training improvements, MSE 
is printed every 100 times. Here, we tried to minimize MSE. 

4 Results 

Training RNNs to solve problems that require long-term learning of time depen-
dencies can be challenging. This is because the slope of the loss function decreases 
exponentially with time. Because of this, LSTM blocks are recommended because 
they contain memory cells that hold information for a longer period of time. LSTM 
outperforms the other models as LSTM make predictions by learning long-term 
data. Another feature available in LSTM is its ability to learn and forget. LSTM also 
updates the information that makes it better RNN. Figure 4 displays the results for 
LSTM and for long-term data.



Implementing and Analysis of RNN LSTM Model … 247

Fig. 4 a LSTM result. b Result based on LSTM long-term data 

5 Conclusion 

Stock market is the today’s need of investors; prediction of stocks is necessary before 
investing in the financial market. The implemented model in this work can predict 
stock prices with very high accuracy. Increasing the packet processing frequency 
makes training more efficient. In this work, we implemented a RNN-based LSTM 
model for stock forecasting. The model is tested again various datasets of stock and 
found to perform better. In future, we wish to compare the model and its accuracy 
with other models. 
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Real-Time Surveillance Video Analytics: 
A Survey on the Computing 
Infrastructures 

D. Aishwarya and R. I. Minu 

Abstract Surveillance cameras play a key role in monitoring and ensuring security. 
These cameras generate a vast amount of data. Hence, manual monitoring of these 
feeds is very much inefficient. With the emergence of cloud computing and its asso-
ciated technologies, the process of video surveillance monitoring can be automated. 
This paper surveys the various infrastructures like cloud, fog, and edge computing 
that enable automated monitoring processes with faster response time. 

Keywords Video surveillance · Cloud computing · Fog computing · Edge 
computing · Internet of things 

1 Introduction 

According to IHS Markit’s report on May 2021, there are around 770 million cameras 
installed around the world, and a correlation has been found between the public 
surveillance cameras and crime rate and safety. These cameras are installed to serve 
a variety of purposes like crime prevention, traffic monitoring, video evidence, and 
observing operations in industries that cannot be monitored by human beings. It is 
also identified that, with a higher number of cameras, the crime index is found to be 
less. From Fig. 1, it is very much clear that surveillance cameras play a vital role in 
reducing the crime rate [1]. In countries, where the number of cameras installed is 
high, the crime rate is lower. Although people fear to do crime due to the presence 
of cameras, in most cases these video surveillance feeds are generally used only as 
pieces of evidence, and the feeds are only searched after the crime has occurred and 
a complaint is filed. The victims are still affected.

To reduce the number of victims affected by the crimes, to prevent crimes from 
happening and to obtain maximum efficiency from the surveillance videos, it is
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Fig. 1 Crime index versus number of cameras [1]

important to monitor them as and when they are generated. However, monitoring 
these surveillance cameras manually is very tedious, time-consuming, and error-
prone [2]. To prevent the escape of the criminal, it is very much important to process 
these surveillance videos in real time [3]. 

An automated surveillance system [4] that will process the data feed and detect 
suspicious activities with lower response time is of primary need. According to 
[5], computer vision algorithms with functionalities like object tracking and event 
alerting were developed back in the 1980s itself. These automated and smart surveil-
lance systems require essential resources for computing and storage [6]. Hence, to 
develop an automated surveillance system that will process the surveillance video 
data captured in real time and generate the required response, we need both processing 
algorithms and implementation infrastructure. 

While a number of reviews are available for algorithms, the infrastructures are less 
concentrated. This paper extensively reviews the different computing infrastructures 
with which a surveillance system can be built that will be smart [7] and have a 
faster response time. It surveys different technologies like cloud, fog, edge, and 
their combinations. The performance metrics that ensure the quality of service in the 
surveillance are also discussed. Finally, the paper concludes and specifies the future 
directions for the same. 

2 Automated Video Surveillance Systems Frameworks 

Real-time processing of the surveillance video feeds is the most important aspect 
of the surveillance systems. To cope with the security requirements, it is very much 
important to make the system smart. To make a system smart, there are certain 
characteristics like autonomy, connectivity, context-awareness, user interaction, and 
optimization. Real-time alerts on suspicious activity detection, when generated at the 
right time, could do many good like saving lives, preventing harassment and assaults,
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catching the intruder before he escapes, and so on. A surveillance system can be made 
to perform real-time processing by integrating the surveillance cameras with the 
processing and strategic infrastructure. The components that are required to develop 
a surveillance system include cameras, camera network switches, servers, storage 
devices, and video management software. There are three types of infrastructures 
commonly used. They are cloud, fog, edge computing, and a combination of all the 
three structures. 

2.1 Cloud Computing-Based Surveillance System 

Cloud computing [8] allows us to access files and services through a third-party 
provider and pay for the usage. The most common example is Amazon Web Services 
and Microsoft Azure. Cloud computing allows services (software) and infrastruc-
ture and platforms [9] to be used as services, namely Software as a Service (SaaS), 
Platform as a Service (PaaS), and Infrastructure as s Service (IaaS) (see Fig. 2a). In 
SaaS, licensed software is provided to the customers on a subscription basis and it is 
centrally managed. PaaS provides a platform to develop, work, and manage applica-
tions in an on-demand way. IaaS provides access to the servers, storage devices, and 
network capacity for pricing. Apart from these, Data Storage as a Service (dSaaS) 
[10] is also provided. dSaaS provides a remote data center on a pricing basis for 
storage. Storing surveillance feed videos in the cloud has the advantage of remote 
video monitoring and more storage. With cloud-based storage requirement of scal-
ability and variability for ubiquitous data are satisfied [11]. The main advantage of 
using cloud-based data storage [12] is that files are secured in the cloud, damages from 
physical attacks could be prevented, and the data could be accessed from anywhere. 
Apart from storage of cloud data centers also ease the process of monitoring by using 
the computer vision algorithms for tasks like object detection, tracking, and human 
activities recognition over the video feed. These algorithms get executed in the cloud 
as a service. In [13], the implementation of a video management system (VMS) with 
each of the cloud service models is analyzed. The pricing details, pros, and cons of 
each model are studied.

The implementation of VMS in the cloud either uses combinations of these or all 
the three services together. Using PaaS, IaaS, and SaaS together, a new service model 
for video surveillance named Video Surveillance as a Service (VSaaS) (see Fig. 2b) 
is developed. It is very much evident that all the three services [14] contribute to 
the working of VSaaS. VSaaS [15] allows us to store, manage, process, and monitor 
the video surveillance data in the cloud. The derivations of VSaaS include Intel-
ligent VSaaS (IVSaaS), Managed VSaaS, cloud video systems, and online video 
SaaS. These distributed and virtualization-based models have advantages like faster 
processing, a single processing source could be used for all or at least many of the 
cameras, hence optimizing the number of processors required. However, transfer-
ring feed each time and processing in the cloud requires a lot of network band-
width, computing, and storage devices. To address this issue, a mobile ad-hoc cloud
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Fig. 2 a Cloud service models and b VSaaS [15]

that acts as a virtual supercomputing node is proposed [16]. The task scheduling 
algorithms help in optimizing the cloud computing process [17]. Apart from task 
scheduling and storage management, it is also important to check if the cameras in 
the camera network are generating actual data if there’s any security attack and the 
working of the camera. Health monitoring of the camera network is analyzed in [18]. 
Despite its ability to provide various applications and infrastructures on-demand, 
cloud computing models suffer from various challenges like centralized processing, 
network bandwidth, and security issues [19, 20]. Computing technologies like fog 
computing [21] and edge computing were developed to overcome the difficulties of 
the cloud. It is very much evident from the literature that after 2015, these computing 
methods have been widely used either separately or along with the cloud. 

2.2 Fog Computing-Based Surveillance System 

When compared to cloud computing, fog-based model is found to be more secure 
and efficient with energy consumption when executed in the ifogsim simulator [22]. 
Fog computing refers to processing the data at the edge or near the point where the 
data is generated. Fog computing devices are placed in between the cameras and the 
cloud data center. They prefer either half or the entire processing and decide on what 
data or computation processes are to be sent to the cloud. A fog computing device 
is generally connected to multiple cameras [23] in a computer network as shown in 
Fig. 3. Multiple fog devices could be used to make sure that all cameras in the camera 
network are covered. This group of fog devices is in turn connected to a single cloud 
data center. This type of connection of various devices through the Internet is called 
the Internet of Things (IoT) [24].
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Fig. 3 Fog computing model 

Since the world is moving toward a smart and automated culture, to build smart 
cities and provide people with the required security, the IoT-fog-cloud architec-
ture called IFC [25], creates an efficient framework. With IFC, not just surveillance 
many other applications can also be created and added. This architecture can help in 
identifying traffic congestion, potential threats by intruders and terrorists, violations 
of laws, harassment [26] with fog computing, and potential Internet-based security 
threats like Denial of Service (DoS) could be prevented [27, 28]. Thus fog computing 
helps in reducing the computational load on the cloud, but still consumes a lot of 
network bandwidth. 

2.3 Edge Computing-Based Surveillance System 

While the focus and main use-case of fog computing are building an efficient surveil-
lance network for smart cities, edge computing [28] deals with local video surveil-
lance with the limitation that it cannot support multiple applications. It is even closer 
to the generating sensors than fog computing and does not need an Internet facility 
to be connected to the sensors. In Fig. 4, it can be seen that, in the edge computing 
model, each camera is directly connected to the edge computing device. The emer-
gence of edge computing contributed to real-time video analytics [29]. This is due 
to the very low latency and bandwidth requirements of the edge. It also significantly 
reduced the provision required in the cloud data centers and the bandwidth required 
for transferring data to the cloud. Apart from processing the surveillance feed in real 
time, it also allows alert generation [30]. Unlike fog computing, edge computing 
devices are usually single-chip microprocessors or microcontrollers [31]. Hence, 
they suffer from limited computational capability. Apart from this, major challenges 
in the edge computing-based system include trust management, privacy, and security 
of data [32].
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Fig. 4 Edge computing 

2.4 The Edge-Fog-Cloud-IoT Architecture 

Since edge computing works only locally, it is usually implemented together in a 
hierarchical structure that can be used in real-time inefficient surveillance applica-
tions. This three-tier architecture [33] contains an edge, fog, and cloud layer. The 
edge layer contains the sensors and the computing device. The fog computing layer 
performs a partial computation task. The cloud layer is usually used only for the 
storage of data. This tier performs operations like data acquisition, data processing, 
data storage, data leverage, and control. 

The main advantage of using this architecture along with IoT in managing data 
processing and data management is better than using individual computing technolo-
gies [34]. Especially, the architecture works better for operations and data that are 
continuous and time series. The main application of this architecture is managing 
various services for smart cities. Workload allocation [35] plays a very important role 
in managing and optimizing the IoT-edge-fog-cloud architecture. Workload alloca-
tion is splitting the total tasks that have to be performed by computing layers and 
assigning each computing layer a specific set of tasks. This kind of architecture is 
based on distributed computing wherein data is shared among different devices at 
different levels of computing in the Internet of Things scenario [36]. Distributed 
computing suffers from data privacy and security issues. To overcome this, federated 
learning is introduced, in which the computing resources are shared among multiple 
data sources, thereby enabling data to be secured in its place, and the computation 
part is distributed [37] (see Fig.  5).

3 Security Requirements and Metrics in Surveillance 

Every networking system suffers from downtime and certain attacks. These cause 
security and privacy breaches [38]. Various reasons cause these issues. Few of them 
are,

• Damage to cameras, routers, and other physical devices.
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Fig. 5 IoT–edge–fog–cloud architecture

• Security attacks like DoS, replay attack.
• Storage media missing or full.
• Problem in connecting to the Internet. 

To monitor the working of the surveillance system, three important metrics [39] 
are used. These metrics are monitored at regular intervals to ensure that the system is 
working fine. The basic security requirements questions that are answered by these 
metrics include,

• Are the video capturing, transferring, processing, and storing devices working 
properly to ensure availability.

• Is the data free from integrity issues.
• Are the videos stored for the required amount of time. 

While the metrics like response time, network bandwidth requirements, and power 
consumption are common for any network-related application, the following two 
metrics are specific to the surveillance application. 

3.1 Video Path Uptime (VPU) 

This metric is used to ensure video path availability. Measured in percentage, VPU 
ensures that all the elements involved in the video management system are working 
properly.
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3.2 Video Retention Compliance (VRC) 

This metric is used to measure, how long the videos have to be stored in the server. 
This is usually based on storage capacities and where each camera is placed. Based 
on the location of the camera, say, if the camera is located in an issues-prone area, 
then it could be stored for a longer period. Therefore, each camera has a different 
VRC. 

4 Conclusion 

The surveillance field has evolved from traditional analog-based close circuit TV 
(CCTV) that was installed to monitor indoor activities to advanced vandal-proof 
cameras that perform the automated monitoring processes that have been devel-
oped. This paper presents a survey of computing infrastructures that are used for 
deploying surveillance systems. Beginning with cloud computing, the computing 
structures have moved to more advanced hybrid structures that include cloud, fog, and 
edge computing along with IoT, reducing the response time, and bandwidth require-
ment, and is more secure. Cloud computing-based models provide various services 
and infrastructures and does centralized processing and storage structure. The fog 
and edge computing has distributed and federated the computing and the storage 
mechanisms to overcome the shortcomings of cloud computing. These systems have 
comparatively lower network bandwidth requirements and energy consumption than 
the cloud (see Table 1.). Edge computing provides the fastest response but due to its 
computational limitations, it can process only one application at a time. For applica-
tions like smart cities, and urban surveillance, the combinations of cloud-fog-edge-
IoT architecture is used and is found to provide efficient surveillance system and 
better backup data management. In the future, the smart surveillance field could 
move to a more cost-efficient system. 

Table 1 Comparative study on the computing infrastructures 

Criteria Cloud-based 
surveillance 
system 

Fog 
computing-based 
surveillance 
system 

Edge 
computing-based 
surveillance 
system 

Cloud-fog-edge-IoT-based 
surveillance system 

Response time High Medium Lower Lower 

Bandwidth 
Req. 

High Medium Lower Medium 

Power 
consumption 

High Medium Lower High

(continued)
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Table 1 (continued)

Criteria Cloud-based
surveillance
system

Fog
computing-based
surveillance
system

Edge
computing-based
surveillance
system

Cloud-fog-edge-IoT-based
surveillance system

Security Lower Lower High Medium 

Computational 
capability 

High High Low High 
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Punjabi Indian Sign Language 
Dictionary Using Synthetic Animation 

Gurdeep Singh, Vishal Goyal, and Lalit Goyal 

Abstract Objective: Sign language is the primary form of communication for those 
who are deaf or hard of hearing. Modern technology necessitates the design of a 
3D video dictionary for Indian Languages (ISL). Although there are several human 
video sign language dictionaries available, we want to construct the Punjabi ISL 
dictionary utilizing computer-produced animations rather than actual people. Meth-
ods/Statistical Analysis: Sign language is different from English, Punjabi, Hindi, etc., 
in that it cannot be spoken or written. In Punjabi ISL, the most regularly used words 
are grouped and then translated to the sign language writing notation (HamNoSys— 
Hamburg Notation System). The HamNoSys notation is changed into Signing Ges-
ture Markup Language (SiGML) so that a synthetic animation of the sign can be 
made. Findings: In terms of memory usage, uniformity, and scalability, synthetic 
animation is superior to human film. Synthetic animations may be altered to meet the 
needs of the audience, but human videos cannot. However, these computer-generated 
animations may lack the natural and non-manual component of the sign’s expres-
sion. Applications/Improvements: It is feasible to utilize this dictionary to construct 
a system that translates Punjabi phrases into Punjabi ISL. 

Keywords Indian Sign Language · American Sign Language · Hamburg Notation 
System · Indian Sign Language dictionary 
1 Introduction 

Hearing-impaired individuals utilize sign language, a graphical language, to com-
municate their ideas. In sign language, the hands, arms, face, and head and body 
positions are all used to communicate, regardless of the spoken language. The signer 
describes the action in the 3D space surrounding his body. But even though most 
people think that sign language has no grammar, it is a full natural language with 
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its own grammar rules. Sign language is not general and differs by area. Around 
7105 languages are spoken around the globe today, and they’re grouped into 136 
distinct categories. Hearing-impaired individuals use one of the 136 sign language 
families to communicate. According to the geography of the globe, there are 136 
sign languages in this family [1]. “Indian Sign Language” refers to the sign language 
used in India. Sign language is said to be similar in neighboring countries such as 
Nepal, Sri Lanka, and Bangladesh [2]. Approximately 72 million people are deaf 
out of the 6.7 billion population in the world. Around 4.8 million (6.7%) of the total 
population use sign language. About 67 million hearing-impaired persons (93.3%) 
do not communicate using any sign language at all. Nearly 90% of the deaf have 
little or no access to schooling and other information, making it difficult for them 
to participate in society [3]. 5.07 million individuals in India are deaf or hard of 
hearing, making the situation much worse. More than a third of them are under the 
age of twenty, and nearly half are between the ages of twenty and sixty [4]. It has 
been shown via research on American Sign Language (ASL) that sign language is a 
full-fledged language with its grammar and syntax [5–9]. ISL is a full-fledged lan-
guage with its grammar and syntax [6, 10]. Communication with the deaf using sign 
language may be difficult among crowds, such as those seen at railway stations and 
bus stops. This is because others’ interpretations of sign language may be incorrect. 
The translation of languages between the deaf and non-deaf people is a need for 
effective communication. An essential component of every translation system is a 
multilingual dictionary. There is a 1000-sign dictionary for English to ISL, which 
uses graphical images [11]. Because it lacks characteristics like movement and facial 
expressions, such a dictionary is ineffective. The creation of an animated dictionary 
is thus necessary, since each word pronounced may be linked to an animated gesture. 
As a result of this research, we’ve developed a Punjabi ISL Dictionary employing 
synthetic animation for Punjabi. Because of their advantages in symmetrical repre-
sentations of the indicators and low memory consumption, synthetic animations are 
superior to actual human films. 

2 Hamburg Notation System (HamNoSys) 

Sign language is a non-written visual-spatial language that cannot be spoken. How-
ever, to use an avatar (An animation output) for the dictionary implementation, each 
symbol must be written form. The best way to express a sign in writing is using the 
HamNoSys notation. Here, HamNoSys is utilized as a dictionary implementation. 
This technique for writing signed languages was developed by a team of scientists 
from the University of Hamburg back in 1984 [12]. The University of Hamburg has 
created a machine-readable Unicode version of this system, which, like the majority 
of other representation systems, was originally handwritten. It is also possible to 
encode HamNoSys in an XML format known as Signing Gesture Markup Language 
(SiGML). The HamNoSys notation system has roughly 330 distinct symbols. Basic 
sign gestures are primarily conveyed by the shape, position, location, and motions of
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Fig. 1 Structure of 
HamNoSys [12] 

the hand(s). According to HamNoSys, symmetry operator, non-manual components, 
the starting configuration (hand form, position, and location), and action/movement 
are all  shown in Fig.  1. 

3 Related Work 

There has been a lot of progress in the deployment of sign language dictionaries 
across the globe. Dictionaries have been created in the form of books which is 
obsolete today in the age of computerization and digitization. Many nations’ sign 
languages have video dictionaries online, including the USA, UK, Italy, and even 
India. The dictionary’s output might be a real person or an animated avatar. Indian first 
dictionary was developed by the Indian Sign Research and Training Centre (ISRTC) 
in March 2018 containing 3000 thousand words later in 2019 and 2021 second 
and third versions were launched containing 6000 and 10,000 words, respectively 
[13]. This section summarizes the different sign language dictionaries that have been 
developed globally. 

Spread the Sign, a worldwide effort of Leonardo da Vinci financed by the Euro-
pean Commission via the Swedish International Program Office of Education and 
Training. Sharing sign languages from other nations through the Internet is the pur-
pose of this effort. The shortcoming of this effort is that it relies on movies rather 
than synthetic animations to display the text. As a result, it takes much longer to 
load [14]. Another study [11] developed a dictionary for American Sign Language 
named Hands Peak that is available online on headspeak.com for public use. Among 
the materials available on the Web site are ASL signs, as well as some of their varia-
tions and inflections, all created and signed by native ASL bilinguals. A 3D graphical 
dictionary named Sign Smith for American Sign Language (ASL) [15] was devel-
oped for hearing-impaired people of America. Moreover, it serves as an authoring 
tool for creating ASL content. Wilcox et al. [16] have proposed a multimedia ASL 
dictionary containing video frames that were pre-recorded. In [2], authors have devel-
oped a dictionary to translate English text into ISL that uses 3D synthetic animation. 
This multilingual dictionary covers around 1570 English terms. Authors [17] have  
created a web-based and mobile application dictionary that uses HamNoSys as a 
textual form and generates output in the form of graphical synthetic animations. 
2000 English terms and 3286 Hindi words are included in the designed dictionary 
In another study, the authors [18] have developed an avatar-based synthetic anima-
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Table 1 Statistics of implemented Punjabi words 

tion dictionary for the Punjabi alphabet. The alphabet of the Indian local language 
Punjabi is exclusively covered by this dictionary. 

Fig. 2 Architecture to 
produce the animation from 
Punjabi word
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Fig. 3 Front-end interface of implemented dictionary 

4 Results and Discussion 

Figure 2 depicts the process used to create a Punjabi to Punjabi ISL bilingual dictio-
nary. The dictionary is implemented in Python a famous Web development framework 
flask. The interface shows in Fig. 3. Hamburg Notation System (HamNoSys) is used 
to write sign language notation for the dictionary. Because this notation system can 
represent both manual and non-manual signs, it is extensively used for expressing the 
sign across the globe. Simultaneously, the sign is encoded in an XML. format called 
Signing Gesture Markup Language (SiGML) that is used in the construction of a 
sign. E Sign Editor, a third-party program, had been used to convert the HamNoSys 
to SiGML. It is necessary for this SiGML code to be delivered to the SiGML player 
in order for the sign animations to be produced. For this dictionary, we compiled a 
list of the most often used 908 words in Punjabi. Table 1 categorizes each word into 
verbs, adjectives, nouns, pronouns, prepositions, and interrogatives. Signs are fol-
lowed by lip movements that mimic the sound of a word being spoken. Additionally, 
a collection of composite signs and phrases was compiled. Composite signs/words 
are made up of two or more words/signs. Breakfast, for example, is represented by 
a sign composed of the symbols for both the words “morning” and “meal”. As an 
example, some signs snapshot for Punjabi words show in Figs. 4, 5, and 6. Each 
snapshot shows HamNoSys code for Punjabi words as well as corresponding 3D 
signs. The digits 0 through 9 have been encoded. These ten signs may be used in 
conjunction to get the remaining numbers. These signs relating to Punjabi words have 
been matched against recordings of Indian signs generated by Indian Sign Language 
Research and Training Centre for accuracy assessment (ISLRTC). The signs were 
displayed to interpreters and deaf learners. The words and effort exhibited to them 
were properly comprehended.
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Fig. 4 Snapshot and 
HamNoSys notation of word 
“ABOVE” 

Fig. 5 Snapshot and 
HamNoSys notation of word 
“BELOW” 

Fig. 6 Snapshot and 
HamNoSys notation of word 
“NO”
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5 Conclusion 

In order to convert spoken language to sign language automatically, there is a lack of 
standards. This paper explains how to develop a dictionary of synthetic animation. 
Despite the fact that they aren’t real, computer-generated animations save time and 
memory. The real-time translation from Punjabi word to Punjabi ISL is made possible 
by the ability to upload/download these synthetic animations across the network 
without any delay. For the automated translation of Punjabi phrases into Punjabi 
ISL, this dictionary has been utilized extensively. 
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Cloud Service Anomaly Traffic Detection 
Using Random Forest 

J. Ramprasath, S. Ramakrishnan, V. Tharani, R. Sushmitha, 
and D. Arunima 

Abstract Cloud computing allows customers to access a variety of cloud services, 
as well as data storage and computational resources, with no data overhead. Conse-
quently, it is vulnerable to Distributed Denial of Service (DDoS) assaults. Several 
agreed computers are utilised a DDoS attack to attack network services and hosts, 
resulting in flooding of messages, corrupted packets, and connection requests, and 
loss of service to the valid user. The use of network-connected devices is fast 
increasing in the digital era, which leads to an increase in cyberattacks. DDoS attacks 
are growing more difficult to spot among them. We may reduce redundancy and error 
rate in the classification process by using the random forest technique, as well as elim-
inate all empty/missing values from the data set. When we use the random forest 
algorithm rather than the Naive Bayes algorithm, we receive a 100% high accuracy 
rate. In the random forest algorithm, the false positive rate is 0.00. The main objective 
is to detect whether the request from IP address is an attack or not. 

Keywords DDoS attack · DoS attack · Intrusion detection system · Traffic analysis 

1 Introduction 

The expansion of network technology, as well as the proliferation of Internet-
connected digital gadgets, has made it easier to obtain information and communicate 
with others. This ease encourages hackers, who pose a serious threat to customers’ 
access to a variety of services. Despite the fact that network security adheres to a 
number of principles while dealing with fraudulent demands, the client also has trou-
bles like lack of resources, loss on personal and organisational private data, and so 
on. As a result, a variety of methods for avoiding and detecting these assaults have
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been developed, including decision theory. However, when it comes to recognising 
unknown risks, these models are ineffective. Additionally, the most vulnerable indus-
tries are medical, information systems, business, educational, telecommunications, 
energy enterprises, and government institutions. Financial gain, retaliation, ideolog-
ical standpoint, academic study, and cyberattacks are the most prevalent motives 
for conducting an assault, and the purpose for launching an attack varies from one 
attacker to the next. Because the consequences of all of these assaults are becoming 
increasingly serious, it is critical to detect and prevent them before they reach their 
intended victim [1]. 

The intrusion detection system (IDS) utilises ways to detect threats: Signature-
based detection: Looks for known attacks by analysing their signatures. It’s a clever 
way to catch known attacks that have been pre-loaded with in IDS database. Anomaly 
based detection, which analyses current user behaviour to established pattern shell, 
is used to detect anomalous acts as a disturbance. Anomaly based detection can 
protect prevent unexpected or nil attacks without requiring any system changes. 
Hybrid-based detection: merging of two or more detection approaches to overcome 
the limitations of a single method while reaping the rewards of two or more methods 
[2]. 

Figure 1 shows malicious DoS attack on cloud servers. Due to this attacks, normal 
users are entering into services unavailable state. DoS attacks either use a resource-
depletion method (where resource refers to bandwidth, compute, or memory), or 
they target various types of weaknesses in important protocols or devices whose 
failure will result in DoS consequences. The focus will be on resource-draining DoS 
attacks in the following sections. These attacks can be detected using signatures 
developed using a supervised learning process. Alternatively, threats can be detected 
using statistical anomalies in reporting resource consumption patterns, as well as a 
likely dynamic approximation of the amount of targeted resources [3, 4].

DoS attacks fall into two categories: those crash web-based systems and those that 
overwhelm them. There are numerous other subgroups among these two categories, 
which vary depending on the adversary’s methods, the equipment attacked, as well 
as how the assault is measured. This causes the system to use up all of its buffers, 
which are memory storage regions that momentarily keep data while it is being sent 
over the network. When the volume of data surpasses all available bandwidth, such as 
disc space, memory, or CPU, a buffer overflow occurs, resulting in poor performance 
and system breakdowns. Flood assaults happen when a recipient recognises much 
more traffic for the servers to handle, leading it to slow down or even shut down. The 
following are examples of floods [5–7]. 

Data mining is the process of converting a significant amount of data into knowl-
edge. Every day, a search engine (such as Google) receives hundreds of millions of 
inquiries. Each query can be thought of as a transaction in which the user expresses 
his or her information requirements. Data mining is the study of collecting, filtering, 
organising, examining, and extracting meaningful insights from data. In real-world 
applications, there is a vast range of problem domains, applications, formulations, 
and data formats to be found. Data mining has a wide range of uses. As a result, it is 
a relatively promising new field for the current generation. It has piqued the interest
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Fig. 1 Malicious DoS attack

of most of the information industry and the general public. Because with the wider 
availability of huge amounts of information and the growing need to transform that 
data into valuable information and ideas. As a result, we employ input and insights 
in a variety of ways, including market analysis. This is why data mining, also known 
as data-driven knowledge discovery, is so crucial [8, 9]. 

2 Literature Review 

A generalised machine learning model for DDoS attacks detection using hybrid 
feature selection and hyper-parameter tuning [10]. In this system, data mining algo-
rithms employ key methodologies and ideas that can aid in the detection and avoid-
ance of various network hazards, various supervised learning algorithms, such as 
logistic regression (LR), decision tree (DT), gradient boost (GB), K-nearest neigh-
bour (KNN), and support vector machine (SVM) are supplied the optimal features 
and hyper-parameters. The CICDDoS2019 data set is used to evaluate all of these 
studies. The GB model performed in the experiments, with a 99.97% accuracy. Such 
methods are utilised in tandem with intrusion detection systems that can be built 
up and created to protect data in enterprises. Users can identify between legitimate 
and harmful communications with pinpoint accuracy using the data mining methods 
in particular. Using DM algorithms, this study provided a mechanism for revealing 
and identifying (DDOS) network attacks. The approach employed is separated into 
four sections, all that has its own system of regulations, as follows: Pre-processing 
is divided into three stages: I encoding, log2, and principal component analysis. 
Encoding is the process of converting nominal packets in to the numeric features. The
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logarithmic method was employed to standardise the data. Lastly, in order to reduce 
the data set’s dimensions. For a variety of attributes, the PCA methodology is used 
eight times. The next phase is anomaly based detection version, which employs using 
(RF) method to retrieve patterns in data while classifying the categories of published 
details in the training phase, as well as the (NB) method for comparing the perfor-
mance of its categorization to the outcome of utilising the classifier (RF). The results 
were tested using previously learned datum in the third position. The planned scheme 
performance appraisals measures like accurateness, false positive rate, identification, 
sharpness, and F-Measure were acquired in the fourth stage [11, 12]. 

A NIDS is a network threat detection and prevention system. The algorithm’s 
success and the method’s efficacy in identifying attacks influence the success of an 
NIDSA technique for pre-training, a deep learning is provided (IDS). Procedures for 
hyper-parameter tuning were used to generate the models. This research suggests 
a new method to deep learning. Grid search and hyper-parameter optimization are 
combined in a self-contained hyper-parameter optimization process to find items 
at random. To improve detection performance, the automatic hyper-parameter opti-
mization technique aids in the value of hyper-parameters and the optimal category 
hyper-parameter combination [12–15]. 

Sophisticated risks to Cyber–Physical Systems (CPs), such as DDoS attacks, have 
become more frequent in subsequent years [3]. Additionally, when compromised data 
sets are exploited for IDS training, typical computer Intrusion detection systems that 
are based on learning frequently failure to perceive such attacks. To overcome these 
issues, this work provides a unique error-tolerant multivariate method to identify 
DDoS attacks. The mean price of similar characteristics across cases is initially 
culled out of the data set using the famous HOSVD. Data collected is then drive into 
neural network-based algorithms determine whether the broadcast is genuine or a 
DDoS attempt. With a score of 98.94, the suggested scheme outperforms standard 
low approximation algorithms in terms of accuracy [16, 17]. 

3 Proposed System 

In the proposed system, Python programming uses to detect the malicious attack or 
not. It’s a collection of data mining machine learning techniques. The techniques can 
be implemented on a data set directly. Python offers data pre-processing, supervised, 
unsupervised, and visualisation techniques. Adapted to new methods for creating 
machine learning designs. This package includes a utility that can used in a number 
of various ways. We used four methods to determine whether a request from an IP 
address is an attack IP or not: data preparation, attribute selection, clustering, and 
classification. The following is a full discussion of these four steps.
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3.1 Data Pre-processing 

The method of changing unstructured data into a format that can be used. Raw data is 
always imperfect and sending it through a model is impossible. Data pre-processing 
is a technique for increasing the quality of data before mining so that high-quality 
mining results are produced. If any missing values found in the data set, we have to 
remove that values from it. The data set which we used for the proposed system does 
not have any missing values. So we need not remove any values from the data set. 

3.2 Clustering 

Clustering is a technique for locating groupings of data in a data set that are similar. 
It is the process of separating a community or set of data points into several groups so 
that data points from that very same group are more comparative to data points from 
other groups. The idea is to organise people who have similar traits into clusters. k-
means cluster algorithm gets input from preprocessing module. k-means clustering 
is an ensemble learning algorithm wherein we do not have labelled data, unlike 
reinforcement methods, and we also have a collection of information that we would 
like to team and bring into clusters, where it implies items that are similar in structure 
and have similar features must be placed around each other, which is what k-means 
clustering is mostly about. We’ll use the k, that is just a number, to inform the system 
of the number of nodes we’ll need to create. Of fact, there is a formula for determining 
the optimal or optimum value of k for a given collection of data, which is given in 
Eq. 1. 

J = 
ka∑

j=1i=1

∑
||b( j) i − c j ||2 (1) 

where J—linear function, k—no of clusters, a—no of cases, b—case I, c—centroid 
for cluster j, ||  bi (j) − cj ||2—distance function. 

The goal of this algorithm is to find groups in the data, after performing clustering, 
output file will be generated. 

3.3 Classification 

A classification problem is one in which the outputs are categorised. Based on clus-
tering input, we are performing classification. Random forest is a strategy that uses 
several decision trees to make decisions. The random forest chooses the majority of 
the trees decision as the final decision. Random forest easily interpretable and thus 
these classifiers are generally used to generate descriptive models and display the
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Fig. 2 Proposed system approach 

output which request is from attack IP or not (Fig. 2). It accurately predicts output 
and runs rapidly, even with a large data set. It requires less time when compared to 
other algorithms. It can still preserve correctness when a significant amount of data 
is absent. When compared to other algorithms such as Naive Bayes, we get great 
accuracy using the random forest approach on the data set. 

Algorithm: Random forest modelling for cloud service 

Input: DDoS attack CICDDOS2019 Data set. 

Output: Determine whether a request from an IP address is an attack or not. 

Step1: Import the data set into PYTHON. 

Step2: Apply the data set to the data pre-processing mechanism. To replace all 
missing values in the data set, use the replace missing values filter. 

Step 3: Attributes are being selected from the data set. Source logical address, 
destination logical address, source services point address, destination services point 
address, source physical address, and destination physical address are the properties. 
These are the main features that can be used to identify whether or not the traffic is 
malicious. 

Step 4: After picking attributes from the data set, the data set is clustered using the 
k-means clustering algorithm. 

Step 5: We perform classification and apply the random forest technique to the data 
set based on clustering input. 

4 Experimental Results 

The Python was used to conduct all of the trials. There are 23 attributes in the 
CICDDOS2019 Datum. Attributes and its values are projected in Table 1. Datapre-
processing output are given in Table 2. Traffic groups are projected in Table 3.
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Table 1 Attribute description 

Attributes Values 

Node 18 

Protocol ICMP, TCP, UDP  

Rx_bytes 93,280,389.48 

Tx_bytes 93,252,643.23 

Packets_rates 212.2106761 

Table 2 Datapreprocessing output 

Dt 0 Pktperflow 0 

Switch 0 Byteperflow 0 

Src 0 Pktrate 0 

Dst 0 Pairflow 0 

Pktcount 0 Protocol 0 

Bytecount 0 Port_no 0 

Dur 0 Tx_bytes 0 

Dur_nsec 0 Rx_bytes 0 

Tot_dur 0 Tx_kbps 0 

Flows 0 Rx_kbps 0 

Packetins 0 Tot_kbps 0 

Label 0 

Classification results are projected in Table 4. Proposed system provide better accu-
racy then Naive Bayes are given in Table 5. Machine learning and deep learning 
algorithms employ the SDN-specific data set to classify traffic. 

Table 3 Clustering output 

Attribute Cluster size 

0 4355 

UDP 999 

3 889 

10.0.0.8 839 

2 635 

129,863,400 1 

1760 1 

227,019,624 1 

129,864,442 1 

3689 1
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Table 5 Performances comparison 

Algorithm TP rate FP rate Precision Recall F-measure MCC ROC area PCC area 

Proposed 
system 
(Random 
forest) 

1.000 0.000 1.000 1.000 1.000 1.000 1.000 1.000 

Naive 
Bayes 

0.309 0.040 0.378 0.309 0.298 0.278 0.825 0.331 

The following are the findings of the classification approach utilising the random 
forest algorithm. True Positive: Amount of the true positives (TP). False Positive: 
Amount of the false positives (FP). True Negative: Amount of the true negatives (TN). 
False Negative: Amount of the false negative (FN). Accuracy: Correct classifications 
(true positives and negatives) as a percentage of total cases are given in Eq. 2. 

accuracy = TP + TN 
TP + TN + FP + FN 

(2) 

Precision: It’s the proportion of true positives to all predicted positives. Precision 
refers to the number of samples accurately identified as positive out of all those that 
are projected to be positive are given in Eq. 3. 

precision = 
TP 

TP + FP 
(3) 

Recall: It’s the proportion of true positives to all positives. Out of all the samples 
that are genuinely positive, recall is a measure of how many are accurately labelled 
as positive are given in Eq. 4. 

recall = TP 

TP + FN 
(4) 

F-measure: The precision-to-recall ratio is calculated are given in Eq. 5. 

F - measure = 
2(precision × recall) 
precision + recall 

(5) 

MCC: MCC is a metric used in machine learning to quantify the accuracy of 
binary (two-class) classifications. It takes into consideration true and false positives 
and negatives and is commonly accepted as a fair statistic that may be used even 
when the classes are of different sizes are given in Eq. 6. 

MCC = (TP × TN) − (FP × FN) √
(TP + FP)(TP + FN)(TN + FP)(TN + FN) 

(6)
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The receiver operating characteristics (ROC) area provide you a general idea of 
how effectively the classifiers are working. The precision-recall graph is more useful 
than the ROC Graph for testing binary classifiers on imbalanced data sets. 

Comparing random forest result with Navies Bayes result, random forest has high 
accuracy and less error occurrence. It has high rate in the fields like precision, recall, 
F-measure, MCC, ROC, and PCC area. Naive Bayes has low accuracy. 

5 Conclusion 

In existing system, various supervised learning algorithms, such as logistic regres-
sion (LR), decision tree (DT), gradient boost (GB), K-nearest neighbour (KNN), 
and support vector machine (SVM) are supplied the optimal features and hyper-
parameters. The CICDDoS2019 data set is used to evaluate all of these studies. 
The GB model performed in the experiments, with a 99.97% accuracy. In proposed 
system, Python programming language is used to detect the output. Python’s clarity 
and consistency, as well as access to excellent libraries and frameworks for AI 
and machine learning (ML), flexibility. The suggested system uses a random forest 
algorithm for classification to recognise DOS attacks. To minimise complexity and 
remove duplicated and extraneous data from the data set CICDDOS2019 data set 
was used. In existing system, they have shown only accuracy rate but in proposed 
system, human beings can sent request to other system or devices in one seconds, 
it may be less or equal to 5 request. If it is more than 5 request in one second, then 
it will be from attack IP. In future, fully automated system need to be developed to 
detect further attack like ransomware, ICMP flood, ARP spoofing, SYN flood attack 
using northbound application in SDN environment. 
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IoTGMRFM: Internet of Things-Based 
Variable-Wise Anomaly Detection 

Partha Pratim Ray 

Abstract Anomaly detection for multivariate noisy environments is a challenging 
task. This paper presents the implementation of the Gaussian Markov random field 
mixture (GMRFM) for a simulated Internet of Things (IoT)-based sensor dataset. The 
implied process, i.e., IoTGMRFM aims to find variable-wise anomalies based on the 
variational Bayesian inference. Thus, a sparse mixture of sparse graphical Gaussian 
models (GGM) is obtained that can remove nuisance variables from the simulated 
IoT sensor dataset and handles multi-operational modes. This paper aims to find a 
number of key parametric assessments based on the GMRFM technique such as, (i) 
combined multivariate anomaly scores computation, (ii) iteration time of execution, 
(iii) variation of execution time at constant iteration 500, and (iv) anomaly scoring 
time measurement. The major contribution of this work is to deploy the technique 
on IoT-based ecosystem, i.e., Raspberry Pi for assessing various parametric features 
on such environment. 

Keywords IoT · Anomaly detection · Gaussian Markov random field mixture ·
Variational Bayes · Sparse mixture of sparse graphical Gaussian model 

1 Introduction 

IoT provides a platform to connect billions of sensors, actuators, and microcon-
trollers based on the Internetwork backhaul infrastructure [1, 2]. Multiple sensors 
can interact with a given IoT-based smart application, namely health care, smart 
agriculture, and industry 4.0. Such sensors can also act under the multiple operat-
ing modes. Monitoring of IoT-based sensors can thus improve the overall system 
performance [3]. 

In practice, an anomaly or outlier is a data point which behaves differently than 
the rest of the cloud of data. Major issues in contemporary literature show that there 
is a lack of mechanisms that can handle nuisance variables from an IoT-based dataset 
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[4]. Use of statistical training can help to down-weight the unwanted variables from 
a multivariate IoT dataset [5]. It is also found that sole Gaussian distribution may not 
always be effective in such scenarios. Dynamic nature of multi-operational modes 
can pave a huge challenge for an IoT-based system to identify the anomalies. Due to 
the fact of resource-constrained behavior of IoT, one should judiciously chooses the 
models that can be executed with appropriate hardware or software modules available 
on the IoT tool chain [6]. Several studies have applied the Gaussian Markov random 
fields [7–9] and variational Bayes [10, 11] for multiple domains. Sparse graphical 
Gaussian model is also implied [12, 13] to harness the anomaly-aware studies. 

This study presents IoTGMRFM technique that aims to compute variable-wise 
anomaly scores on a multivariate dataset. We generate simulated sensor dataset by 
using the sGMRFmix package on R distribution. The implied technique can remove 
unwanted variables from the dataset. It can also accommodate multi-operational 
modes. The techniques uses the GMRF [12] for computation of anomaly score of 
each variable of dataset. The multi-operational modes are handled by the add-on 
model based on the sparse mixture of sparse GGM. The L1-regularization helps to 
obtain sparsity of variable dependency along with the automated relevance determi-
nation technique. However, this paper shows some insights of on the dataset which 
was used by [12]. We perform the technique on IoT-based ecosystem, i.e., Raspberry 
Pi. We perform following tasks such as (i) combined multivariate anomaly scores 
computation, (ii) iteration time of execution, (iii) variation of execution time at con-
stant iteration 500, (iv) anomaly scoring time measurement. Application wise the 
paper shows different aspects than earlier mentioned reference article. 

The key contributions of this study can be summarized as follows 

• To deploy the Gaussian Markov random field for variable-wise anomaly detection 
• To mix variable Bayesian inference with GMRFM to achieve sparsity in depen-
dency of variables 

• To imply the sparse mixture of sparse graphical Gaussian model along with L1-
regularization and automated relevance determination technique. 

Rest of the paper is presented as follows. Section 2 presents the system design. 
Section 3 presents the results. Section 4 concludes the paper. 

2 System Design 

In this section, we present the IoTGMRFM technique to find variable-wise anomaly 
scores for a simulated multivariate IoT sensor dataset. We use the GMRF along with 
the spare GGM. The technique also leverages L1-regularization to obtain sparsity 
in the variable dependency space. It is supported by the automatic relevance deter-
mination method. The automated relevance determination process is used to obtain 
sparsity over mixture components.
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2.1 Problem Definition 

The implied technique aims to use a simulated IoT sensor training dataset as shown in 
Eq. (1), where N , M depict the number of observations and the number of IoT sensors 
(dimensionality), respectively. In this paper, the notion of subscript and superscript 
for a sample x as assumed as follows x (n) 

i , where i refers to dimensionality or number 
of IoT sensors and sample index (n) under multi-operational modes. 

D = {x (t) ∈ RM |1 ≤ t ≤ M} (1) 

The aim of the work is to find variable-wise anomaly for a given sample x as 
shown in Eq. (2), where xi , x−i denote i th sample and rest sample of dataset, i.e., 
{x1, x2, x3, . . . ,  xi−2, xi−1, xi+1, xi+2, . . . ,  xM }, respectively. The whole assumption 
is based on the conditional predictive distribution (CPD), i.e., p(xi |x−i , D) with 
add-on Gaussian distribution. 

ai (x) = −  ln p(xi |x−i , D) (2) 

2.2 Gaussian Markov Random Field Mixtures 

Given a generative process of a new sample x , one can assume the CPD as in 
Eq. (3) where gi k(x) refers to the gating function with k as a mixture compo-
nent and index i over the K component Gaussian mixture as follows: p(x |D) =ΣK 

k=1 πkN (x |mk, (Ak)−1). The mean and variance of the Gaussian mixture is given 
as uk i , w

k 
i , respectively. The mean matrix is given as mk and the precision matrix 

can be written as Ak . Figure 1 shows the significance of Markovian approach that 
highlights the impact of only direct neighbors on a variable i to get affected based 
on the valid entries of Ak . 

p(xi |x−i , D) = 
KΣ

k=1 

gi k(x)N (xi |uk i , wk 
i ) (3) 

Fig. 1 Variable-wise 
anomaly scoring mechanism 
based on Gaussian Markov 
random fields 
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Fig. 2 System model 
workflow of IoTGMRFM 

Assumption of Gaussian mixture model for x 
ai(x) = −ln p(xi | x−i,D) 

Use Bayesian Gaussian mixture model with 
K initial mixture components 

Use Gauss-Laplace prior on ( k, k) and the 
categorical distribution z 

Find complete likelihood P(D, Z, | , ) 

Imply variational Bayes (VB) method for 
posterior of Z 

Use VB iterative equations until 
Convergence with automated relevance 

determination and l 1-regularization 

Seek for surviving patterns with adjusted 
parameters where K’ < K 

Find the gating function for an input sample x 

Obtain variable wise anomaly score 

The gating function can be obtained when a cluster assignment indicator hi exists 
for the i th variable on the following model, p(xi |x−i , hi ) = πK 

k=1N (xi |uk i , wk 
i )

hi k . 
The variational Bayes (VB) method is used herein this model upon formulating the 
gamma function, hyperparameter, Dirichlet distribution, and log likelihood estima-

tion. Several forms of parameters such as, ai k, θ i k, g
i(n) 
k , Ni 

k are repetitively computed 
for 1 ≤ i ≤ M, 1 ≤ k ≤ K until convergence. Such VB repetition gives a MxK 
matrix [θ i k]. Variable-wise anomaly scoring is achieved at a later phase. 

The system model workflow is given in Fig. 2 where the process starts from an 
assumption of a Gaussian mixture model as described in Eq. (2). Subsequent steps aim 
to capture multi-operational modes under the generative process of x . It is important 
because it can remove noisy nuisance variables from the system. Thus, a sparse 
mixture of sparse GGM is used. To achieve the sparsity, Bayesian Gaussian mixture 
model is employed with K number of mixture components. Then, a Gauss-Laplace 
prior is placed on μk,Ʌk and categorical distribution on z. Next step is to find the 
complete likelihood on Z = {z(n) 

k }. The VB inference mechanism is applied on the 
posterior of Z . The Gauss-Dirac’s delta function is simultaneously applied over the 
posterior of (μ,Ʌ) where μ is point estimator. It is performed for 1 ≤ k ≤ M until 
the convergence is reached. The L1-regulation helps to estimate the median of the 
dataset. We can notice that with sparsity of samples in a cluster, the L1-regulation 
becomes more applicable.
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2.3 IoTGMRFM Algorithm 

We present the IoTGMRFM algorithm that has three methods, e.g., (i) Sparse Gauss 
Mix Method, (ii) Gauss Markov Random Field Mixture Method, and (iii) Variable-
Wise Anomaly Score Computation Method. The first method aims to identify the 
important dependency patterns from the simulated IoT sensor dataset. Second method 
determines the gating function for a random sample x . Third method calculates the 
variable-wise anomaly score. The ρ is considered as an optimal value and needs to 
be used judiciously to enhance the anomaly detection process better. The F-test is 
used to calculate the accuracy between the good samples and anomaly samples. 

Algorithm 1: IoTGMRF Algorithm 

1 Input: IoT sensor-simulated data D, optimal penalty term constant ρ, Dirichlet prior 
concentration parameter α, location parameter of Gauss-Laplace prior m0, coefficient for 
scale parameter of Gauss-Laplace prior λ0, point-estimated value πk , mean matrix mk , 
precision matrix Ak 

2 Output: Variable-wise anomaly score ai (x) 
3 Call: Sparse Gauss Mix Method 
4 Call: Gauss Markov Random Field Mixture Method 
5 Call: Variable-Wise Anomaly Score Computation Method 
6 Return: Anomaly score ai (x) 

Algorithm 2: Sparse Gauss Mix Method 

1 Input: IoT sensor-simulated data D, optimal penalty term constant ρ, Dirichlet prior 
concentration parameter α, location parameter of Gauss-Laplace prior m0, coefficient for 
scale parameter of Gauss-Laplace prior λ0 

2 Output: Point-estimated value πk , mean matrix mk , precision matrix Ak 

3 while ((1 ≤ k ≤ K )&&(!Converge=TRUE)) do 

4 r (n) 
k = r (n) 

kΣk 
l=1 r

(n) 
l 

5 N k = ΣN 
n=1 r

(n) 
k 

6 πk = N k N 

7 xk = 1 
N k

ΣN 
n=1 r

(n) 
k x (n) 

8
Σk = 1 

N k
ΣN 

n=1 r
(n) 
k (x (n) − xk )(x (n) − xk )T 

9 λk = λ0 + N k 

10 mk = 1 
λk 

(λ0m0 + N k xk ) 

11 Qk = Σk + λk 0 
λk 

(xk − m0)(xk − m0)
T 

12 Ʌ
k = argmaxɅk { 1+N k 

N k 
ln|Ʌk | −  Tr  (Ʌk Qk ) − ρ 

N k 
||Ʌk ||1} 

13 Ak = λk 

1+λk
Ʌ

k 

14 Return: πk , mk , Ak 
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Algorithm 3: Gauss Markov Random Field Mixture Method 

1 Input: Point-estimated value πk , mean matrix mk , precision matrix Ak 

2 Output: M x K matrix θ i k and Gating function 
3 Initialize: πk = 1 

K , λ
k = πk N 

4 while (((1 ≤ i ≤ M)||(1 ≤ k ≤ K ))&&(!Converge=TRUE)) do 
5 uk i = mk 

i − 1 
Ak 
i,i

ΣM 
l /=i A

k 
i,l (xl − mk 

l ) 

6 wk 
i = 1 

Ak 
i,i 

7 ai k = αk + Ni 
k 

8 ai = ΣK 
k=1 a

i 
k 

9 θ i k = eψ(ai k−ψ(ai )) 

10 gi(n) 
k = θ i kN (x (n) 

i |uk i ,wk 
i )

ΣK 
l=1 θ i l N (x (n) 

i |ul i ,wl 
i ) 

11 Ni 
k =

ΣN 
n=1 g

i(n) 
k 

12 Return: M x K matrix [θ i k ] and Gating function 

Algorithm 4: Variable-Wise Anomaly Score Computation Method 

1 Input: Gating function gi k (x) and θ i k 
2 Output: Anomaly score ai (x) 

3 gi k (x) = θ i kN (xi |uk i ,wk 
i )ΣK 

l=1 θ lN (xi |ul i ,wl 
i ) 

4 ai (x) = −ln
ΣK 

k=1 g
i 
k (x)N (xi |uk i , wk 

i ) 
5 Return: Variable-wise anomaly score for a new sample x 

2.4 Data Generation 

The work uses the sGMRFmix package from R distribution to generate train and test 
data [13]. The implied function adds t-distributed random noise over the Gaussian 
distributed random samples. The data have five variables x1, x2, x3, x4, x5 each with 
1000 samples. Figure 3a shows the synthetic training and test data. The anomaly 
pattern is shown in the red rectangle. The automated relevance determination method 
helps to automatically discover such patterns.
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Fig. 3 a Synthetic training (left) and test data (right) for the study. b Abnormal pattern detected 
on test data with test label (red color) 

Fig. 4 Anomaly score of all variables 

3 Results 

The test data are validated against the train data. We obtain the abnormal pattern as 
expected in Fig. 3b. All variables except x5 have shown the anomalous region over the 
test data with red color. This is due to the fact x5 training and test region is similar (see 
Fig. 3). We have obtained the anomaly for each of the variables as shown in Fig. 4.We  
notice the anomaly score is very high for x1, x2, x3, x4 with a range of 0–40, 0–20, 
0–25, and 0–40, respectively. We find that all the anomalous points are concentrated 
at one end of the chart. The variable x5 shows an almost regular distribution of
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Fig. 5 a Combined multivariate anomaly score. b Iteration time of execution. c Variation of exe-
cution time at constant iteration 500. d Anomaly computation scoring time 

anomalous points ranging 1–5 which is less than other variables. Figure 5a. shows 
the overall anomaly score in a correlation manner. We notice that each variable is 
placed in diagonal fashion with the calculated variable-wise anomaly score. Each 
column presents the correlation of anomalous score points between the respective 
column variable and the rest of the variables. For example, in the left most column, x1 
shows correlation with x2, x3, x4, x5. It is evident that correlation with itself provides 
no anomaly. We perform time analysis of the IoTGMRFM technique iteration period 
for a set of combined K and ρ values. Figure 5b presents the time of iterations taken 
for different iteration cycles, e.g., 100, 200, 300, 400, 500, 600, 700, 800, 900, and 
1000 while fixing the K = 7, ρ  = 10, K = 10, ρ  = 20, K = 20, ρ  = 30. The given 
optimal combined value is K = 7, ρ  = 10. We notice that the increase of iteration 
increases execution time. We also test the time of IoTGMRFM technique while 
keeping the iteration fixed at 500. We change the value of K , ρ  for various ρ values, 
e.g., 5, 10, 20, 30, 40, and 50. We also vary the K values, e.g., 7, 10, 20, 30, and 
40. We notice that increased ρ minimizes execution time in Fig. 5c. We perform 
anomaly computation scoring time analysis by varying K values. We notice that 
K = 10, ρ = 10 combination shows minimum execution time 0.01 s in Fig. 5d. 

4 Conclusion 

This work deploys the variable-wise anomaly scoring for a simulated IoT sensor-
centric dataset. The study compares the combination of mixture component K and 
constant penalty term ρ. The results show promising aspects of the sparse mixture of 
GGM for a simulated IoT sensor environment. This work shows that the GMRFM 
technique can be deployed on the IoT-based ecosystem for detection of variable-wise
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anomalies in a dataset. In future, main focus shall be imposed to find execution time 
at more than 500 constant iteration values on real-life datasets. Furthermore, overall 
power consumption analysis on Raspberry Pi should be aimed in the future work. 
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MPTR: A Metadata-Driven Prospective 
Tag Recommendation Model Based 
on Integrative Classification 

N. D. Jagan, Gerard Deepak, and A. Santhanavijayan 

Abstract The existing World Wide Web is moving toward Web 3.0. It is semantic-
based Web and is the existing Web’s extension by technologies and standards which 
helps machines to interpret the information available on Web. Moreover, since Web 
contains billions of information in form of text, audio, video, images, etc., tags play 
significant role in recommending the most appropriate data. This paper proposes a 
framework for image tag recommendation which is semantically inclined and will 
generate new tags based on existing tags using ontology and semantic strategies. 
The proposed framework utilizes large volumes of metadata available for the similar 
images and utilizes this information while generating the new tags by comparing 
against various semantic similarity measures. This framework incorporates classi-
fication using decision trees, RNN and the enriched metadata driven by available 
datasets in generating new tags for the image and recommends these tags till the 
user is satisfied with the tag recommended. Furthermore, the comparison and rele-
vance of the recommended tag have been done using various semantic similarity 
measures such as SemantoSim, KL divergence and Cosine Similarity. This model 
yields an average accuracy of 95.33% and the lowest FDR of 0.058 which surpasses 
the existing approaches. 

Keywords Decision trees · Metadata · Ontology · RNN · Tag recommendation 

1 Introduction 

The advancements happening in technology development and with its exponential 
demand and high availability surged social media usage across the globe. Many social 
media services have been emerged allowing users to share information (e.g. texts, 
images, videos, etc.). As a result of this wide-spread use, the amount of images posted 
online is enormous and is ever increasing. Since the main intent of these services 
and users is to faster communicate and find relevant information across social media,
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tagging approaches have been used for searching relevant content and recommending 
more appropriate information based on the user queries. 

Tagging is an approach where resources are annotated by keywords or labels. 
However, tagging at an early stage is used to be human-driven where users are 
expected to provide tags manually which is time-consuming and error-prone. Most 
of the times, it is more likely that users will not use more relevant hidden tags which 
provide much more meaningful search-intent results. Thus, tag recommendation 
systems have become popular where tags are recommended to the users. Usually, 
these fall under three popular approaches. Firstly, annotation or label based—where 
images are annotated or labeled with tags which are used to provide the image 
information. This is mostly human-driven approach and rarely computer-assisted. 
Secondly, content-based recommendation approach. Since, recommendations based 
on labels fail to account for massive count of images available, content-based recom-
mendations are proposed where images are processed, and features are weighted 
and similar images are recommended based on generated weighted model. Thirdly, 
hybrid-based approaches where pros of both approaches are considered, and hybrid 
model is developed for recommending tags. 

Motivation: The current structure of the World Wide Web is moving toward Web 3.0 
which is semantic based. This is more powerful future Web as it is an extension of 
existing Web by technologies and standards which helps machines in interpreting the 
information available on Web. Since this semantic-based Web is more organized, the 
existing automatic tag recommendation mechanisms are not semantically compliant. 
The existing mechanisms are not recommending tags based on the semantics of the 
content. So there is a need for semantically inclined social image tag recommen-
dation approaches. The proposed approach in this paper is an annotation based tag 
recommendation but will generate new tags based on the existing tags by focusing on 
the semantics of keywords rather than keywords itself as raw and helps in retrieving 
and recommending relevant tags. So, instead of providing tags just based on the 
keywords directly associated with images, semantic-based approaches will try not 
to just capture explicit meaning but also the semantic relevance of the keywords by 
using large volumes of metadata for similar images which is lacking with the existing 
approaches. 

Contribution: A meta-driven-based framework for image tag recommendation has 
been proposed. The framework model has been taken with an input of 74,612 topics 
which are enriched with metadata which can be leveraged in recommending more 
appropriate tags for images. Summarization of these sources has been done, and 
further classification has been done utilizing the decision trees and recurrent neural 
networks, i.e. deep learning neural networks in a parallel fashion. Additional datasets 
have also been added to increase the information in the system which has also 
been classified. Moreover, the recommended tags are compared using three different 
semantic similarity measures, namely KL divergence, Cosine Similarity and Seman-
toSim which would increase the chance of the generated tags to be more relevant 
and meaningful. With a reduced false discovery rate (FDR) and improved precision, 
accuracy, recall and F-measure have been reported.
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Organization: The remaining sections of this paper are grouped as follows. Section 2 
contains pertinent research that has already been done on the subject. The proposed 
framework is found in Sect. 3. Section 4 discusses implementation and performance 
evaluations. The paper has been concluded Sect. 5. 

2 Related Works 

Quintanilla et al. [1] proposed an approach in which user’s preference is learned in 
unsupervised way within network. This network implements optimization jointly for 
both visual encoding and user’s preference. This joint training of visual encoding and 
user’s preference helps in allowing the network to combine the preferences of visuals 
with behavior of tagging for a better recommendation to user. The authors proposed 
the adversarial training usage which imposes this network to predict the tags similar 
to the tags generated by users. The authors trained this network in learning helpful 
features which could predict the tags list and those resembling tags generated by user 
for any arbitrary image. Kim et al. [2] proposed an approach where convolutional 
neural network (CNN) deep learning technique is used in extracting the label from 
the image. This extracted label is used to sort and recommend the existing tags other 
than the label. The authors proposed a method to find an image similar to input image, 
extract the label attached to the image, find posts on social media where the label 
exists as tag and recommend other tags in the post. 

Gang et al. [3] proposed an approach in which structural support vector machine 
(SVM) for image tagging is used by incorporating global context data into the ranking 
function in between the labels. Then, the authors formulate this problem of multi-
labeling as a ranking problem which is used in order to handle the prediction of 
structured output with non-negative labels. This is to have scores higher for positive 
labels than the negative labels. This approach utilizes the ranking inside instance level 
and also correlations among tags of images for the prediction of structural output. Liu 
et al. [4] proposed a tensor model using three dimensions describing the entities and 
its types by introducing label and as well as speech image recommendation using 
tensor decomposition. Weibin et al. [5] introduced an approach using hyperbolic 
space in measuring the distance between semantic similarities between different 
entities. The authors adopted tangent space optimization in updating parameters of 
the model. Ahmadkhani et al. [6] proposed an image recommendation approach 
using fuzzy inference system which extracts and selects features based on different 
users and then preferences are learned. Li et al. [7] proposed a learning approach 
using joint representation for tag recommendation by extracting the relation between 
image text and words and then enhanced the relationship among the semantics of the 
words. Chen et al. [8] proposed an automatic image tag recommendation approach by 
incorporating both visual and annotated features into modified training framework 
which embeds different aggregated network approaches. In [9–14], several semantic 
frameworks in support of the proposed model have been depicted.
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3 Proposed Architecture 

Figure 1 depicts the architecture proposed for the MPTR model where the input topic 
from the dataset is subjected to topic preprocessing using localization, stop word 
removal, lemmatization and named entity recognition (NER). Once the individual 
topic words are obtained, these should be enriched. For enrichment of these topic 
words, SPARQL endpoints are returned to Wikidata API in order to supply auxiliary 
knowledge to the framework from the real world WWW through the Wikidata API. 
Wikidata is a part of Wikimedia family and is a sister project of Wikipedia. It’s like 
Wikipedia but for data and is fast becoming the world’s largest and most popular 
source of open data. It’s a linked data which means that every piece of data has a 
unique identifier—a Q number and data are represented in series of statements or 
triples. This makes data more machine readable as well as human readable. Wikidata 
also has a query service and other tools for asking questions and visualizing all the 
data. This is community contributed and open linked repository which is domain 
specific and interlinked. This auxiliary knowledge from Wikidata is loaded into the 
framework which is relevant to the topic words accessed via SPARQL endpoints 
which enriches the topic words. This is the first phase of this architecture. The 
obtained topic words are further used to classify the dataset comprising the images. 
The dataset considered is CrowdFlower’s Image attribute tagging dataset which is 
labeled and categorized. This dataset includes URLs for all the images, multiple tags 
for each image and contributor agreement scores. The contributors to this dataset 
categorized thousands of images based on given list of attributes. These attributes 
varied from specific and objective (like “kid” or “engine”) to more subjective ones 
like (“cry” or “ugly”).

This is classified using the decision trees. The classification is done purely based 
on the text labels or the annotations in the dataset. The topic words are sent as 
features and are used to classify the dataset based on the labels by using decision 
trees. Decision tree is like flowchart tree structure decision support tool in which 
node of every branch will represent choice between the no. of alternatives available 
and node of every leaf will represent a decision. This is one of the types of supervised 
learning algorithms. Information theory will define the degree of disorderness in a 
system called entropy. It measures the uncertainty about the source of messages. 
Given a collection S, the entropy of S is calculated by using Eq. (1), 

Entropy = 
c∑

i=1 

(pi ∗ log 2(pi )) (1) 

where pi = the proportion of S which belongs to the ith class 
Information gain decides which attribute goes into decision node. Every node 

yields maximum data in each split which could be achieved by IG. The IG(S, A) of  
attribute A is calculated by using Eq. (2),
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Fig. 1 Framework of proposed MPTR model

Gain(S, A) = Entropy(S) −
∑

v∈values( A) 

|Sv| 
|S| . Entropy(Sv) (2) 

where S is total sample 
Sv = S subset in which attribute A has v value 
|Sv| = no. of elements (in Sv) 
|S| = no. of elements (in S) 
Figure 2 displays the architecture of decision trees in which the main principle of 

splitting nodes is to split the root node to get the maximum info gain. Increase in nodes 
in the tree causes over fitting. Splitting continues until each of the leaf is pure (one of 
the possible outcomes) Pruning can also be done which means removal of branches 
which use features of low importance. The labels alone are extracted from dataset 
namely categories and these categories are used for metadata generation. In order to 
generate metadata, we are using the tool called as ARIADNE harvester. ARIADNE 
program is financed by European Commission, and it exists from February, 2013. 
This is formed so that the researchers can utilize various datasets distributed to explore 
over the research methodologies. This ARIADNE harvester supports collection of 
metadata and content from heterogeneous learning object repositories.

Such large volume of metadata is generated to increase the amount of textual 
content based on the labels. This generated metadata is again classified using the 
recurrent neural network (RNN). RNN is mainly used for natural language processing 
tasks. There are three major issues in using the simple neural network instead of RNN 
namely no fixed size of neurons in layer and we can’t decide the size of neurons for 
ever increasing word input to neural network, too much computation. For every 
increase in the word count, a new neuron has to be increased in the input layer
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Fig. 2 Architecture for decision trees

which results in tremendous increase in the computation, and parameters are not 
shared. Two different sentences with same semantics will be trained independently 
resulting in large computations and is not feasible. In other words, it cannot handle 
sequential data but will only consider current input, and it cannot learn from the 
previous inputs. RNN works by storing the output of the current layer and back 
feeding this to the input. This is done in order to predict the layer’s output. Figure 3 
displays the architecture of recurrent neural networks (RNN). 

Since RNN is deep learning classifier and metadata is extensively large, automatic 
feature selection takes place by RNN, and the metadata is classified. We are only 
considering the top 20% of the classified instances because of the extensively large 
volumes of metadata and to adopt only 20% of each class discovered by the RNN 
is considered. This is the second phase of this architecture. In phase three, semantic

Fig. 3 Recurrent neural 
networks (RNN) architecture 
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similarity comparison computation takes place between the enriched topics words 
resulted from phase one and the top 20% of the classified instances under each class 
from the phase two. This semantic similarity is computed by using SemantoSim 
measure with threshold of 0.75, KL divergence with step deviation of 0.2 and Cosine 
Similarity with a threshold of 0.75. The reason for using divergence index and 2 simi-
larity indices is mainly because of large volumes of metadata even after considering 
top 20%. So we have to filter the most relevant among the relevant entities. 

SemantoSim measure is a measure of semantic similarity which is derived from 
measure of Point wise Mutual Information (pmi). This is a normalized semantic 
measure. These topic words are stemmed and tokenized. It yields the relatedness in 
semantics between the two terms x and y using Eq. (3), 

SemantoSim(x, y) = 
pmi (x, y) + P(x, y) log(P(x, y)) 

P(x).P(y) + log(P(y, x)) 
(3) 

KL divergence is a non-symmetric difference measure between the two probability 
distributions of P and Q. It measures how probability distribution of Q is dissimilar 
to the probability distribution of P using Eq. (4). 

K L(P||Q) =
∫

p(x) log 
p(x) 

q(x) 
dx  =

∫
p(x) log p(x)dx  −

∫
p(x) log q(x)dx  

(4) 

Cosine Similarity is measure of similarity between two texts which could be 
found between their representations of vector by computing Cosine Similarity. It 
allows documents with partial match to be also identified. It gives a score which can 
be used to order documents calculated by using Eq. (5), 

sim(d1, d2) = 
V (d1).V (d2) 

|V (d1)||V (d2)| (5) 

At the end of this phase, we have the resultant tags, the tags discovered from 
enriched topic words and metadata which are matching. These tags are further 
used for computing semantic similarity between the classified dataset comprising 
images, and the dataset classified using the decision tree-based on the labels alone 
by extracting the features from the topic words. From this resultant classified dataset, 
the semantic similarity is computed between the labels associated with the classified 
images along with the newly resulted relevant tags in the previous step. The semantic 
similarity of the generated tags is computed by using SemantoSim measure and is 
re-run in the similarity’s increasing order and recommended to the user until the user 
is satisfied. If the user is not satisfied and clicks again, user clicks are further fed into 
Wikidata module, and this process continues until no further clicks are recorded, i.e. 
the user is satisfied.
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4 Implementation and Performance Evaluation 

We conducted experiments on the CrowdFlower’s Image attribute tagging dataset by 
utilizing the attributes tagged with the images. The experimentations are conducted 
for 74,612 unique topics for which the tags are recommended for the images. To 
compare the quantitative evaluation of the proposed MPTR, it was base lined with 3 
baseline models, namely ALPTR [1], HRSDL [2] and RSSVM [3]. We systematically 
make comparisons for the proposed metadata-driven prospective tag recommenda-
tion model and the existing three image-based tag recommendation approaches. 
Apart from the above three baseline models, experimentation is also conducted by 
considering collaborative filtering with SVM as a baseline hybrid technique in order 
to evaluate the proposed MPTR model. The implementation of the proposed model 
and the baseline models was carried out in the same environment, i.e. framework 
of the proposed model in order to compare the quantitative results of the proposed 
model with the baseline models. The performance of the proposed MPTR which is 
metadata-driven tag recommendation model is evaluated by using Precision, Recall, 
Accuracy, F-Measure and FDR (False Discovery Rate) as potential metrics. 

From Table 1, it is clearly indicative that ALPTR approach yields the precision of 
87.45%, recall of 90.69%, accuracy of 89.06%, F-measure of 89.04% and FDR of 
0.125. Similarly, HRSDL approach yields the precision of 89.47%, recall of 91.07%, 
accuracy of 90.27%, F-measure of 90.26% and FDR of 0.106. Similarly, RSSVM 
approach yields the precision of 89.23%, recall of 91.98%, accuracy of 90.60%, F-
measure of 90.58% and FDR of 0.108. Similarly, collaborative with SVM approach 
yields the precision of 81.17%, recall of 83.07%, accuracy of 82.12%, F-measure of 
82.10% and FDR of 0.189. The proposed MPTR yields the highest average precision 
of 94.27%, highest average recall of 83.07%, highest average accuracy of 95.33%, 
highest average F-measure of 95.31% and lowest FDR of 0.058. 

The proposed MPTR approach yields highest precision of 94.27% and lowest 
FDR of 0.058. The reason behind ALPTR approach yielding quite a low precision 
and higher FDR although it uses adversarial training by training jointly of both visual 
encoding and user’s preference is because of lacking of auxiliary knowledge as it only

Table 1 Comparison of performance of the proposed MPTR approach with other approaches 

Models Average 
precision (%) 

Average recall 
(%) 

Average 
accuracy (%) 

Average 
F-measure (%) 

FDR 

ALPTR [1] 87.45 90.69 89.06 89.04 0.13 

HRSDL [2] 89.47 91.07 90.27 90.26 0.11 

RSSVM [3] 89.23 91.98 90.60 90.58 0.11 

Collaborative 
Filtering + 
SVM 

81.17 83.07 82.12 82.10 0.19 

Proposed 
MPTR 

94.27 96.39 95.33 95.31 0.06 
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depends on the dataset. Moreover, when both image features and text features are 
used, there is no feature enrichment in terms of the text features. HRSDL model also 
do not perform well despite using deep learning CNN technique because there’s no 
auxiliary knowledge driven by metadata creating sparsity in the learning. RSSVM 
model also performs less despite using deep ranking SVM technique for image 
tagging because the model gets over trained due to parameter transfer from CNN 
and even though global context information is incorporated, it’s not sufficient and 
much more meaningful relationship is required which is driven by metadata by the 
proposed MPTR model. When collaborative filtering with SVM is used, the lowest 
precision, recall, accuracy, F-measure and highest FDR is observed. This is because 
SVM alone is a naïve binary classifier, and collaborative filtering requires every 
entity to be rated; however in reality of World Wide Web, it may not be rated. So, 
interim computation metrics based on the ratings given explicitly by the user does 
not perform very well and is practically not feasible for a semantic framework. 

The proposed MPTR model yields highest precision of 94.27, highest recall of 
96.39, highest average accuracy of 95.33, highest F-measure of 95.31and lowest 
FDR of 0.058 because it uses initial topics which are enriched by using standard 
knowledge base which is Wikidata for entity enrichment. Furthermore, high volumes 
of metadata are generated from the extracted labels of dataset. So the model ensures 
topic growth and also ensures exponential metadata generation which is classified 
using deep learning model namely RNN for the automatic discovery of the concepts. 
Apart from this, the dataset is also classified using a machine learning model namely 
decision trees by using enriched topic words as features so that there is certain 
degree of explain ability is made inclusive into the approach. So there is no unknown 
discovery of classes based on the feature supply of enriched topic words. And most 
importantly semantic similarity is computed by using SemantoSim measure, Cosine 
Similarity and KL divergence with varied thresholds and varied divergence measures. 
This ensures the relevance computation is very strong in the proposed model. The 
hybridization of two distinct classifiers namely machine learning classifier where 
features are in the explicit control of framework and the usage of RNN where there 
is the automatic feature generation for metadata classification ensures high volumes 
of auxiliary knowledge from Wikidata of metadata go to the framework, and the 
relevance computation is strong by using three distinct semantic similarity measures. 
So the proposed MPTR model performs much better than other existing baseline 
models. Figure 4 depicts the precision % vs. no. of recommendations curve for the 
proposed MPTR and other baseline models. It is very clear that the baseline models 
lag and the proposed MPTR model occupies the highest position. The subsequent 
positions are both HRSDL and RSSVM models. The next position is occupied by 
ALPTR model, and the lowest position is occupied by the collaborative filtering with 
SVM approach.
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Fig. 4 Comparison of precision % of proposed MPTR approach with other approaches 

5 Conclusion 

An innovative and methodical image tag recommendation framework has been 
proposed which is semantically compliant using ontology and semantic strategies 
which is currently lacking in the existing tag recommendation approaches where the 
semantics of the keywords are not utilized properly. The proposed approach utilizes 
large volumes of metadata in capturing the semantics of keywords rather than the 
raw keywords itself by using large datasets of 74,612 input topics which has relevant 
information about similar images. This will help the model in generating new tags 
based on existing tags since semantics around existing tags can help model discover 
new possible tags. Relevance of generated tags is increased by classification of the 
inputs using decision trees, RNN and comparing the generated tags against various 
semantic similarity measures. The proposed model has a precision of 94.18%, a 
recall of 96.53%, and an accuracy of 95.33%, with the lowest FDR score of 0.058, 
outperforming all current approaches. 
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A Review of Content-Based Image 
Retrieval Based on Hybrid Feature 
Extraction Techniques 

Aman Singh, Maha Dev, Brajesh Kumar Singh, Anuj Kumar, 
and Mohan Lal Kolhe 

Abstract Reviewing the literature is important to gain knowledge of a particular 
field before undertaking any research. In today’s world, images are ever-evolving, 
making it difficult to get a relevant image. CBIR is used to search any image in 
the stock image. It extracts features from input images and retrieves images from 
datasets with similar features. Many techniques have been developed for CBIR, some 
of which are illustrated in this survey. A multimedia content examination is utilized 
in an assortment of real-world computer vision applications, and digital images make 
up a critical piece of multimedia data. Observing a reasonable image in a file is a 
troublesome research challenge for the computer vision field. Most web crawlers 
bring pictures utilizing ordinary text-put-together strategies that depend on respect 
to subtitles and metadata. CBIR and image arrangement-based models depict unde-
niable level image sees utilizing feature vectors made out of mathematical qualities. 
The research exhibits that an impressive separation exists between image feature 
portrayal and human visual understanding. Different strategies have been utilized 
by different authors like convolutional neural network, deep learning, multi-scale 
LTP, DL-TLCF, DBN, etc., with great precision on publically available datasets like 
ImageNet, Caltech256, Cifar10, IRMA, UK Bench, ILSVRC-2010, and ILSVRC-
2012. In this paper, competitively study of deep learning model-based CBIR frame-
work with general query processing module which can handle (text, video, and image 
query). Similar analyses in view of strategies, model, dataset, and precision have been 
performed, and they accomplish great exactness also.
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1 Introduction 

The technique of looking for individual images inside large-scale databases is known 
as image retrieval. Text and content-based image retrieval algorithms have shown 
comparable results to traditional methods. However, both of them are restricted by 
the semantic gap that is to say they cannot duplicate the human perception of images 
accurately [1, 2]. Content-based image retrieval techniques cover both object and 
category image retrieval. There are two types of retrieval tasks: looking for many 
pictures of the same object and gathering photos from the same category. The term 
CBIR is used to describe the task of finding relevant images in a huge image database 
based on their visual content [3]. For example, the query may be a single photo, an 
area of an image, many pictures, a multi-modal query or a visual sketch [4]. Query 
by example, a methodology sometimes referred to as query by example, is one of the 
most frequently utilized CBIR paradigms. When using CBIR, the procedure provides 
a list of comparable images to the query image, based on the feature representations 
of the images to be searched (e.g., cosine similarity). One option in contrast to CBIR 
is (RBIR) region-based image retrieval, an innovation that has intrigued a ton of 
fixation as of late [5]. 

The most widely recognized technique for looking at two images in content-based 
image retrieval is utilizing an image distance measure. An image distance measure 
analyzes a closeness of two images in different aspects like (Fig. 1). 

After image retrieval, results are sorted by context information and the image 
data’s complicated composition, retrieval accuracy is improved and the final retrieval 
result is achieved.

Fig. 1 Methods of CBIR [6] 
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Some current methods of picture retrieval are deficient in various ways. 

(1) Conventional approaches cannot accurately use the information in a picture’s 
saliency areas, making it difficult to record a human’s impression of the image. 

(2) Traditional feature extraction approaches overlook the spatial structure of a 
picture, which is critical for image retrieval [7, 8]. 

To satisfy this need, a new type of image retrieval system relying on deep neural 
networks is necessary. 

2 Related Works 

Yang et al. [9] introduced a method for picture retrieval in 2020 that used deep 
neural networks (DNNs) to generate human gaze-shifting pathways using a saliency 
map. An image saliency prediction system based on a DNN was created initially. 
To emulate human visual perception, a sequential concatenation of the high-quality 
salient regions was conducted utilizing constraint metrics following an image quality 
assessment (IQA) approach. Next, the CNN-based system was implemented to obtain 
detailed representations of the pictures, retaining the spatial structures of important 
areas. The query image’s quality score was used to develop a series of candidate 
images with comparable quality ratings. The next step in this process is to create a 
ranking distance measure to filter the candidate photos to help in image retrieval. 
Investigations showed that this method was far more successful than other advanced 
algorithms. 

According to Sukhia et al. [10] published a paper in 2020 discussing a content-
based retrieval of remote sensing image was published in 2020 that uses patch-based 
local ternary patterns multi-scale, with fisher vector encoding. The method’s first step 
used local ternary patterns to reduce a picture three times, creating both upper and 
lower texture pictures. Then, the two images were split into smaller pieces to obtain 
the representation of the final histogram. This was recorded using standard fishing 
vectors afterward. To do this, we focused on two frequently used two-dimensional 
datasets for a 20-class satellite dataset and a 21-class global cover database. The 
results of the study showed that the system we proposed improved 5.71 and 6.57 
improved land-cover datasets with remotes covering 21 classes and 20 classes, 
independently. 

Liu et al. [11] demonstrated an effective image acquisition method in 2017 by 
introducing a fast-paced image acquisition method using state-of-the-art CNN model 
information as well as low-level information from the dot block truncation coding 
DDC model (DDBTC). A vector quantization-indexed histogram using a DDBTC 
bitmap, limit, and very low scales were used to produce low-level features such 
as texture and color. Although CNN may be unable to replicate human senses, it 
may be able to properly capture some high-level features. The new deep learning 
codebook, which incorporates the DDBTC and CNN characteristics, was produced 
by merging those two elements. To increase the retrieval rate, the two-layer codebook,
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dimension reduction, and similarity reweighting were employed. The varied datasets 
were assessed using two metrics: average accuracy and average four recall (ARR). 
The test findings show that the approaches proposed in this article can outperform 
existing strategies for retrieving features of low-level or high-level granularity, both 
in term of retrieval speed. This means it may be used in a number of different photo 
retrieval programs. 

Maria et al. [12] research team devised a method for improved content-based 
image retrieval with efficient convolutional representations in 2018. The network 
was retrained and optimized by using deep CNN models that used feature repre-
sentations extracted from the convolutional layer activations through max-pooling. 
The proposal suggested three main techniques for modeling the retraining process. In 
other words, if the only available information is the data itself, the full fully monitored 
training was used; where training database labels are available, retraining regarding. 
Information was used; and when user feedback was obtained, related response-based 
training was used. Three publicly accessible image retrieval sets were tested using 
the suggested method. The method works much well than before with both CNN 
retrieval techniques and classic hand-based methods across all tested databases. 

Saban et al. [13] found a way in 2020 to bridge that gap with the use of a four-step, 
efficient hash code generating method. The initial stage was to use the convolutional 
neural network (CNN) architecture to automatically extract discriminative character-
istics from images. After processing, the CNN’s final fully linked layer was used to 
create hash codes. After addressing the dataset’s imbalance in classes, the synthetic 
minority over-sampling technique was used in the second phase (SMOTE). A roughly 
3% increase in performance was seen as a result of addressing the problem of imbal-
ance. A deep stacked auto-encoder was used to transform 13-symbol codes from 
balanced features to their final state. The dataset, “Image retrieval in medical appli-
cations” (IRMA), then transformed the results to the standard 13-character code for 
labeling and retrieval that the IRMA dataset uses. In comparison with all previously 
used methods, the proposed strategy’s IRMA error parameter, classification success, 
and retrieval success were superior. 

Rani et al. [14] offered a successful strategy for defining issues in 2018. Deep 
learning characteristics and classification were extracted in this case by using the 
deep belief network (DBN) technique, and the study was a relatively new field due to 
the immense volume of data five that was collected. The study found that performance 
will improve significantly under the recommended method. 

Haripriya et al. [15] offer a parallel alternative to the CBMIR system in 2020. The 
suggested framework uses features at every level of content and meaning to account 
for the issue of an imbalanced dataset and to minimize the time it takes to train a 
DICOM picture’s DCNN. To tackle the problem of a skewed dataset, the following 
techniques were employed to extract high-level and concise features: (a) histogram 
of oriented gradients (HOG), (b) local binary pattern (LBP), and (c) radon. By using 
data parallelism, the suggested DCNN framework improves the speed of network 
training by splitting DCNN layers across several CPU cores on a single PC. The 
model achieved a recall, precision, and F-measure of 87.00%, 87.00%, and 92.00%, 
respectively, during deployment.
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Nikolas et al. [16] created a new technique for content-based picture retrieval 
based on tf-idf (CBIR) in 2018. In our opinion, the convolutional layers of a CNN 
model are better thought of as visual word detectors. Each of these visual-based filters 
is set to respond to a unique pattern. As a result, since the filter activations trans-
mitted information regarding the filter’s training phase visual pattern acquisition, the 
filter activations were thought to constitute the tf component. The presentation was 
followed by three alternative techniques for computing the idf component. Finally, a 
query expansion technique was provided in addition to the aforementioned descrip-
tors. A more effective method of image retrieval was developed by combining the 
traditional tf-idf approach with current CNN analysis for visual information, resulting 
in a methodology that performed well in lengthy tests on four challenging image 
datasets. 

3 Research Gaps 

Image retrieval using the content-based approach has a variety of advantages, 
including the ability to reduce dimensionality, provide the greatest retrieval results, 
have a simple computation, find spatial correlation, have a quicker computation, 
and minimize computational complexity, etc. However, it is hampered by several 
shortcomings, such as being computationally demanding, having a lower precision, 
and requiring standard methods. It has to be settled soon. While the notion of CBIR 
may be appealing, it is exceedingly complex to accomplish. It tackles challenges 
that have been little studied, including the difficulty of searching queries comprised 
of multi-semantic components and image samples, a unique image-focused search 
model, and a web-scale image retrieval efficiency issue. The following issues are 
significant: 

3.1 The Difficulty of Retrieving the Best Possible Results 
for Complicated Queries 

The best retrieval systems in the world always face challenges when trying to provide 
the most relevant results, especially for the top items in their results lists. This issue 
presents something that none of the previous issues do: Internet pictures including 
real-world noise and dynamic content, as well as questions with several levels of 
complexity, both textual and visual. Solving the challenge of developing state-of-
the-art intelligent algorithms with precision is a challenging task.



308 A. Singh et al.

3.2 Problems in Finding Information Quickly at a Very 
Broad Scale 

Processing video is computationally demanding. A huge research challenge is 
presented by the large volumes of Internet image data. The challenge is to create 
algorithms that are efficient enough to search hundreds of millions of movies in the 
overall two-second suggested wait time for a user, and that guarantee the greatest 
accuracy. 

3.3 The Challenges of Interpretable Results 

CBIR stands out since the only way to get the image, text is through semantic 
interpretation. To satisfy their information demands, a user should understand why 
the relevant images were picked, so they may alter the inquiry. The approach should 
be transparent to ensure accountability. The research remains divided on how to 
construct models for video retrieval that can be interpreted, though. 

4 Features and Challenges of State-of-the-Art 
Content-Based Image Retrieval Methods 

Some of the features with their challenges are shown in Table 1. CNN  [9] refines the 
candidate images for attaining the image retrieval and the spatial structure is preserved 
between the salient regions. But, continuous extraction is needed to achieve high 
accuracy. Multi-scale LTP [10] produces higher precision rate, and the histogram-
oriented image features are generated by the multi-scale and patch-oriented LTP. 
Still, it does not examine the potential of the developed method for the SAR images. 
DL-TLCF [11] minimizes the feature dimension and is an efficient and robust candi-
date for the image retrieval applications. However, there is a high semantic gap 
that exists between high-level and low-level features. Deep CNN [12] enhances the 
memory requirements and the retrieval performance, and the deep CNN attains the 
convolutional representations and constructs the target representations. But, over-
specialization is a major drawback here. CNN [13] provides a broader representation 
range by the SMOTE and is very applicable for the code generation problems. Still, 
the vector over-sampling ratio seems to be empirical. DBN [14] offers better classi-
fication by the DBN, and the feature extraction is mostly reliable. Yet, in real-time 
extraction, it is not implemented. Deep CNN [15] minimizes the training time by the 
process of parallelization and the imbalanced dataset problem is overcome. But, it 
seems to be computationally intensive. Deep CNN [16] offers enhanced outcomes
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with superior retrieval performance, and a novel perspective is provided on the convo-
lutional image retrieval. Still, the proposed technique is not combined with other 
learning techniques. Hence, it is miles required to increase a unique method using 
deep learning to offer higher overall performance for content-based image retrieval.

5 Dataset-Based Comparison 

In this section, are being discussed about the finding of authors from various research 
papers on the basis of datasets selection. The evaluation for datasets-based compar-
ison on different methodologies like CNN, Deep CNN, Multi-scale LTP, DBN, and 
DL-TLCF is shown in Table 2.

Graphical analysis of the accuracy of content-based image retrieval using CNN 
methodologies on various datasets is shown in Fig. 2a here, IRMA dataset gives the 
best result as compare to other datasets. Figure 2b shows the accuracy of content-
based image retrieval using deep CNN methodologies on various datasets here UK 
bench dataset gives the best accuracy as compare to other datasets.

6 Conclusion 

The motive of this review is to view the traits in composition research in the beyond 
few years and spot how the outcomes and accuracy of the specific dataset have 
modified and continue to be changing. It is apparent from the studies reviewed that 
evaluative study of different approaches with their results. In line with this, it is also 
clear that the image retrieval field in content-based image retrieval is very broad 
and there is still some problem in obtaining the exact result. In this review, we find 
some common problems like the difficulty of retrieving the best possible results 
for complicated queries, problems in finding information quickly at a very broad 
scale, and the challenges of interpretable results. So in the future, we are trying to 
resolve these problems and find the best results on the same datasets using a different 
approach of content-based image retrieval.
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Table 1 Features and challenges of state-of-the-art content-based image retrieval methods 

Author [citation] Methodology Features Challenges 

Yang et al. [9] CNN It preserves the spatial 
structure between the 
salient regions 
The candidate images 
are refined for attaining 
the image retrieval 

It needs continuous 
extraction to achieve 
high accuracy 

NainSukhia et al. [10] Multi-scale LTP The multi-scale and 
patch-oriented LTP 
generates the 
histogram-oriented 
image features 
It produces higher 
precision rate 

The potential of the 
developed method is 
not examined for the 
SAR images 

Liu et al. [11] DL-TLCF It is an efficient and 
robust candidate for the 
image retrieval 
applications 
The feature dimension is 
minimized 

High semantic gap 
exists between the 
high-level features and 
low-level features 

Tzelepi and Tefas [12] Deep CNN The deep CNN attains 
the convolutional 
representations and 
constructs the target 
representations 
It enhances the memory 
requirements and the 
retrieval performance 

It suffers from 
over-specialization 

Şaban Ozturk [13] CNN The SMOTE provides a 
broader representation 
range 
It is very applicable for 
the code generation 
problems 

The vector 
over-sampling ratio 
seems to be empirical 

Saritha et al. [14] DBN The feature extraction is 
mostly reliable 
Better classification is 
offered by the DBN 

It is not implemented in 
real-time extraction 

Haripriya and Porkodi 
[15] 

Deep CNN It overcomes the 
imbalanced dataset 
problem 
The process of 
parallelization minimizes 
the training time 

It is computationally 
intensive

(continued)
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Table 1 (continued)

Author [citation] Methodology Features Challenges

Kondylidis et al. [16] Deep CNN It provides a novel 
perspective on the 
convolutional image 
retrieval 
It offers enhanced 
outcomes with superior 
retrieval performance 

It does not combine the 
proposed technique 
with other learning 
techniques

Table 2 Various datasets for CBIR and accuracies achieved 

Author [citation] Methodology Dataset used Evaluation 

Yang et al. [9] CNN ImageNet, Caltech256 
and cifar10 dataset 

92.81%, 91.92%, and 
83.43% accuracy 

NainSukhia et al. [10] Multi-scale LTP satellite remote sensing 
dataset 

95.63% accuracy 

Liu et al. [11] DL-TLCF UKBench 82.05% accuracy 

Tzelepi and Tefas [12] Deep CNN UKBench 98.59% accuracy 

Şaban Ozturk [13] CNN IRMA dataset 98.45% accuracy 

Saritha et al. [14] DBN Custom small dataset 
with 1000 images, 
custom large dataset > 
10,000 images 

Small dataset accuracy: 
98.6% 
Large dataset: 96% 

Haripriya and Porkodi 
[15] 

Deep CNN Custom database 87% accuracy 

Kondylidis et al. [16] Deep CNN ILSVRC-2010 
and ILSVRC-
2012 

83.00% accuracy on 
ILSVRC-2010 
84.7% accuracy on 
ILSVRC-2012
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Fig. 2 a Performance of 
CNN techniques with 
various different datasets and 
b performance of deep CNN 
techniques with various 
different datasets

References 

1. Cai Y, Li Y, Qiu C, Ma J, Gao X (2019) Medical image retrieval based on convolutional neural 
network and supervised hashing. IEEE Access 7:51877–51885 

2. Iakovidis DK, Pelekis N, Kotsifakos EE, Kopanakis I, Karanikas H, Theodoridis Y (2009) 
A pattern similarity scheme for medical image retrieval. IEEE Trans Inf Technol Biomed 
13:442–450 

3. Hoi SCH, Liu W, Lyu MR, Ma W-Y (2006) Learning distance metrics with contextual 
constraints for image retrieval. CVPR 2:2072–2078 

4. Chang H, Yeung D-Y (2005) Kernel-based distance metric learning for content-based image 
retrieval. Image Vis Comput 25(5):695–703 

5. Gong Y, Lazebnik S, Gordo A, Perronnin F (2013) Iterative quantization: a procrustean 
approach to learning binary codes for large-scale image retrieval. IEEE Trans Pattern Anal 
Mach Intell 35(12):2916–2929 

6. Zhou W, Li H, Tian Q (2017) Recent advance in content-based image retrieval: a literature 
survey 

7. Tang X, Jiao L (2017) Fusion similarity-based reranking for SAR image retrieval. IEEE Geosci 
Remote Sens Lett 14(2):242–246 

8. Tang X, Jiao L, Emery WJ, Liu F, Zhang D (2017) Two-stage reranking for re-mote sensing 
image retrieval. IEEE Trans Geosci Remote Sens 55(10):5798–5817 

9. Yang Y, Jiao S, He J, Xia B, Li J, Xiao R (2020) Image retrieval via learning content-based 
deep quality model towards big data. Future Gener Comput Syst 112:243–249 

10. Sukhia KN, Riaz MM, AbdulGhafoor, Ali SS (2020) Content-based remote sensing image 
retrieval using multi-scale local ternary pattern. Digit Signal Proc 11(15):1–9 

11. Liu P, Guo JM, Wu CY, Cai D (2017) Fusion of deep learning and compressed domain features 
for content-based image retrieval. IEEE Trans Image Proc 26(12):5706–5717



A Review of Content-Based Image Retrieval Based … 313

12. Tzelepi M, Tefas A (2018) Deep convolutional learning for content based image retrieval. 
Neurocomputing 275:2467–2478 

13. Öztürk S (2020) Stacked auto-encoder based tagging with deep features for content-based 
medical image retrieval. Expert Syst Appl 161 

14. Saritha RR, Paul V, Ganesh Kumar P (2018) Content based image retrieval using deep learning 
process. Cluster Comput 22:4187–4200 

15. Haripriya P, Porkodi R (2020) Parallel deep convolutional neural network for content based 
medical image retrieval. J Ambient Intell Humanized Comput 

16. Kondylidis N, Tzelepi M, Tefas A (2018) Exploiting tf-idf in deep convolutional neural 
networks for content based image retrieval. Multimedia Tools Appl 77:30729–30748



A Survey on Kubernetes Policy Report 
Custom Resource Definition Kube-Bench 
Adapter 

Kakoli Banerjee, Deepti Agarwall, Vikram Bali, Mritunjay Sharma, 
S. S. Prajwal, and Md. Arsh 

Abstract Kubernetes, referred to as K8s, is “an open-source tool for doing away 
with manual deployment, control of containerized applications and scaling it.” The 
Kubernetes distribution ships with many built in API sources (e.g., pods). CRD comes 
into the picture while we need to introduce our item into the Kubernetes cluster. Once 
we create a CRD in Kubernetes, we will use it like some other local Kubernetes item 
to leverage all of the functions of Kubernetes like its CLI, API services, RBAC, etc. 
The Kubernetes Policy WG is defining a Policy Report CRD to assist unify outputs 
from a couple of coverage engines. This enables cluster-admins to handle clusters 
as coverage consequences may be controlled effortlessly with Kubernetes sources 
from any Kubernetes control device (kubectl, dashboard, octant, etc.) This paper 
aims to study the creation of a tool that periodically runs a CIS benchmark test like 
Kube-bench and produces policy report. 

Keywords Kubernetes · Custom resource definition · Kube-bench · Policy report 

1 Introduction 

Kubernetes is a framework for continuously running containerized structures 
constructed from there microservices; handles score and alertness failure, gives 
shipping patterns, load balancing, and different development-associated functions. 
Custom Resource Definition for Kubernetes API has brought a lot of modularity and 
flexibility in adding user-defined resources Kubernetes resource. The novelty of this 
paper lies in the fact that this paper not just surveys and talks about existing resources 
of Kubernetes or its background but also talks about Custom Resource Definitions 
and how it can leverage security admins and policy-admin tools when used to build 
an adapter on top of it with Policy Report CRD being defined by Kubernetes Policy
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Working Group. In this survey, we specifically talk about Kube-bench adaptor which 
was built to perform periodic CIS benchmarks checks. 

2 Background 

To understand the background of this paper, we need to understand three things more 
before proceeding to survey

• Kubernetes Policy WG
• Policy Report CRD
• Kube-bench. 

2.1 Kubernetes Policy WG 

Kubernetes is a very huge open-source community, and thus, it is managed by segre-
gation of tasks by well-defined special interest groups (SIGs) and working groups 
(WGs). One such WG that we discuss in this paper is Kubernetes Policy WG. The 
motivation and purpose of this WG were to provide an overall architecture that 
describes both the current policy related implementations as well as future policy 
related proposals in Kubernetes. Through a collaborative method, it wants to present 
both dev and end user a universal view of policy architecture in Kubernetes. The 
two major projects that the WG is currently working on are Policy Report Custom 
Resource Definition (CRD) and Kubernetes Policy Management Whitepaper. In this 
paper, we will focus majorly on the former. 

2.2 Policy Report CRD 

Kubernetes Policy WG started defining Policy Report CRD and its motivation behind 
it was that discussions around a “container policy interface” (CPI) never progressed 
in the Kubernetes community. It aimed to have similar in intent to CSI, CNI, etc., but 
it was hard to formalize as “policy” covers several different areas of concerns, e.g., 
images, runtime, configuration, cluster, etc., and again it was difficult to standardize 
a policy language. As a result of this, the WG led to defining a custom resource 
of the policy report that shall be just another Kubernetes resource (namespaced or 
cluster-wide) and will be defined only without inclusion of controller with more 
focus on current data while historical data to be managed externally. Being a custom 
resource, it shall provide more flexible reporting options for different engines that 
will work with all K8s machinery and tools. Kube-bench adapter is one such tool 
that this paper will talk about more.
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2.3 Kube-Bench 

The adaptor that this paper aims to talk about is built on top of another open-source 
tool built by Aqua security called Kube-bench. This tool is responsible for checking 
CIS benchmarks whenever YAMLs are applied to a particular Kubernetes cluster. 
However, the maximum this tool can do is perform checks and give results. In order 
to add more fine grain control over the results and provide policy admission related 
controls to cluster-admins, this tool was leveraged with policy report CARD being 
defined by Kubernetes Policy WG. This led to the building of the Kube-bench-adaptor 
that runs cron-jobs to perform periodic CIS benchmark checks and produce a policy 
or cluster policy report. 

3 Literature Survey 

To proceed ahead with how the adapter was built which is later covered in discus-
sion section, let us first go through a survey of different literatures that depict the 
fundamentals needed to know about existing features of Kubernetes and cloud native 
space and how we used these resources to build the Kube-bench adaptor. 

3.1 Cloud Native 

The growth story of cloud native tools has been enriching the IT software model for 
designing and handling programs as a carrier to any cloud—public, private, mixed, 
or peripheral. Software is everywhere and companies‘ capacity to win, help, and 
hold clients relies upon their capacity to carry new abilities via software programs, 
quickly and consistently, and cloud native has played a vital function in it. 

Let us see how [1] describes cloud native applications when it talks about it being 
as one that has the ability to run on cloud infrastructure and “is built around design 
patterns that allow it to scale globally, support thousands of concurrent users and 
survive hardware and system failures and malicious attacks.” 

We are all familiar with various cloud native applications [1, 2]. In the paper, 
“Realizing Software Reliability in the Face of Infrastructure Instability,” Cornelia 
Davis tells about Netflix and how the cloud native design principles described here 
enabled that company to survive a catastrophic outage with little degradation. [3]. 
Facebook, Twitter, Office 365, and other Google’s cloud related applications are 
other examples while various cloud native apps are built that are, themselves cloud 
native. TAWS Kinesis streaming and Amazon Redshift, Azure Cosmos DB and Data 
Lake, as well as Google Big Query [1, 4]. In this paper, we talk about Kubernetes 
which is also built on cloud native fundamentals and aligns with it in following the 
principles.
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3.2 Containerization 

Containerization has come to be a main component in software program improvement 
as an opportunity or accomplice to the material. It includes assembling or packaging 
software program code and all its dependencies [5–7] in order that it really works 
seamlessly and continually on any infrastructure [3, 8]. The growth matures rapidly, 
accounting to measurable blessings for engineers and running groups in addition to 
typical software program infrastructure and it is nothing but Kubernetes that helps 
in their orchestration. Whether it’s Docker or containerd, Kubernetes ships with 
management of all [9–11]. 

3.3 Microservices, Containers, and Their Management 
via Kubernetes 

The applications that are monolithic can involve a lot of complexity and the vague-
ness can increase with increase in its scale. In [12], it is talked about how micro 
services solves this problem to great extent by enabling their replacement to small 
containerized applications that are aimed to perform a single functional task and how 
Kubernetes helps in its orchestration and distribution of them. 

In [2], it is discussed in detail how Kubernetes cluster is composed of virtual 
or physical machines which are often termed as a node. A POD is like the cell, 
the foundational entity which can fit one or more containers. On the other hand, a 
scheduler, dealing with the rate of giving assignment of pods to unique nodes within 
the cluster fits the operating necessities of the workload of a pod to the sources 
which might be to be had with inside the present day deployment infrastructure [13, 
14], and entails pods on suitable nodes. It is assigned to track the capability that is 
available on all nodes to ensure that workloads are not being scheduled along with the 
existing present resources. Since applications can be segmented into micro services, 
it significantly increases the overall agility and maintainability of applications [1]. 

3.4 Policy Custom Resource Definition and Its Adaptor 

From [15], we found that the Kubernetes Policy Working Group suggested forma-
tion of a specific Custom Resource Definition that deals with Policy Reports. Since 
improper configuration can lead to be the cause of various security concerns, proper 
configuration and operation of Kubernetes clusters becomes all the more important 
and it is a complex process. Falco, Gatekeeper, Kyverno, and k-rail are various Kuber-
entes security and policy management tools that attempt to address this complexity 
by automating aspects of configuration management and reporting of common and 
potential configuration errors [4, 15]. The proposal thrived on the idea that while all
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these tools are different but there are also common behaviors and patterns in each 
tool. It was identified that one set of policies will be periodically checked and results 
can be reported to the cluster administrators and users as one such common feature. 

This proposal introduced the idea of a common policy report as a Kubernetes 
Custom Resource Definition (CRD) that can be shared across Kubernetes policy 
management and security tools this enabling to provide a common way to report 
policy results will allow external management tools (UIs, reporting and compliance 
tools, etc.) to integrate and report policy results in a consistent manner, and will 
enable building higher level workflows to these issues [15]. 

4 Discussion 

Now that we are aware of nuances of Kubernetes and cloud native ecosystem through 
the observation of above surveys, we can safely move on to discuss how we acted 
upon to go above and beyond just knowing about Custom Resource Definitions but 
also creating an object as Policy/Cluster Policy Report to actualize it to its true value. 

The Kube-bench adapter can be termed as a bridge that automates and schedules 
the walking of people across this bridge between Policy Report Custom Resource 
Definition and Kube-bench because of its ability to schedule a cron-job that can 
perform checks periodically. 

In order to programmatically interact with Kubernetes client, the first step that 
was involved was creating the client code. This was an interesting task as client code 
was created using another automated code generating open-source tool built by the 
k8s community. 

Usually with a single shell script call and a couple of code annotations, the code-
generators deliver our own generated deep copy functions, listers, informers, and 
typed clients for the custom resources [16]. 

Below is an example of a snippet that creates a custom resource object using 
generated client code 

import ( 
apiextensionsclientset"k8s.io/apiextensions-
apiserver/pkg/client/clientset/clientset” 
) 
apiextensionsClient,err:= 
apiextensionsclientset.NewForConfig(cfg) 
createdCRD,err:= 
apiextensionsClient.ApiextensionsV1beta1().CustomResource 
Definitions().Create(yourCRD) 

[Snippet of golang program that creates CRD using generated client code] 
With the generated client, we can now access the “kubectl” command program-

matically to create (or update/delete) objects of our CRDs. However, before using 
that mapping of JSON results of Kube-bench with CRD JSON was required and this 
was implemented in a manner the below snippet shows
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Summary: policyreport.PolicyReportSummary { 
Pass: cisResults.Totals.Pass, 
Fail: cisResults.Totals.Fail, 
Warn: cisResults.Totals.Warn, 

} 

[Snippet of golang program that maps Policy Report CRD summary with Kube-
bench results] 

After the involvement of two steps, it was wiring all things together that was left 
and it was implemented using helm to abstract the separate installation of CRDs and 
give security access with RBAC controls automatically configuring the cron-job. 

Syncing up all together, our tool Kube-bench-adaptor was built and it was 
successful in creating cluster policy reports that can help cluster-admins get more 
freedom and automation in admission controls (Fig. 1). 

Fig. 1 Part of the entire cluster policy report obtained using the Kube-bench adaptor tool



A Survey on Kubernetes Policy Report Custom Resource … 321

5 Conclusion 

In this paper, we tried to introduce readers to the extensibility of Kubernetes and its 
resources using Custom Resource Definition to create our own policy reports mapped 
with tools like Kube-bench to have more fine-grained access to security of clusters. 
We observed through the surveys the existing landscape of Kubernetes and cloud 
native technologies but what was unique to our paper was how we used its feature 
of CRDs to create a tool of our own that enables cluster-admins to perform CIS 
benchmark checks automatically. There has been substantial progress in defining a 
Policy Report CRD by Kubernetes WG to help unify outputs from multiple policy 
engines. This paper can be helpful for cluster-admins with managing clusters as 
for them policy results can be viewed and managed easily as Kubernetes resources 
from any Kubernetes management tool (kubectl, dashboard, Octant, etc.). The paper 
scoped out our understanding on how to create a tool that periodically runs a CIS 
benchmark check like Kube-bench and produces a policy report. This paper may be 
beneficial to researchers [17] who are willing to begin operating [18] on building 
adapters for tools of other policy engines. This paper not only provides a comparative 
look at the existing surveys used for the diagnosis of existing features of Kubernetes 
but also helps to apprehend the use of various custom features, their type and their 
use to diagnose [19] the building and usage of a specific adapter based on a CRD. 
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Fake News Detection Using Machine 
Learning 

Vishal Dohare and Shweta Meena 

Abstract Differentiating between false and true information has become chal-
lenging due to the easy availability and rapid increase of data presented on social 
media platforms. The convenience with data may be exchanged has contributed to 
the fast spread of data piracy. The authenticity of social networking sites is ques-
tioned in this field where incorrect news is widely shared. We have introduced some 
new characteristics and evaluate the accuracy of current approaches and features for 
automatically detecting fake news. In addition to assessing the essential character-
istics given in this study for fake news detection, we proposed a new set of features 
and examined the prediction effectiveness of current approaches and attributes for 
accurate classification of false news. And our findings show some surprising details 
about the utility and significance of traits in spam detection. We hope people will be 
able to distinguish between counterfeit and genuine news. 

Keywords Fake news ·Machine learning · CountVectorizer · TF-IDF · Gradient 
boosting 

1 Introduction 

Many people from all around the world have been intrigued by the designation of 
any news report, article, or blog as fake or legitimate [1]. Several studies have been 
conducted to determine the impact of faked and false news on the general public and 
people’s reactions to such news. Falsified news, sometimes known as faked pos news, 
is any phone textual or non-textual information created with the intent of convincing 
readers to believe something that is not real. Fake news has proliferated rapidly over 
the last decade, most notably during the 2016 US presidential election [2].
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In this study, many machine learning approaches such as logistic regression, deci-
sion tree, and random forest are used for the assess performance across several data. 
Increased Internet dissemination of misleading information has resulted in a host 
of problems, including in politics, sports, health, and science. False news has rami-
fications in the financial markets. A rumour can have huge ramifications and even 
bring the market to a halt. We used six different machine learning algorithms to 
find out whether the news is true or false, and the algorithms are logistic regres-
sion, random forest, gradient boosting classifier (GBC), decision tree, support vector 
machine (SVM), and Naive Bayes. We extracted the feature from the data set and 
used the CountVectorizer for tokenization and count of words. It essentially turns a 
collection of text documents into a token matrix. It has a vector representation. 

It is to create a bag that contains a word and their frequency or count for each 
word. For this, we used the Python library CountVectorizer. 

We used term frequency-inverse document frequency as TF-IDF. This is a method 
for determining the total number of words in a set of documents. Each word is 
frequently given a score to signify its importance in the document and data set [3]. 
The logarithm of the total number of documents divided by the number of documents 
containing the phrase yields the inverse document frequency. Based on these two 
libraries, we count the number of words in the documents and provide features for 
training and testing. 

We trained our model using the machine learning algorithms for best results 
and then we used a confusion matrix that tells the performance of the model. The 
classifiers were trained according to the following guidelines: Individual models are 
trained with the best parameters, then tested by choosing the best output label from 
all models [4]. 

2 Independent and Dependent Variables 

In this study, I have collected two open source data sets from Kaggle, one data set 
contains real news and the second data set contains the fake news in two different 
csv files and then merge both files for our training and testing models. There are four 
columns: title text subject, date, and target. Figure 1 is the false news data set, which 
includes all fake news data. 

Fig. 1 False news data set
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Fig. 2 True news data set 

Figure 2 shows the overview of true data set that contains all the true news articles, 
and after that, we concatenate both the data set into one data set and add a label for 
false and true news, pre-process the data, and removing all the stopword tha data 
shown in Fig. 3 is used for train the model. 

After that we have explore dataset on the basis of subject to find about the 
categories of news as represented in Fig. 4. 

Fig. 3 Mixed data set 

Fig. 4 Various subject that 
data contains
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3 Related Work 

Information is being exchanged in a different way thanks to social networking sites. 
These were divided into two categories, one based on logistic regression [5] and the 
other based on a crowdsourcing method, with a 99 per cent accuracy rate [6]. 

Della Vedova et al. designed an ML model that took into consideration news 
substance and social substance elements and improved accuracy, as well as deploying 
this method in a real-time application using Facebook Messenger and Chatbot and 
attaining an accuracy of 81.7% [7]. 

In the last ten years, people are increasingly adopting social media and blogging. 
News, blogs, posts, reviews, opinions, ideas, arguments, and comments, among other 
things, all help to build strategies and procedures for ensuring the authenticity of these 
posts. Many research has been conducted in which machine learning has been used 
to automatically detect fraudulent news stories. There have also been a few studies 
that have used deep learning in fake news detectors for auto feature extraction [8]. 

4 Research Methodology 

Fake news detection is a most critical step, to achieve this, we used a variety of 
machine learning methods in our study, which are explained further below. 

a. Data collection: The information was gathered using the open source Website 
Kaggle. It has around 44,898 records. Where seventy five per cent of the data is 
utilised for training and twenty five percent is used for testing. 

b. Data pre-processing: Pre-processing is done once the content has been acquired.

• Drop the unnecessary columns like title and date.
• Lowercase letters are used throughout the document.
• Digit and special characters have been erased.
• White spaces are deleted, punctuation and accent marks are expelled, and stop 

words are expelled. 

c. Classifiers: To make the predictions in this suggested system, various machine 
learning techniques are applied. 

1. SVM 

SVM is a classification and regression supervised machine learning technique. It’s 
most often used for classification, although it can also be used for regression. SVM 
locates a hyper-plane that divides the various sorts of data. A line in two-dimensional 
space is all that this hyper-plane is. Select the optimal hyper-plane for dividing the 
data after that. As a result, you’ve probably noticed that by default, SVM can only 
perform binary classification (i.e., choose between two classes). However, there are 
a variety of approaches that can be employed to address multi-class issues [9].



Fake News Detection Using Machine Learning 327

2. Logistic Regression 

It provides a simple equation to categorise issues into two or more classes, a 
logistic regression (LR) model is used to classify text based on a huge number 
of characteristics and a binary output like true or false, actual article or fraudulent 
article. 

We changed model parameters to get the best results for each data set, and we 
experimented with several values before deciding on the best model accuracies. The 
logistic regression assumption function has the following mathematical expression: 

hθ (X ) = 1 

1 + e−(β0+βx1) 
(1) 

A sigmoid function is used to translate the result of logistic regression into a 
probability value, with the purpose of solving the optimization problem to achieve 
the best probability. The cost function is determined in the following way: 

Cost(hθ (x), y) =
{
log(hθ (x)), y = 1, 
− log(1 − hθ (x)), y = 0. (2) 

3. Decision Trees 

The most successful and extensively used classification and decision-making strategy 
is the decision tree. Each branch marks the completion of the test, and each leaf node 
represents the classifier. On this foundation, we form node roots. 

“When do we finish growing our tree?” Real-world data sets often include a huge 
number of features, which leads to a large number of splits and a gigantic tree. 
Such trees take longer to grow and may result in overfitting. For example, the tree’s 
accuracy on the training data set will be good, but its accuracy on the test data set 
will be poor [10]. 

4. Random Forest 

A random forest is a predictor that combines the results of multiple decision trees on 
different subsets of data to improve the data’s projected accuracy. 

The random forest method has the following steps: 

1. From a data collection of k records, random forest selects n random records at 
random. 

2. For each sample, a unique decision tree is built. 
3. Each decision tree returns an outcome. 
4. For classification, the final result is determined by a majority vote or an averaged, 

as applicable. 

5. Naive Bayes 

The Naive Bayes technique is a supervised learning strategy for dealing with classifi-
cation problems based on the Bayes theorem. It’s most commonly used for activities
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that need a big training data set, such as text classification. The Naive Bayes classifier 
is an elementary and effective classing method that makes it easier to create rapid 
models for machine learning that make correct estimates. It’s a binary model, which 
indicates that it provides predictions based on the probability that particular items 
will appear [11]. If the colour, shape, and flavour of a red, spherical, and sweet fruit 
are used to identify it, it is called an apple. As a result, each characteristic may be 
used independently to assess whether or not the item is an apple. It’s called Bayes 
since it’s based on Bayes’ Theorem. 

P(A|B) = P(B|A)P(A) 
P(B) 

(3) 

6. Gradient Boosting Classifier 

Each prediction in gradient boosting tries to improve on the one before it by lowering 
mistakes. Gradient boosting is a revolutionary concept since it fits a new predictor 
to the error variance from the previous prediction rather than matching a predictor 
to the data at each iteration [12]. In practise, gradient boosting classification works. 
In order to make early predictions on the data, the approach will collect the log of 
the target feature’s probability. A popular method of determining this is to divide the 
count values (True = 1) by the count of false values (False = 0). 
1. It calculates the residuals, or the observed value minus the predicted value, for 

each occurrence in the training set. 
2. It then builds a new decision tree that tries to predict the previously calculated 

remainder. However, in compared to gradient boosting regression, here is where 
things become a little trickier. 

Based on this methodology, a system for detecting fake articles has been devised. 
In this way, the data set is categorised using supervised machine learning. Pre-
processing, feature selection, data set split in training and testing, and finally running 
the classifiers are the initial steps in this classification task. Figure 5 depicts the 
suggested system technique. Random forest, SVM and Naive Bayes, decision tree, 
gradient boosting classifier, and logistic regression are among the approaches used 
in the process. To get the highest accuracy and precision, experiments are conducted 
on each algorithm alone and in combination. We have performed a confusion matrix 
to improve the performance. We also choose the best feature to generate the best 
accuracy and results.

5 Result and Discussion 

To measure the performance of the model, we used confusion matrix, Precision, 
Recall, F1 Score and the results are compared based on CountVectorize and TF-
IDF techniques machine learning classifiers which are evaluated using a variety



Fake News Detection Using Machine Learning 329

Fig. 5 Flow diagram

of measures [13]. The term “accuracy” refers to the comparison of predicted and 
actual labels. Information retrieval is done with precision. Precision is calculated 
as a percentage of the model’s total positive predictions. The proportion of genuine 
positive results that are relevant. True positive rate or True negative rate is referred 
to as recall. F1-score is made up of precision and recall. Table 1 gives how several 
measures are used to evaluate the performance of ML classifiers with a count vector. 
Table 2 explains how to utilise TF-IDF to evaluate the performance of ML classifiers 
using various metrics such as accuracy (Figs. 6 and 7).

6 Result and Discussion 

The study’s main goal is to find linguistic characteristics that separate fake news 
from real news. Manually, categorising news requires extensive subject knowledge 
but also it able to detect irregularities in the text. This study uses machine learning
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Table 1 Performance metrics value with count vector 

Classifiers Performance evaluation 

Accuracy Precision Recall f-score 

Naive Bayes 92.78 0.93 0.94 0.93 

Logistic regression 94.75 0.96 0.94 0.95 

Decision tree 89.9 0.89 0.92 0.90 

Random forest 92.99 0.93 0.94 0.93 

SVM 90.61 0.91 0.92 0.91 

Gradient boosting classifier 82.73 0.83 0.84 0.83 

Table 2 Performance metrics value with TF-IDF 

Classifiers Performance evaluation 

Accuracy Precision Recall f-score 

Naive Bayes 93.0 0.92 0.94 0.93 

Logistic regression 94.13 0.94 0.94 0.94 

Decision tree 89.75 0.90 0.90 0.90 

Random forest 93.47 0.94 0.93 0.94 

SVM 91.52 0.92 0.92 0.92 

Gradient boosting classifier 83.46 0.84 0.83 0.84 

Fig. 6 Performance analysis 
of ML classifiers using count 
vector
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Fig. 7 Performance analysis 
of ML classifiers using 
TF-IDF

algorithm and collective techniques to identify false news reports. We gathered mate-
rial for our inquiry on the Internet, which included current events. The test’s purpose 
is to recognise linguistic characteristics that separate fake news from real news. 
Certain models have been shown to be more realistic than others. We used a range 
of performance indicators to compare the results of each strategy. In order to detect 
bogus news, researchers must address a number of serious challenges. For example, 
identifying essential features of news transmission is a critical step in limiting the 
spread of fake news. The primary sources of misleading news propagation might be 
identified using machine learning techniques. We have two alternative ways for text 
processing in this study, and the final findings are based on merging both approaches. 
We discovered that the logistic regression has better results than other models, and 
the random forest worked well. 
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Reliable Incorporation of Robust 
Fractional-Order Nonlinear PID 
Controller into Integrated Power System 
Using Gray Wolf Optimization Method 

Jitendra Kumar, Vishal Goyal, and Devbrat Gupta 

Abstract The first and foremost goal of this research article is to explore the effi-
cient trajectory tracking performance of the integrated power system (IPS) using 
a fractional-order nonlinear proportional plus integral plus derivative (FONPID) 
control strategy for fulfilling the demand power. The various energy-generating 
components such as wind, solar, and diesel and storage components such as batteries, 
flywheels, and ultracapacitors are just a few of the components that make up the IPS. 
Due to the integration of such stochastic energy components, the grid frequency 
varies continuously affecting the fulfillment of power demand. To mitigate the varia-
tions in grid frequency, a FONPID controller is proposed which has a greater ability 
to withstand the changes that occur in the system parameters and the nonlinearity of 
the rate limitation. The gains of the proposed controller are modified using the gray 
wolf optimization (GWO) technique based on the sum of the integral of the square 
in frequency deviation (ISFD) for greater performance. The trajectory tracking for 
the demand power is showcased for the proposed controller. To validate the obtained 
simulation results, the suggested controller, i.e., FONPID, is compared with PID 
and FOPID controller whereas it has been observed that the FONPID controller 
outperforms the classical PID and the FOPID controller. 
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J. Kumar (B) · V. Goyal · D. Gupta 
Department of Electronics and Communication Engineering, GLA University, Mathura 281406, 
India 
e-mail: jitendra.kumar@gla.ac.in 

V. Goyal 
e-mail: vishal.goyal@gla.ac.in 

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023 
S. Tiwari et al. (eds.), Advances in Data and Information Sciences, Lecture Notes 
in Networks and Systems 522, https://doi.org/10.1007/978-981-19-5292-0_31 

333

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-5292-0_31\&domain=pdf
mailto:jitendra.kumar@gla.ac.in
mailto:vishal.goyal@gla.ac.in
https://doi.org/10.1007/978-981-19-5292-0_31


334 J. Kumar et al.

1 Introduction and Literature Surveys 

The increased need for energy, along with growing worries about the worldwide 
depletion of nonrenewable energy sources, has compelled the integration of various 
renewable energy sources into one, i.e., wind and solar power into the power system. 
As a result, integration of energy-generating systems such as wind turbine generator 
(WTG), solar and thermal power generator (STPG), diesel energy generator (DEG), 
aqua electrolyzer (AE), fuel cell (FC), and storage systems have emerged which is 
generally called an integrated power system (IPS) [1]. Plants that are used to generate 
wind as well as solar are random and are dependent on the climate surroundings at any 
given moment. It leads to instances when the electrical load exceeds the generation. To 
correct this imbalance, several energy storing systems such as flywheel energy storage 
(FESS) system, battery energy storage (BESS) system, or ultracapacitors (UCs) may 
be used in conjunction with such systems. They also increase power quality and 
reduce grid frequency variations [2]. When demand power exceeds generation, these 
energy storage devices will store excess available energy resources above the intended 
load generated from renewable resources for a brief time before releasing it to the 
micro-grid. A control plan that coordinates these operations is required for these 
tasks to be carried out properly. 

The applications of fractional-order (FO) calculus are being applied in the design 
and development of many control systems [3]. And they are getting more popular 
day by day among the research fraternity because of their increased design flexibility 
(additional degree of freedom results in a more robust system) and higher design 
performance. It has recently sparked a keen interest in many domains of engineering 
such as digital and analog signal processing domain, computational intelligence 
domain, and mechatronics domain. In recent years, fractional-order control systems 
(FOCSs) are being designed frequently with the help of fractional calculus [4–7]. 

In this research paper, the comparison between the proportional plus integral plus 
derivative (PID), fractional-order PID (FOPID), and the suggested fractional-order 
nonlinear PID (FONPID) controllers are presented to demonstrate the benefits of 
the suggested approach based on their trajectory tracking performance. Micro-grid 
frequency varies continuously due to the existence of renewable energy-generating 
devices such as solar and wind power which are stochastic in nature [2, 8, 9]. This 
has an impact on demand power quantity and quality as well, and also, it has to be 
maintained within certain limits to avoid electrical breakdown. In order to absorb or 
release more or deficit electricity from or into the micro-grid, a suggested FONPID 
controller is added to the control loop, which may deliver a regulated signal to 
the energy storage devices. In addition, a suitable controller can instruct the DEG to 
release high torrents of electricity into the micro-grid in order to fulfill temporary load 
needs [10]. The FONPID controller [11] is used for this purpose, and its performance 
is compared to that of the PID and FOPID controllers. 

The evolutionary and swarm algorithms outperform traditional gradient-based 
approaches, particularly in noisy [1, 5, 12] and dynamic situations, which are 
frequently come across in control system design to address stochastic or random
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variations [12]. In this research paper, a gray wolf optimization (GWO) algorithm 
[13] was utilized to determine controller gains values based on the sum of the integral 
of the square in frequency deviation (ISFD) performance metric in real time. 

The remainder of this research paper is laid out as follows. The mathematical 
modelling of the plant is described in Sect. 2. Section 3 presents the proposed 
controller design and tuning using GWO. Section 4 showcases simulation results for 
trajectory tracking performance. The paper is concluded in Sect. 5 with the findings, 
followed by the references. 

2 Plant Mathematical Modeling 

Figure 1 [10] illustrates the block diagram representation of an IPS having various 
energy generation and storage components that use several types of energy generation 
and storage, with the various components listed in Table 1 [1]. 

In order to make hydrogen for FCs, the AE utilizes (1-Kn)% of electricity from 
the total power of wind power (PWTG) and solar power (PSTPG) which is later utilized 
by two parallelly connected FCs. The value of Kn is considered as 0.6. The various 
energy generation and storage components are mathematically modeled as first-
order transfer functions for their small-signal analysis. The first-order transfer func-
tions of energy generation components such as WTG, STPG, DEG, FC, and AE are 
mathematically expressed in Eq. (1) [1, 2].

Fig. 1 Block diagram representation of an IPS having various energy generation and energy storage 
components
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Table 1 Various energy components gain and time-constants values [1] 

Component gains Components time constants 

KSTPG (KS, KT) 1.8, 1 TSTPG (TS, TT) 1.8, 0.3 

KWTG 1 TWTG 1.5 

KAE 0.002 TAE 0.5 

KFC 0.01 TFC 4 

KDEG 0.003 TDEG 2 

KBESS −0.003 TBESS 0.1 

KFESS −0.01 TFESS 0.1 

KUC −0.7 TUC 0.9

PWTG = 
KWTG 

1 + sTWTG 
; PSTPG = KS.KT 

(1 + sTS).(1 + sTT)
; 

PDEG = 
KDEG 

1 + sTDEG 
; PFC = KFC 

1 + sTFC 
; PAE = KAE 

1 + sTAE 
(1) 

The various energy storage components such as FESS, BESS, and UC are coupled 
in the feedback loop of the IPS shown in Fig. 1 and controlled by the FONPID 
controller. If there is an excess or shortage of electricity, they absorb energy from the 
micro-grid or release energy into the micro-grid, accordingly. The first-order transfer 
functions of FESS, BESS, and UC are mathematically expressed in Eq. (2) [2, 10, 
14]. 

PFESS = KFESS 

1 + sTFESS 
; PBESS = 

KBESS 

1 + sTBESS 
; PUC = KUC 

1 + sTUC 
(2) 

The power system transfer function model using micro-grid frequency deviation 
is mathematically expressed in Eq. (3). 

PMG = 1 

D + Ms 
(3) 

where D and Ms are damping and moment of inertia considered as 0.03, and 0.4, 
respectively. 

The micro-grid power model of renewable energy is stochastic in nature, so powers 
from the WTG, STPG, and demand load play a vital role in grid frequency oscilla-
tions. Wind, solar, and load demand are all simulated and shown in Fig. 2, namely 
generated powers (PWTG, PSTPG), demand (PL), and net power generated to the grid 
(PTOTAL). These are not dependent on the feedback path’s controller structure. The 
rapid jumps in the powers at arbitrary time instants such as t = 40 s and t = 80 s, in 
this case, are present. The resultant power generated by the WTG and STPG units is 
considered in the article [1].
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Fig. 2 Renewable and load 
power signals [1] 

3 Proposed Controller Design and Tuning Using GWO 

In this controller design section, the design of the proposed controller is discussed 
in detail. Many controllers are being used since the early nineteenth century [15]. 
Among them, the PID controller is the utmost incorporated control strategy in the 
process and control industries. But, in this research article, the PID controller is not 
suitable to incorporate into the IPS because the complexity of the system due to large 
grid frequency deviations and the high level of precision required have put certain 
limits on its performance [5]. And this limitation leads to the design of the FONPID 
controller as showcased in Fig. 3. 

The FO operator provides an increased degree of freedom, and the nonlinear 
term offers fine-tuning of controller gains in real time. Hence, making the proposed 
controller robust, stable, and slightly adaptive is essential. The FO differ-integrators 
are almost limitless linear filters with many dimensions. In this work, each fractional-
order element was rationalized using Eqs. (5) and (6) of Oustaloup’s recursive 
filter [16, 17]. The mathematical expression for the proposed FONPID controller 
is represented as given below in (4),

Fig. 3 Block diagram 
representation of FONPID 
controller 
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u(t) =
[
KPδ f (t) f (δ f (t)) + KI 

d−λ δ f (t) 
dt−λ f (δ f (t)) + KD 

dμ δ f (t) 
dtμ

]
(4) 

where u(t) is considered as the output of the FONPID controller. The controller gains 
KP, KI, and KD are defined as proportional, integral, and derivative gains. δ f (t) is 
the frequency deviation that has to be minimized. The FO operators μ and λ are 
differ-integrals of the FONPID controller. The Oustaloup’s approximation (OSA) 
approach of recursive distribution of poles and zeroes is used to determine the FO 
operator. The transfer function of the FO operator with the OSA method is given 
in Eqs. (5) and (6). f (δ f (t)) which is a function of frequency deviation given as 
nonlinear gain as K0 with nonlinear cosine hyperbolic term [18] expressed in Eqs. (7) 
and (8). 

sμ = Kα 

Nα∏
−Nα 

s + wKzu 

s + wKpu 

(5) 

wkzu = wbu

[
whu 

wbu

] Kα+Nα + 1 2 − μ 
2 

2Nα +1 

; wkpu = wbu

[
whu 

wbu

] Kα+Nα + 1 2 + μ 
2 

2Nα +1 

; Kα = wα 
hu (6) 

where μ defines fractional-order derivative (FOD) operator of s. And  Kα is gain; wkzu 
is zeros, and wkpu is poles of the filter. [whu, wbu] is the range of fitting considered 
as [10−2 102] rad/s; 2Nα + 1 = 5 is considered as approximation order, assuming 
Nα = 2. 

f (δ f (t)) = cos h(K0δ f (t)); f (δ f (t)) = 
eK0δ f (t) + e−K0δ f (t) 

2 
(7) 

δ f (t) =
{

δ f (t); |δ f (t)| ≤ δ f (t)max 

δ f (t)max ∗ sgn(δ f (t)); |δ f (t)| > δ f (t)max 
(8) 

In this paper, K0, δ f (t)max are positive constants taken by the author. When δ f (t) 
= 0, the lower bound of f (δ f (t)) will be 1. Here, K0 is also optimized by GWO. 

The tuning of proposed controller gains is pursued using the gray wolf optimiza-
tion (GWO) [13] process based on the ISFD performance index [9] as expressed in  
Eq. (9), and the corresponding block diagram is represented in Fig. 4. Mathematical 
models of gray wolf hunting techniques and social hierarchies are used to create 
and optimize GWO, which includes tracking and surrounding prey and attacking 
it. The gains of the proposed FONPID controller are well-tuned or modified with 
GWO. The selected ISFD fitness function is often used to assess the stability study’s 
performance. It is used to quantify the system’s performance and is selected to give 
priority to the appropriate system requirements. 

JISFD = 
120 ∫
0 

(δ f (t))2 dt (9)
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Fig. 4 Block diagram representation of the overall system with GWO tuning process 

The parameters of GWO such as total no. of generations, population size, and 
function tolerance are considered as 100, 50, and 1e−06. The GWO variations are 
used to get the predicted minima of the various realizations of the objective function 
(9). The pseudocode related to tuning of gains is illustrated below. 

Furthermore, the fitness function (9) is taken in a way that, in addition to the 
frequency deviation (δ f ), the control signal changes to various actuators are kept to 
the lowest to reduce shock or stress. 

Algorithm 1. Pseudocode of GWO 
Initializing the population (Xi) of  n gray wolf 
Initializing coefficient, a as well as position vectors A and C 
Calculating the fitness value of each search agent 
Ranking of search agents from best (Xα) to second-best (Xβ) to third-best (Xδ) 
while (t < max no. of iterations) do 

for each search agent do 
Updating the position of the current search agent 

end 
Updating a, A, C 
Calculating the fitness values for all search agents 
Update best (Xα) to second-best (Xβ) to third-best (Xδ) 
t = t + 1 

end 
return the best solution (Xα)
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4 Simulation Results and Analysis for Trajectory Tracking 
Performance 

In this section, the IPS is simulated with various controller architectures and opti-
mized using the GWO algorithm in MATLAB/Simulink environment with the simu-
lation step size of 5 ms using the Runge-Kutta method of order 4. The simulation 
results attained for PID, FOPID, and FONPID controllers for their trajectory tracking 
analysis are presented in this section. 

It is observed that wind and solar energy both exhibit superimposed oscilla-
tions around the steady-state value. After 40 s, both abilities diminish to drastically 
different levels. This is illustrative of a real-world scenario in which produced elec-
tricity varies greatly over time, depending on weather conditions. The load demand 
fluctuates similarly around the steady-state levels and spikes abruptly after 80 s. 
When computing the controller gains, the controller tuning approach considers these 
deviations into account using several insights of the stochastic or random fluctua-
tions. As a result, the controller should be able to function in a range of situations. 
The fitness function curve is given in Fig. 5, and the corresponding fitness value for 
PID, FOPID, and FONPID controllers is given in Table 2 along with the controller 
gains in Table 3. The trajectory tracking performance for PID, FOPID, and FONPID 
controllers is shown in Fig. 6. From the frequency deviation curves, it can be seen 
that the FONPID controller works better than the PID and FOPID controllers, as 
shown in Fig. 7. The numerical values of J ISFD in Table 2 support these findings. 
And the FONPID controller’s band of oscillations is smaller than that of the PID and 
FOPID controller, as seen in Fig. 8, as well. The power signal for various energy 
components is represented in Fig. 9. 

The basic idea of this research is to compare the PID and FOPID controller with the 
suggested FONPID controller. And it can be discovered that the FONPID controller 
serves best for grid frequency deviations in normal operating conditions.

Fig. 5 Fitness value versus 
iteration curve
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Table 2 Fitness values for PID, FOPID, and FONPID controllers 

Controllers Fitness function values (JISFD) 

PID 0.9518 

FOPID 0.9088 

FONPID 0.9031 

Table 3 Controller gains 

Controllers Controller gains 

KP K I KD λ μ K0 

PID 1851.89 9.93 544.53 – – – 

FOPID 1641.93 1858.87 1416.28 0.13 0.83 – 

FONPID 1810.69 363.60 1777.26 0.25 0.85 400.13 

Fig. 6 Trajectory tracking 
performance for PID, 
FOPID, and FONPID 
controllers 

Fig. 7 Frequency deviation 
curve for PID, FOPID, and 
FONPID controllers
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Fig. 8 Control signal (u) for  
PID, FOPID, and FONPID 
controllers 

Fig. 9 Power signal for 
various energy components

5 Conclusion 

In this research paper, a fractional-order nonlinear proportional plus integral plus 
derivative (FONPID) controller was incorporated into an integrated power system 
(IPS) for controlling grid frequency oscillations in order to obtain the proper demand 
power. The proposed FONPID controller’s parameters were modified using the gray 
wolf optimization (GWO) algorithm based on the selected fitness function which is 
the sum of the integral of the square in frequency deviation (ISFD). It was observed 
that the proposed controller, i.e., FONPID outperforms the proportional plus inte-
gral plus derivative (PID) and the fractional-order proportional plus integral plus 
derivative (FOPID) controller. It also exhibits strong resilience qualities in terms of 
trajectory tracking performance of the demand power. This implies that once the 
FONPID controller gains are tuned or modified using GWO for the nominal oper-
ating conditions, it does not require further returning or real-time gain tuning, even 
in agitated cases, increasing system reliability.
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Novel Exotic Projected Quantum Kernel 
Features-Enabled Neural Network 
for Handwritten Digit Image 
Classification 

M. Shyamala Devi, J. Arun Pandian, P. S. Ramesh, A. Prem Chand, 
Bhogavalli Vijaykiran, Kolluru Muni Keerthi, and Sura Chandresh Reddy 

Abstract The handwritten digit recognition provides ability to identify human hand-
written characters to the machine with the constant practice. Generally, handwritten 
digits are not perfect that varies from person to person and come in a variety of 
flavors. So identifying the exact digit with this various typo remains a challenging 
task for the programmers to train the machine for digit recognition. With this review, 
the objective of this work is to predict the handwritten digit by incorporating the 
quantum computing features with MNIST handwritten digit database retrieved from 
the Kaggle machine learning repository. The proposed projected quantum kernel 
feature-enabled neural network is designed with the following steps. The MNIST 
handwritten digit database contains 2 classes for the digit ‘0’ and ‘3’. The hand-
written digit is downscaled with the component as 10. The downscaled 10 component 
data is splitted with training and testing pixels of 10,000 and 500, respectively. The 
downscaled 10 component data is relabeled, and projected quantum kernel feature 
is computed. The projected quantum kernel feature-enabled neural network model 
is created and data is fitted. The data is also applied with traditional fully connected 
neural network. The testing data performance is compared with projected quantum 
kernel feature-enabled neural network and traditional fully connected neural network 
with the performance metrics as precision, recall, f score and accuracy. Experi-
mental results show that the proposed projected quantum kernel feature-enabled 
neural network exhibits the accuracy and f score with 96%, precision with 95% and 
recall with 97% when compared to traditional fully connected neural network model. 
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1 Introduction 

With the humanization of computers, a significant amount of ongoing research has 
sparked interest in deep learning, machine learning and artificial intelligence. The 
ability of a computer to recognize human handwritten digits from various sources 
such as images, papers, and touch screens is known as handwritten digit recognition. 
This has been an unending source of studies in the area of deep learning. Numerous 
applications are available for digit recognition, including number plate recognition, 
postal mail sorting and bank check processing. Since handwritten digit recognition 
is not an optical character recognition, researchers face significant challenges due 
to the various writing styles used by different individuals. The paper is organized in 
which survey of the work is explored in Sect. 2 followed by the paper contributions 
in Sect. 3. The preparation for the execution as well as the outcomes are discussed 
in Sect. 4 and concluded in Sect. 5. 

2 Literature Review 

This work [1] proposes an application, which uses CNN for handwritten digit recog-
nition. To perform recognition, two pairs of systems follow each other. The first neural 
network selects the two digits with the greatest activation functions. The next circuit is 
activated based on the winners, which selects one of two digits. This paper [2] created 
a character segmentation techniques and recognition system based on a centralized 
repository of patterns recorded at various damage levels with changing background 
complexity. Worldwide affine transformation is used in conjunction with template 
matching to provide character recognition. This work [3] uses an IUPR database 
comprised of photos recorded by multiple cameras in this work. Technical and non-
technical books with a variety of designs, curvature, and dimensions were among the 
materials scanned. Based on the mean and variation of strength of a certain block, 
this research [4] proposed a process for automatically resizing elements in images. 
A benchmark of mean and variance of saturation levels are used to classify zones 
with uniform or varied intensity levels. 

This work develops an intelligent resizing approach for obtaining region of interest 
from images using [5] the cropping window. Based on the training patterns of at 
least two areas from the source photos, the window selects a cropping strategy. The 
approach for automatically detecting the document image from a scanned docu-
ment, eliminating all unnecessary data produced by the scanner, and executing skew 
correction was detailed in this paper [6]. This paper [7] creates a complex scanner 
that allows for more changes in how text is produced, along with embedding the data 
around on a product code that is engraved precisely on the character. This study [8] 
recommended that the technique uses consonants as a state, allowing the character’s 
context to be taken into account while determining the next secret variable. This 
resulted in higher accuracy when compared to both feature extraction techniques
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and the Naive Bayes strategy. Using a sliding window and text collected in the wild, 
this research paper [9] applied CNNs to the task of recognizing text within images. 
The sliding window glides across the image, looking for a viable character instance. 
The raw picture data was encoded to a feature space using [10] described method of 
applying an LSTM layer to each scanning direction. The attention map would be fed 
into the decoder after it was created, and the character would be predicted based on 
the actual picture description and condition. 

3 Our Contributions 

The overall flow of the proposed projected quantum kernel feature-enabled neural 
network work is shown in Fig. 1. 

The proposed model is implemented with the following workflow process:

Fig. 1 Architecture system 
workflow 

Handwritten digit Recognition 

Fashion MNIST digit Dataset 

Data Preparation 

Data Exploratory Analysis 

Image Downscaling with PCA 

Performance Interpretation 

Computing PQK Features 

Fit Data with PQK enabled quantum model 

Data Relabelling 

Splitting Training and Testing Data 

Fit Data with PQK traditional fully connected Neural network model 
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● Firstly, the MNIST handwritten digit database contains 2 classes for the digit ‘0’ 
and ‘3’.

● Secondly, the handwritten digit is downscaled with the component as 10.
● Thirdly, the downscaled 10 component data is splitted with training and testing 

pixels of 10,000 and 500, respectively.
● Fourth, the downscaled 10 component data is relabeled and projected quantum 

kernel feature is computed.
● Fifth, the projected quantum kernel feature-enabled neural network model is 

created and data is fitted. The data is also applied with traditional fully connected 
neural network. The testing data performance is compared with projected quantum 
kernel feature-enabled neural network and traditional fully connected neural 
network with the performance metrics as precision, recall, f score and accu-
racy. The major novelty in this work is that the quantum computing features 
are incorporated before applying to the machine learning algorithm. 

4 Implementation Setup and Results 

The project is implemented with Python under NVidia Tesla V100 GPU server with 
training epochs of 1000 and batch size of 32. The handwritten digit ‘0’ and ‘3’ is 
taken from the fashion MNIST dataset, and the visualization of the digit is shown in 
Fig. 2. The no. of qubits is assumed as 1. The principal component analysis is used 
for the downscaling the image with 10 components. The data is splitted with 10,000 
training pixel data and 500 testing pixel data. The digit data is relabeled with pixel 
values and the projected quantum kernel feature-enabled neural network is created 
with the quantum circuit and is shown in Fig. 3. The quantum circuit is designed 
for the combination (0, 0), (0, 1), (0, 2) and (0, 3). The proposed projected quantum 
kernel feature-enabled neural network architecture model is shown in Fig. 4 which 
contains the single input layer and three dense layers. The downscaled data is also 
fitted with traditional fully connected NN model and is depicted in Fig. 5.

The testing data performance is compared with projected quantum kernel feature-
enabled neural network and traditional fully connected neural network with the 
performance metrics as precision, recall, f score and accuracy and is shown in Table 
1 and Fig. 6. The obtained confusion matrix for projected quantum kernel feature-
enabled neural network and traditional fully connected neural network is given in the 
Table 2. The obtained accuracy and loss of the proposed projected quantum kernel 
feature-enabled neural network and traditional fully connected neural network is 
shown in Figs. 7 and 8.
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Fig. 2 Visualization of digit from Fashion MNIST dataset 

Fig. 3 Proposed quantum 
circuit of PQK-enabled 
neural network model 

Fig. 4 Proposed 
PQK-enabled neural network 
model architecture
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Fig. 5 Traditional fully 
connected neural network 
model architecture

Table 1 Performance analysis of proposed PQK-enabled NN and tradition CNN model 

Digit class Precision Recall F score Accuracy 

Proposed projected quantum kernel feature-enabled neural network 

0 0.956666667 0.946666667 0.965986395 0.956228956 

3 0.956666667 0.966666667 0.947712418 0.95709571 

Traditional fully connected neural network 

0 0.896666667 0.913333333 0.883870968 0.898360656 

3 0.896666667 0.880300000 0.910344828 0.894915254 

Fig. 6 Performance analysis of proposed PQK and traditional FCNN model
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Table 2 Confusion matrix of proposed PQK-enabled NN and tradition CNN model 

Digit class True positive False positive False negative True negative 

Proposed projected quantum kernel feature-enabled neural network 

0 142 8 5 145 

3 145 5 8 142 

Traditional fully connected neural network 

0 137 13 18 132 

3 132 18 13 137 

Fig. 7 Accuracy epoch analysis of proposed PQK and traditional FCNN model 

Fig. 8 Loss epoch analysis of proposed PQK and traditional FCNN model
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5 Conclusion 

This paper explores the handwritten digit identification from fashion MNIST dataset 
for the digit ‘0’ and ‘3’ using quantum-enabled circuit model. As the quantum 
computing technology is growing in all the fields, and it motivates to carry out 
this work by exploring quantum computing toward digit recognition. This paper is 
executed to prove how well the proposed projected quantum kernel feature-enabled 
neural network is identifying the handwritten digit when compared to traditional fully 
connected neural network model. The quantum circuit is designed, and the pixels 
are fitted with the projected quantum kernel feature-enabled neural network model 
to analyze the performance metrics. Experimental results show that the proposed 
projected quantum kernel feature-enabled neural network exhibits the accuracy and 
f score with 96%, precision with 95% and recall with 97% when compared to 
traditional fully connected neural network model. 
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Deep Learning Applications to Detect 
Alzheimer’s—A Review 

Nikhil Mundey and Shridevi Karande 

Abstract The leading cause of dementia throughout the world is Alzheimer’s—an 
incurable neural condition that leads to a loss of cognitive abilities and progressive 
mental deterioration, with severity ranging from mild to severe. Such situations can 
affect a person’s ability to accomplish any task independently. Early diagnosis can 
be helpful in the prevention of Alzheimer’s progression. As per recent studies, for 
Alzheimer’s diagnosis, neuropsychological data by magnetic resource imaging are 
frequently used. Deep learning approaches to working with images have gained 
popularity in past years, and they have attracted an enormous amount of attention in 
detection. Deep learning techniques emerged more precisely, corresponding to other 
machine learning techniques. A considerable amount of research has previously been 
published on this topic. In the proposed work, we reviewed the admissible literature 
and discussed the necessary preprocessing techniques and various approaches to 
deal with neuroimaging data. We further critically inspected and summarized the 
performance of deep learning approaches and their findings in depth. 

Keywords Alzheimer’s disease (AD) ·Magnetic resource imaging · Deep 
learning · Convolutional neural network 

1 Introduction 

Dementia can be referred to as a progressive brain ailment causing brain cell destruc-
tion and the patient’s behavior, thinking, and social activity skills to deteriorate. About 
three-quarters of people suffering from dementia develop Alzheimer’s disease, thus 
being the primary cause of dementia [1]. It has affected more than 55 million indi-
viduals worldwide in the year 2020 and will affect 139 million expected by 2050.
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Fig. 1 Exponential growth 
in the number of people with 
dementia from 2020 to 2050 

The estimated growth in the number of people with dementia from 2020 to 2050 is 
exponential, as displayed in Fig. 1. 

During the early stages of the disease, it is critical to detect the disease, implement 
a timely diagnosis, and take preventative measures. Mild cognitive impairment (MCI) 
classifies patients in the initial stage of disease although there is a slim possibility of 
patients developing AD from MCI. The percentage of people varying from age 65 
or older who develop MCI ranges from 15 to 20, and 30 to 40% of those MCI indi-
viduals develop Alzheimer’s within five years [2]. Table 1 shows the representation 
of dementia stages and their symptoms. 

A person’s family background and the existence of correlated genes in their genetic 
information are the two major risk factors for AD. To establish the basis of diag-
nosis—clinical tests, a detailed questionnaire is done with patients. The Mini-Mental 
State Examination is generally used as a clinical test in diagnosing AD until the results 
of machine learning were noted to be more accurate in the real world. Modern proce-
dures make use of a variety of imaging technology—the famous and non-invasive 
techniques being magnetic resonance imaging and positron emission tomography. 
Both these techniques help characterize brain structure; however, MRI scans are 
the most effective and standard neuroimaging modality for diagnosing AD patients. 
Lately, deep learning techniques, namely convolutional neural networks, artificial

Table 1 Stages of dementia 

Stages Symptoms 

Mild cognitive impairment Memory loss as they age 

Mild dementia Memory loss, ambiguity, personality changes, being disoriented, 
and having trouble performing normal chores 

Moderate dementia Prone to develop sleep disturbances, becoming paranoid or 
irritable for no apparent cause 

Severe dementia Unable to communicate, necessitating full-time attention, making 
even simple tasks problematic 
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neural networks, and pretrained CNN models, have shown remarkable results in 
detecting the illness. 

2 Data and Preprocessing Techniques 

2.1 Open Source Datasets 

The bulk of previous literature hinted at utilizing MRI-based categorization tech-
niques using machine and deep learning algorithms. Three-dimensional (3D) cross-
sectional or longitudinal brain MRI data segment brain tissue types and categorize 
Alzheimer’s patients. In addition, open-source datasets are available to classify brain 
MRI with normal control (NC) or Alzheimer’s disease (AD). Few of them are listed 
below; however, the collection of data from ADNI initiative is used in majority as it 
provided good results. 

2.1.1 ADNI 

The structural brain MRI scans capture the anatomical structure and can be acquired 
from the ADNI dataset https://adni.loni.usc.edu/. In 2003, by the supervision of Dr. 
M. W. Weiner, a public, private partnership was launched known as ADNI; later in 
the upcoming year, i.e., 2004, it got funded with $27 million. It was established with 
one sole purpose to check if biological markers, cognitive tasks, magnetic resonance 
imaging, and positron emission tomography could help in tracking MCI and early 
AD progression [3]. In 2004, the study of ADNI-1 began from 2004 to 09; later, it was 
prolonged for two more years under the grant Grand Opportunities. By competitive 
renewals of the ADNI-1 grant, in the upcoming year 2011, ADNI-2 was funded, 
and in 2016, ADNI-3 was funded. Studies displayed that 3D T1-weighted and T2-
weighted images were preferred from all ADNI-1, ADNI-GO, ADNI-2, and ADNI-3 
phases. Subjects were enrolled in the appropriate phase and classified accordingly 
as shown in Table 2.

2.1.2 OASIS 

The Open Access Series of Imaging Studies consist of medical image data. OASIS 
photos and related metrics are used as datasets for further scientific research. OASIS 
datasets are chosen to encourage study into serious problems and contribute data for 
a future judgment call. It manages a vast number of MRI data of demented as well as 
non-demented people with a longitudinal and crosssectional study. The crosssectional 
data collection comprised 416 subjects and was carried out with patients aging from 
18 to 96 years. Among those 416 subjects, 100 subjects aged above 60 were diagnosed

https://adni.loni.usc.edu/
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Table 2 Details of ADNI dataset 

Phases Purpose Duration Cohort 

ADNI-1 Development of biomarkers as clinical trial 
outcome measures 

60 Months NC = 200 
MCI = 400 
AD = 200 

ADNI-GO Investigation of biomarkers during the initial 
phases of illness 

24 months NC = 200 
MCI = 600 
AD = 200 

ADNI-2 To predict the decline of cognitive functions with 
evolving biomarkers 

60 months NC = 350 
MCI = 600 
EMCI = 100 
LMCI = 150 
AD = 350 

ADNI-3 Evaluation of functional imaging approaches as 
clinical trails 

60 months NC = 483 
MCI = 751 
EMCI = 100 
LMCI = 150 
AD = 437 

EMCI Early Mild Cognitive Impairment; AD Alzheimer’s Disease; LMCI Late Mild Cognitive 
Impairment; NC Normal Control; MCI Mild Cognitive Impairment

with mild and moderate Alzheimer’s disease. One hundred fifty patients aging from 
60 to 96 years were invited for the longitudinal data collection, and a total of 373 
imaging sessions were performed. Patients were scanned on two or more instances 
with an interval of one year between two scans. 

2.1.3 MICCAI 

The MICCAI-2012 dataset was created using 30 T1-weighted MR images from 
Neuromorphometrics, Inc. Volumes and manual segmentation resulted in 134 struc-
tures that completed the dataset—primarily utilized to segment tissue, tumors, and 
structures. In 2012, the collection of data began with 80 genuine and fake examples 
and was expanded. 

2.2 Preprocessing 

Experimental data must be preprocessed in order to enhance the quality and qualify 
them for descriptive analysis. MRI scans are available in various modalities, such 
scans obtained from various organizations are sensitive. It consists of noise, distor-
tions which can affect the overall performance of model; preprocessing can reduce 
such issues and is highly preferred for generating impressive performances. The input 
data ought to be in the format which is generally used by most models. CNN uses
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jpg format and works comfortably on this format, so it becomes the inevitable option 
of converting input data into jpg format. Data downloaded from ADNI Web site are 
often in the nii extension format, which demands converting all of those images to jpg. 
A program named DICOM converter is utilized to perform this activity. Sometimes, 
the model is given input which is not preprocessed and expecting the model to learn 
all features. Such techniques may not guarantee good result and is not prescribed. 
The preprocessing techniques which are frequently used as listed below. 

Skull stripping is stated as a preliminary step, designed to eliminate non-brain 
issues from MR brain image. Due to its efficiency and pace, it is usually preferred for 
applications of clinical evaluation. However, possible way to improve data analysis 
speed and experimental accuracy is automated skull [4]. 

The term normalization is the adjustment and enclosing of MRI data to an exten-
sive anatomic template. Since every person’s brain distinguish in terms of size and 
shape, this technique is required to make easier comparison between MRI of one 
brain to another and translate them onto a common shape and size for common 
understanding [5]. 

While working on image data, there is a major problem of insufficient data; data 
augmentation is highly preferred to eliminate this problem. Augmentation refers 
to the approach of increasing the quantity of data by creating synthetic data from 
existing data or modifying existing data. Data augmentation techniques are applied 
when the number of images for different classes become unbalanced. Augmentation 
is helpful in preventing the model from getting under-fit or over-fit. Segmentation 
is the action of dividing brain into segments of neurological regions. It can be used 
to divide the brain into three sections: white matter, gray matter, and cerebrospinal 
fluid. 

3 Related Work 

It was noted from previous studies that deep learning indeed received much interest 
in image analysis and classification. Researchers built models to learn the high-
dimensional features of data using deep learning. Experimentations were carried out 
using different deep learning architectures because of its growing popularity and 
efficiency, and the same are discussed in the proposed work. The remarkable results 
achieved by CNNs in the ImageNet challenge competitions justify the use of CNNs 
as one of the most extensively employed deep learning techniques. CNNs are inspired 
by the human visual cortex, where each neuron responds to stimuli occurring in its 
receptive field. CNN consists of convolution layers, rectified linear unit activation, 
pooling layers, normalization, and fully connected layers. The neurological disorders 
are detectable with the application of CNNs, with 43% of the data pointing toward 
Alzheimer’s disease as shown in Fig. 2.

Pretrained CNNs have been used quite frequently, as they are able to capture the 
traits from MRIs that are extremely discriminatory. Tremendous amount of research 
was carried out to check whether pretrained CNN models are capable of extracting
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Fig. 2 Application of CNN 
in detecting neurological 
disorders

features and can provide impressive results upon implementations. The studies on 
pretrained CNNs are discussed below. 

A modified architecture of AlexNet with learning layers is proposed in [6]. The 
study was proposed to evaluate the performance of pretrained CNN on binary classes. 
Input images of size 227 × 227 × 3 are fed to convolutional layers, and softmax is 
used for classification purposes, thus categorizing AD and NC groups. The accuracy 
was determined for both the ADNI and OASIS datasets. The performance of AlexNet 
on the coronal plane generated an accuracy of 98.74%. However, it reduced to 95.93% 
when working with the OASIS dataset. Generally, for binary classification, sigmoid 
is used as the output layer, but to contradict the previous statement, this study used 
the softmax layer and got impressive results. The data from ADNI initiative are 
recommended as it generated better results. In addition to the impressive results 
by evaluating both the ADNI and OASIS datasets, it added authenticity compared 
to other AD-like illness diagnostic techniques. Another pretrained CNN has been 
implemented in [7], a 16 layers deep convolutional neural network, VGG16. Rachna 
Jain et al. proposed the study to check whether the model performs better without 
preprocessing the input image. This particular network has been used for transfer 
learning and extraction purpose. The features are extracted using the base model 
VGG16, and for fine-tuning, more layers are attached to the base model. Further, 
classification is exhibited among three classes (AD, NC, MCI). VGG16 provided 
the accuracy of 95.73% for the 3-way classification. Earlier pretrained models were 
criticized for not being able to extract helpful features for classification, but the 
proposed work contradicted previous assumptions. It also provided an insight that 
performance is not compromised by eliminating image preprocessing techniques. 
Ammarah Farooq et al. [8] implemented three pretrained CNNs, and the study was 
intended to check multiclass performance and the role of deep layers in increasing the 
efficiency. The three models implemented were GoogLeNet, ResNet-18, and ResNet-
152; the layers were raised as the implementation proceeded. GoogLeNet consisted 
of 22 layers, the first architecture that diverges from typical CNN architectures by 
stacking extra layers on top sequentially. It allowed processing in-depth as well as
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width while eliminating the computational budget issue. ResNet-18, as described in 
the name, consisted of 18 layers, while ResNet-152 has 152 layers, being an eight 
times more denser network than VGG. The ResNet-18 and ResNet-152 consist of a 
residual block which acts as a bypass between the convolutional layers. GoogLeNet 
achieved the highest accuracy of 98.88%. On the other hand, the accuracies achieved 
by ResNet models 18 layers and 152 layers were 98.01% and 98.14%. A typical 
neural network performs better as the layers are increased, but in this case, ResNet-
152 being the densest network was outperformed by GoogLeNet. The increasing 
depth of models increases the learnable parameters and the risk of overfitting in 
the case of limited labeled data, thereby generating less accuracy, as happened in 
this study. Abida Ashraf et al. [9] implemented a highly dense architecture called 
DenseNet201, basically identical to ResNet; it concatenates the activation generated. 
Due to this reason, it performs better than ResNet. The proposed model generated 
an accuracy of 99.05% outperforming all previous models. As we surveyed these 
pretrained models, we distinguished them by their launched dates. AlexNet, ResNet, 
and GoogLeNet were introduced in the early 2010s, thus lacking in performance as 
compared to DenseNet, which was introduced in 2017. From this, it was concluded 
that with progressive advancements in technology, new pretrained models could 
improve the classification accuracy regardless of the classification groups. We also 
learned that there is no guarantee of accuracy improvement just by adding more 
layers, as happened in the GoogLeNet and ResNet case. The performances of above 
models are summarized in Table 3. 

Apart from pretrained CNNs, modified CNNs were also implemented in various 
studies. Modified CNNs provide a sense of creativity while constructing the archi-
tecture. More focus and work is demanded in extracting the features and while 
training the layers for classification. One of the disadvantage in implementing modi-
fied network is that in pretrained CNNs, the weights from ImageNet are used, which 
is not the case with modified networks. Considering the disadvantages, few studies 
showed impressive results, and the same are discussed below. 

Hosseini-Asl et al. [10] constructed a deep three-dimensional CNN centered on 
3D convolutional autoencoder with an intention that the model can learn the input 
features and can adjust to a variety of datasets from various domains. The anatom-
ical form changes in structural brain MRI are detected using the convolution layers 
provided they are pretrained. Autoencoders are used to extract global features from

Table 3 Performances of pretrained CNNs 

Study Pretrained CNN models Classification Accuracy (%) 

Mohsin Raza et al AlexNet Binary 98.74 

Rachna Jain et al VGG16 3-way 95.73 

Ammarah Farooq et al GoogLeNet Multiclass 98.88 

Ammarah Farooq et al ResNet-18 Multiclass 98.01 

Ammarah Farooq et al ResNet-152 Multiclass 98.14 

Abida Ashraf et al DenseNet201 3-way 99.05 
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3D images. The other option was to use vectorial voxel-wise signals but was found 
to be computationally expensive. The work is completed with minimal computing 
effort when autoencoders were fully connected between all nodes of the layers. At 
each inner layer of the 3D-CNN, ReLU activation functions are used, and for fully 
connected upper layer, softmax is used which classifies input among AD, MCI, 
or NC groups. Performance of the implemented network is calculated in terms of 
accuracy (ACC). The accuracy for binary classification NC/AD + MCI; AD/NC; 
AD/MC; MCI/NC appeared to be 90.3%; 97.6%; 95%; 90.8%, respectively, whereas 
for ternary classification AD/MCI/NC, it resulted in 89.1%. Autoencoders are used 
in order to gain adaptability across variety of dataset domains. It provided good accu-
racy, but the performance deteriorated with ternary classification. In [11], Luo et al. 
formed a group of three layers out of which two are fully connected, and one is the 
classification layer. The uniqueness is in the input, as three-dimensional topology is 
used as input. The build of architecture consisted of three such groups in succession. 
Every one of these three groups in the CNN architecture consisted of three convo-
lutional layers with 5 × 5 filter size and is accompanied with normalization and 
max-pooling. Sensitivity and specificity were tested as performance measures. The 
experimentation included MRI data of 81 patients, and implemented work resulted 
in sensitivity of 1 with great AD detection along with 0.93 specificity score. The 
framework proposed in [12] by AbdulAzeem et al. consisted of five layers. MRI 
acquisition is done in the first layer, while data augmentation is done in the second 
layer to enhance the training datasets. Cross-validation is done in the third layer, and 
architecture has been implemented in the fourth layer which consisted three layers 
of convolution with maxpooling in between each convolution. It utilized Adam opti-
mizer for optimization and softmax to enhance classification process. Results are 
displayed for binary and multiclass using ADNI dataset. Performance is judged 
using accuracy metric, and accuracy for binary class was found to be exceptional as 
compared to multiclass, with 99.6% obtained from binary and 97.5% from multiclass. 
It was observed that, although being a modified network, it achieved great accuracy 
just by considering appropriate methods at appropriate places, for example, augmen-
tation, performing cross-validation, and using Adam optimizer. To think differently 
from previous supervised approaches, Bi et al. used unsupervised approach for clas-
sification. [13] implemented PCANet; primarily, it is a CNN with modified feature 
extraction layers. Proposed work has two parts, first being the implementation of 
model, and second is the classification with the utilization of unsupervised methods. 
K-means unsupervised classification method that is considered for the final predic-
tion for AD. The results established are generated from 1075 ADNI database subjects 
with three classes AD, MCI, NC. The accuracy for ternary classification resulted in 
89.38%. The performance was decent, but it implied that unsupervised techniques 
could also be helpful. 

Artificial neural network is another deep learning technique which gave decent 
results in classification. Singh et al. executed an artificial neural network model 
which restore the feedback with solutions from future. Multilayer perceptron as 
described in [14] consists of chaotic activation function neurons. The multilayer
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perceptron achieved competitive results for binary classification (AD/MCI) with F1-
score of 89.54%. Study on recurrent neural network (RNN) was done which resulted 
in implementation of AVRA by Martensson et al. [15]. It takes an MRI volume 
as input and processes it slice by slice. Relevant data from each slice are given to 
a network which extracts features and use it for further classification. Assessment 
is done using Cohen’s kappa on class-imbalanced ADNI dataset, and it resulted 
0.67 ± 0.02 which is considered as a good score. In [16], the data given to the 
model were divided into two parts: left hippocampal and right hippocampal. Binary 
classification has been displayed with the application of residual network. The inputs 
were supplied using two blocks consisting of convolution with 32 kernels and three 
residual structure 32, 64, and 128 kernels of size 3 × 3 × 3, respectively. At the 
end, these two blocks are merged together for classification using fully connected 
layer. AD patients were distinguished from NC patients with 90% accuracy. Most 
of the studies preferred the use of CNNs (pretrained and modified). Artificial neural 
network being the first generational neural network does not perform good. Even 
with preprocessed, noise-free inputs, it generated decent results. Being one of the 
technique to classify the inputs, it is not prescribed, as second generational neural 
networks provides significant results. 

4 Discussions 

Alzheimer’s has become leading cause of death worldwide, and it is growing expo-
nentially. Clinical examinations preformed good in detecting neurological disease 
in its early stage, but with extensive study, we came to the conclusion that machine 
learning-based models are significantly great. We also came to know that skull strip-
ping, normalization, augmentation, segmentation are the frequently used prepro-
cessing techniques to eliminate the noise from the input data and are highly 
prescribed. In the proposed work, we distinguished DL techniques into three groups 
(Pretrained CNNs, modified CNNs, and artificial neural network). The pretrained 
models outperformed other techniques; these are the second-generational neural 
network. The survey on pretrained models also gave an insight on how the models 
which were launched in early 2010s performed poor as compared to the one which. 

were launched in late 2010s. Modified CNNs can also perform great provided 
it must implement appropriate preprocessing, optimization, and classification tech-
niques at appropriate places. Artificial neural network is outdated and being the 
first-generational neural network generated poor results and is not advised. 
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Abstract Fraud-related losses and damages are plaguing the financial services 
industry and other industries that deal with money. In recent years, the machine 
learning approach to fraud prevention and detection has received a great deal of 
press, and this has shifted industry attention away from rule-based detection mech-
anisms further toward ML-based solutions. However, there are subtle and hidden 
events in user behavior that may go unobserved but still indicate possible fraud. As 
the digital transactions are improving in all the sectors, real-time fraud detection 
with credit card transaction remains open-challenging issue for the researchers to 
work. With this view, this paper focus on designing a new fully connected neural 
network integrated with oversampling the classes for detecting the fraud classes. 
With respect to above scenario, this paper uses the credit card transaction dataset 
from KAGGLE with the dataset size of 284,807 with 31 features having 284,315 
valid transactions and 492 fraud transactions. The data are preprocessed and normal-
ized for splitting the training and testing dataset. The deep fully connected neural 
network is designed, and the original dataset is fitted to extract the fraud classes. The 
class distribution is analyzed and found to have imbalanced target data distribution, 
and it is applied to oversample the target classes. The oversampled dataset size is 
increased to result in 569,614 number of rows. The oversampled dataset is fitted to 
deep fully connected neural network to analyze the performance. Then, the dataset 
target classes are fitted with weight for class 0 as 0.50, and class 1 as 289.44, and 
then applied to deep fully connected neural network to examine performance. The 
above three models are compared with accuracy, recall, precision, and AUC and 
ROC curve. The paper is implemented with Python under NVidia Tesla V100 GPU 
server, and the trained model is implemented using TensorFlow. Experimental results 
show that the proposed oversampled deep fully connected neural network exhibits 
the accuracy with 99%, precision with 82%, and recall with 79% when compared to 
traditional and weighted fully connected neural network model.
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1 Introduction 

Fraud detection refers to a set of procedures used to prevent money or assets from 
being procured under dubious circumstances. Fraud detection has been used in a 
variety of industries, including banking and insurance. Machine learning enables 
the creation of algorithms that handle huge databases with many dependent variable 
and support in the discovery of hidden relationships between user activity and the 
possibility of fraud. Another advantage of machine learning techniques over rule-
based systems is that they process faster data and require less manual labor. E-
commerce and several other online sources have expanded the number of credit card 
payment online, raising the risk of online fraud. Due to the rise in fraud rates, scientists 
started using various machine learning techniques to detect and evaluate payment 
processing fraud. With various frauds, primarily payment card frauds, frequently 
in the news in recent years, frauds are on the minds of the majority of the world’s 
population. As there will be more legitimate transactions than fraudulent ones, the 
credit card dataset is highly skewed. The paper is organized in which literature 
review is discussed in Sect. 2 followed by the paper contributions in Sect. 3. The  
implementation setup and results are discussed in Sect. 4 and concluded in Sect. 5. 

2 Literature Review 

The vast variety of NoSQL big data has necessitated the development of new 
methods for storing, processing, and analyzing it. The new framework trials aid in the 
discovery of significant unidentified values in large datasets. They have provided the 
preprocessing and contextual conversion of datasets for necessary analysis a whole 
new dimension. For such datasets, traditional classifiers are unable to communicate 
the precise need for grouping. Class purity maximization has been updated. The over-
sampling technique is a justifying method for dealing with unbalanced datasets that 
use only safe-level-based synthetic sample generation [1]. Interpolation-based over-
sampling techniques, which have become one of the most popular types of solutions, 
solve this problem by yielding synthetic minority samples to correct the imbalanced 
class distribution. A position characteristic-aware interpolation oversampling algo-
rithm (PAIO) is proposed to address these flaws. PAIO divides the minority samples 
into three types of composite position characteristics using a neighborhood-based 
clustering algorithm. Another flaw in interpolation-based oversampling algorithms 
is the unjustified populating of synthetic sample categorical attributes [2]. In this 
paper, an improved SMOTE algorithm based on the normal distribution is proposed 
to avoid the marginalization of the expanded data by distributing the new sample
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points closer to the center of the minority sample with a higher probability. In addi-
tion, the proposed algorithm’s parameter selection is examined, and it is discovered 
that the classification effect is best when the original data’s distribution characteristics 
are best preserved by selecting appropriate specifications in the experiments [3]. This 
paper examines a variety of traditional and cutting-edge techniques for addressing this 
problem using intelligent representations of samples from the majority and minority 
classes as input to the learning module [4]. This research proposed SNOCC, a new 
oversampling method that compensates for SMOTE’s flaws and solves the problem 
at both the data and algorithm level [5]. Conventional oversampling methods ignore 
dataset distribution pattern, resulting in low positive sample classification accuracy. 
Data classification accuracy could be improved using an algorithm that combines 
K-means clustering and MAHAKIL oversampling [6]. The issue is among unequal 
class distribution, which results in a bias toward to the majority class due to a lack 
of training instances from the minority. Understanding from skewed data is still a 
popular issue in academic research [7]. This review the class imbalanced learning 
methods, including data-driven and algorithm-driven methods. According to prelim-
inary research, these methods are primarily used in the management and engineering 
fields [8]. This article uses the Santander Customer Transaction Prediction dataset 
from kaggle. For various classifiers, oversampling outperforms undersampling, and 
higher scores in various evaluation metrics are obtained [9]. This paper proposes 
the OS-CCD, a new oversampling method based on the classification contribution 
degree. In terms of accuracy, F1-score, AUC, and ROC, it outperforms traditional 
oversampling methods [10]. When training data are not evenly distributed across 
classes, the performance of machine learning models suffers significantly. This paper 
proposes an advanced algorithm for more reliably oversampling the minority class 
[11]. In problems with imbalanced databases, instance selection methods have low 
accuracy [12]. This research proposes a new method of selective oversampling that 
begins by isolating the most representative samples from minority groups [13]. Many 
datasets are unbalanced, meaning that some records in the same category are abun-
dant, while others are scarce. The unbalanced nature of datasets has an impact on a 
classifier’s performance [14]. 

3 Our Contributions 

The overall architecture of the proposed oversampled deep fully connected neural 
network work is shown in Fig. 1. Credit card transaction dataset from KAGGLE with 
the dataset size of 284,807 with 31 features having 284,315 valid transactions and 
492 fraud transactions is used for this work. The research contributions of this work 
are provided below.

● The data are preprocessed and normalized for splitting the training and testing 
dataset.
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Prediction of Fraud transaction class 

Credit Card Transaction Dataset 

Data Preparation and normalization 

Data Exploratory Analysis 

Splitting Training and Testing Data 

Analysis of Precision, Recall, FScore and Accuracy 

Oversampled dataset Class Weighted Dataset Raw dataset 

Design Deep fully connected neural network 

Fit to deep fully connected neural network model 

Fig. 1 Architecture system workflow

● Then deep fully connected neural network is designed as shown in Fig. 2, and the 
original dataset is fitted to extract the fraud classes.

● The class distribution is analyzed and found to have imbalanced target data 
distribution, and it is applied to oversample the target classes.

● The oversampled dataset size is increased to result in 569,614 number of rows. The 
oversampled dataset is fitted to deep fully connected neural network to analyze 
the performance.

● Then, the dataset target classes are fitted with weight for class 0 as 0.50 and 
class 1 as 289.44 and then applied to deep fully connected neural network to 
examine performance. The above three models are compared with accuracy, recall, 
precision, and AUC and ROC curve.
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Fig. 2 Deep fully connected 
neural network model

4 Implementation Setup 

Credit card transaction dataset from KAGGLE with the dataset size of 284,807 with 
31 features having 284,315 valid transactions and 492 fraud transactions is used for 
this work, and the target distribution is shown in Fig. 3 (Fig. 4). 

The original dataset, oversampled dataset, and the weighted target class are fitted to 
deep fully connected neural network, and the confusion matrix for the three models is 
shown inFigs.  5, 6, and 7. The above three models are compared with the performance 
metrics like precision, recall, F-score, AUC, and accuracy and is shown in Table 1 
and Fig. 8.

Fig. 3 Target class distribution of credit card transaction dataset and oversampled dataset
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Fig. 4 Positive and negative data distribution of V1 and V2 features

Fig. 5 Confusion matrix for 
raw dataset fitted to deep 
fully connected neural 
network

5 Conclusion 

This paper attempts to analyze the performance of the original dataset, oversampled 
dataset, and the weighted class dataset while fitting to the deep fully connected 
neural network. As the neural network completely works by assigning the default 
weight to target in the learning phase thereby motivating the proposed work towards 
analyzing the accuracy of the model. This paper is implemented to prove how well 
the oversampled credit card transaction dataset is performing while fitting to deep 
fully connected neural network in terms of classifying the fraud target class. The 
novelty of the work is exhibited in adjusting the weight of the target class before 
fitting to the deep fully connected neural network. Experimental results show that
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Fig. 6 Confusion matrix for 
weighted dataset fitted to 
deep fully connected neural 
network 

Fig. 7 Confusion matrix for 
oversampled dataset fitted to 
deep fully connected neural 
network 

Table 1 Performance analysis of raw, weighted, and oversampled credit transaction dataset 

Dataset Accuracy Precision Recall AUC 

Original 0.9245 0.0675 0.8700 0.9691 

Weighted 0.9892 0.7766 0.7300 0.9506 

Oversampled 0.9993 0.8229 0.7900 0.9245

the proposed oversampled deep fully connected neural network exhibits the accuracy 
with 99%, precision with 82%, and recall with 79% when compared to traditional 
and weighted fully connected neural network model (Fig. 9).
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Fig. 8 ROC curve for raw, 
weighted, and oversampled 
credit card transaction 
dataset

Fig. 9 Performance analysis of original, weighted, and oversampled dataset 
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Abstract Online learning has been a challenge for the students in times of the 
pandemic. In this context, academic self-concept (ASC) is an important aspect that 
has been under-researched. We develop a research model in this work based upon the 
Stimulus Organism Response (SOR) framework for explaining student’s ASC, and 
how it is formed from four unique engagement types and the quality of the online 
learning systems. Data is collected from a two country study (India and Thailand) 
across two big public universities specializing in STEM education. A Partial Least 
Squares Structural Equation Modeling (PLS-SEM) approach is used for the purpose 
of model building and validation. Results indicate that online system quality affects 
behavioral, cognitive, and affective engagement dimensions of students, while these 
three engagement dimensions further significantly affect the student’s ASC. Agentic 
engagement does not have any role in the entire online teaching–learning process. 
Based on the results, the theoretical and practical implications are discussed. 
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1 Introduction 

The onset of the COVID-19 pandemic in the end of 2019 has brought about unprece-
dented changes in every sphere of life, including education. The rapid transition from 
the traditional face-to-face learning to online learning was very sudden, and hence 
unplanned. Although the concept of online learning is not new, but the pandemic 
posed some unique challenges. In the pre-pandemic world, the use of online learning 
was optional, and often mixed with traditional learning, giving rise to a blended 
learning format. However, the onset of the pandemic made online learning compul-
sory in which the students did not have any other choice. In this regard, there are 
several studies that have examined various aspects of online learning during the 
pandemic, e.g., student engagement [1], multimedia quality [2], technology readi-
ness [3], student’s efficacy and learning readiness [4], and various others. Academic 
self-concept (ASC) is a highly relevant factor in this scenario as it refers to the 
student’s self-abilities, interests, and perceptions of his/her own competencies [5]. 
However, in the context of online learning, very few studies have focused on the 
predictors of ASC, and how it can be a crucial factor in determining the relevance 
and suitability of online learning [5, 6]. This becomes even more important in times 
of the pandemic because the students must study by themselves being isolated in 
their homes, where they can expect minimal or no support from their peers as well 
as their teachers. 

In this work, we try to address this gap by proposing and validating a research 
model that predicts ASC as the final outcome variable under the lens of the quality 
of the learning environment (system quality) and student engagement. We use the 
Stimulus Organism Response (SOR) framework as the basis of our research model, 
by postulating system quality to provide the stimulus, student engagement behaving 
like the organism, and ASC providing the final response. Student engagement is 
visualized as a multi-dimensional concept based on previous work in [7] comprising 
four distinct facets: behavioral, cognitive, affective, and agentic. To the best of our 
knowledge, due to the importance of student engagement although it is a widely 
discussed factor, yet how various engagement types are developed from the system 
quality of the online learning platforms, and how these affect the academic self-
concept of the students has not been explored much [8]. Consequently, the current 
findings are expected to add value to the ASC concept in the context of online learning 
and give a fresh perspective to the SOR framework by including the system quality 
and engagement aspects.
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2 Related Work, Hypotheses, and Research Model 

2.1 Stimulus Organism Response (SOR) Framework 

The SOR framework was first introduced by authors in [9] that proposes some stimuli 
originating from an individual’s environment (stimuli) that affects the cognitive and 
affective state (organism) which in turn leads to a behavioral outcome (response). This 
framework has been used previously in the context of online learning for explaining 
student’s continuance intention toward e-learning [10], MOOC’s [11], and mobile 
learning [12]. Authors in [13] have used this framework for evaluating the willingness 
of the students to continue online learning during the pandemic. They focused on the 
readiness level of the students together with their performance and satisfaction toward 
the online learning system. However, the important aspect of student engagement 
was not examined, neither how student engagement can lead toward a better ASC. In 
Table 1, we summarize the relevant literatures to portray the current research gaps. 

In fact, to the best of our knowledge although the SOR framework has not been 
used for measuring the ASC concept, but the flexibility provided by this framework 
allows us to modify it based upon the current research objectives by adhering to the 
Stimulus Organism Response concept. We propose the quality of the online learning 
environment (system quality) to provide stimulus to the students. Such a stimulus 
should help in creating an engaging learning environment, which should improve 
the student engagement. Finally, a more engaging environment will be conducive 
toward achieving a better ASC level. Therefore, the choice of SOR framework is 
justified for the present case as it allows us to explain the online learning system 
quality—student engagement—academic self-concept chain.

Table 1 Summary of the current literatures 

# Context Framework Factors ASC focus 

[10] Online learning platform SOR SE, TE, PQ, SI, and ST × 
[11] MOOC platform – MT, EN,  SL, and  PE × 
[12] Mobile learning SOR IO, SO,  TS, EX,  LI, and  PI × 
[13] Online learning SOR RD, PF, CL, and ST × 
[14] Literature search – AA and ACS ✓ 

Note academic achievement (AA), continuous learning (CL), engagement (EN), exhaustion (EX), 
information overload (IO), life invasion (LI), motivation (MT), personalized education (PE), perfor-
mance (PF), privacy invasion (PI), platform quality (PQ), readiness (RD), self-efficacy (SE), social 
interaction (SI), social learning (SL), social overload (SO), satisfaction (ST), teacher expertise (TE), 
and technostress (TS) 
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2.2 Academic Self-concept (ASC) 

ASC is defined as “a student’s self-perception that is formed via experience with and 
interpretation of one’s environment” [5]. Current research has shown that ASC is an 
important concept that not only has high implication toward various educational goals 
but leads to better achievement and academic performance [15, 16]. Several models 
have been proposed in this regard, e.g., self-enhancement model, skill development 
model, and reciprocal effects model [14]. All these models examine relationships 
between ASC and academic achievement. However, how ASC can itself be formed 
has been a neglected research area. A few works that are available in this regard have 
identified social interactions, access to resource, and parental support to be significant 
factors. However, the context of such research was not “online exclusive” that has 
been a specialty of the pandemic period. Consequently, we argue that unless the 
learning platform ensures a decent quality that promotes an engaging environment, 
students’ self-perception about such a learning environment will be poor. The inter-
relationship between ASC, system qualty, and engagement has not been attempted 
before and hence the focal point of this study. 

2.3 The Dimensions of Student Engagement and ASC 

Student engagement refers to their active involvement in all aspects of the educational 
process and their commitment toward achieving their educational goals and learning 
outcome. This has been an active area of educational research, wherein engage-
ment is viewed as a multi-dimensional concept comprising behavioral, cognitive, 
affective, and agentic dimensions [7]. Behavioral engagement refers to how much 
involved the students are with respect to their class participation, learning efforts, 
attention, and persistence. Cognitive engagement refers to how much mental efforts 
the students give toward information processing and completing their learning tasks. 
Affective engagement can be understood as the emotional feelings that students 
develop toward the learning activities, and how much interested they are and enjoy 
using the learning platform. Finally, agentic engagement refers to the extent of 
interaction and communication that exists in the teaching–learning process. 

As evident from the discussion on student engagement, it plays an important 
role in developing student’s self-perception toward his/her abilities that is gener-
ated from interactions with the online learning environment. We expect that if 
students have a high level of all the four forms of engagement, it will lead to an 
improved ASC. The more students are engaged in the online learning environment, 
the higher will be their perceptions toward their self-abilities [17, 18]. Greater class 
participation, completing whatever tasks are given in a timely fashion, enjoying the 
learning process, and interacting with the teachers and other peers during the learning 
process—all indicate that the students have self-belief on themselves. Accordingly, 
we hypothesize:
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• H1: Behavioral engagement positively affects the student’s academic self-concept 
• H2: Cognitive engagement positively affects the student’s academic self-concept 
• H3: Affective engagement positively affects the student’s academic self-concept 
• H4: Agentic engagement positively affects the student’s academic self-concept. 

2.4 Online Learning Quality (System Quality) and Student 
Engagement 

System quality has been found to be a defining factor of system usage in a wide 
variety of scenarios ranging from IoT systems [19], mobile applications [20], to 
online learning platforms [13]. It is important because it leads to a good end-user 
experience that is often measured in terms of the usefulness and perceived ease 
of using the systems. With reference to online learning systems, current research 
has evaluated this parameter in terms of hardware availability, user interface of the 
software, Internet availability, and overall a good system design [3, 13]. Therefore, 
the main purpose of ensuring a good system quality is to ensure high usability, 
performance, and functionality. 

In this work, we propose that online learning system quality affects the 
engagement level of students. During an online session, if the students have any 
doubts/queries, the learning system must facilitate that the teachers are notified of 
such doubts, thereby creating an engaging and interactive environment. Likewise, 
the online system must be simple and easy to use so that the students do not feel 
any cognitive burden. Moreover, providing gamified options within the system may 
promote feelings of fun and competitiveness. Therefore, it becomes evident that 
quality of the online learning system is very important that shapes all the four types 
of student engagement. Hence, we hypothesize: 

• H5: Online learning system quality positively affects behavioral engagement 
• H6: Online learning system quality positively affects cognitive engagement 
• H7: Online learning system quality positively affects affective engagement 
• H8: Online learning system quality positively affects agentic engagement. 

The proposed research model is presented in Fig. 1.

3 Methodology and Data Collection 

For the purpose of data collection, an online survey was conducted via Google Forms 
over a span of 2 weeks in early March 2022. Data was collected from two public 
universities in India and Thailand, both focusing on STEM (science, technology, 
engineering, and mathematics) education. All the participants taking part in the 
survey had prior experience of online learning, since at least for the preceding 1 year 
they had to attend “online only” sessions. Initially, 264 participants responded in the
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Fig. 1 Proposed research model based on the SOR framework

survey, which was reduced to 241 for the purpose of final data analysis, since data 
corresponding to 23 participants were either incomplete or missing. The participants 
were contacted by sending requests to their university e-mail ID and from personal 
contacts (mixture of convenience and random sampling). After the end of the survey, 
certain demographic questions were asked (details in Table 2). 

All the items used in the survey are adapted from scales that have been validated 
in previous research and modified for the present context. The items for the ASC 
factor are adapted from [6, 21]. Each of the items for this factor is rated on a 5-
point Likert scale (0 = strongly disagree to 5 = strongly agree). A sample item is

Table 2 Demographic detail of the participants 

Variable Value Frequency Percentage 

Gender Male 93 38.59 

Female 148 61.41 

Age 21 years and below 126 52.28 

22 years and above 115 47.72 

Faculty Science 56 23.24 

Engineering 124 51.45 

Liberal arts 26 10.79 

Business management 35 14.52 

Study level Undergraduate 158 65.56 

Postgraduate 83 34.44 

Gadgets used Laptop 77 31.95 

Desktop 59 24.48 

Smartphone 23 9.55 

More than 1 device 82 34.02 

Internet connection type Mobile data 110 45.64 

Home broadband 131 54.36 
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represented as “It takes lesser effort to understand the topics in an online class”. 
Items corresponding to the online learning system quality is adapted from [13]. “I 
find online learning to be easy to use”—represents a sample item for this factor. 
Finally, all the four aspects of student engagement are adapted from [1]. 

When data collection is done via survey, it is commonly associated with bias 
that involves Common Method Variance (CMV). We used a procedural remedy 
by following a marker variable approach, and additionally conducted a Harman’s 
single factor test. Two marker variables are used: (i) This survey was of appropriate 
length, and (ii) I believe that the current COVID-19 pandemic will end in 2022. The 
results indicate that the highest variance contributed by a single factor is 28.4% of 
the overall variance, which is less than the recommended value of 50%. None of 
the marker variables had a significant association with the dependent variable ASC 
and had an extremely low path coefficient. Additionally, when all the six factors of 
the model are considered, the variance increased to 84.1%. This indicates that the 
collected data does not suffer from CMV problems. 

4 Data Analysis and Results 

For the purpose of model building and validation, we have used a Partial Least Squares 
based Structural Equation Modeling (PLS-SEM) approach. The objective of PLS-
SEM is to estimate the different model parameters such that the explained variance of 
the endogenous factors is maximized. Moreover, PLS-SEM is more generous toward 
the normality distribution of the data. 

A two-stage procedure for data analysis is followed. In the first stage, we eval-
uate the measurement model. Both reliability (composite and indicator) and validity 
(convergent and divergent) of the measurement model is evaluated. Table 3 reports 
the results, which shows the Composite Reliability (CR), Average Variance Extracted 
(AVE), and the Cronbach’s Alpha (α) values. All the values are greater than their 
respective thresholds that satisfies the CR, convergent validity, and reliability issues. 
The discriminant validity is checked in terms of the Fornell Larcker criterion by 
checking the square-root of AVE of each of the factors that must be greater than the 
correlation with other factors. Table 4 reports the inter-factor correlation matrix that 
shows sufficient discriminant validity.

In the second stage, we evaluate the structural model for the purpose of hypotheses 
testing. A bootstrapping procedure is used by independently sampling the dataset 
with replacements from the original sample. We ran the PLS algorithm with 5000 
bootstrapping samples. Table 5 presents the results of hypothesis testing that shows 
that out of eight, six of our proposed hypotheses are supported. The research model 
explains 84.1% (adjusted− R2) of the variance in the final dependent variable ASC. 
The effect of online learning system quality is found to be significant and impact 
behavioral engagement the most (β = 0.496, p < 0.01), followed by affective  
engagement (β = 0.412, p < 0.01) and cognitive engagement (β = 0.388, p < 
0.05), thereby supporting hypothesis H5, H7, and H6, respectively. However, the
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Table 3 Measurement model reliability and validity assessment 

Factor Mean Skewness Kurtosis α value CR AVE 

System quality 3.79 1.01 0.14 0.864 0.935 0.885 

Behavioral engagement 3.55 1.04 0.12 0.792 0.904 0.758 

Cognitive engagement 3.62 1.02 0.23 0.806 0.925 0.860 

Affective engagement 3.98 1.01 0.15 0.755 0.941 0.888 

Agentic engagement 3.16 0.92 0.12 0.845 0.870 0.691 

Academic self-concept 4.01 0.94 0.33 0.932 0.915 0.843 

Table 4 Inter-factor correlation matrix and discriminant validity 

Factor 1 2 3 4 5 6 

System quality (1) 0.941 

Behavioral engagement (2) 0.520 0.871 

Cognitive engagement (3) 0.494 0.398 0.927 

Affective engagement (4) 0.486 0.276 0.218 0.942 

Agentic engagement (5) 0.215 0.306 0.260 0.255 0.831 

Academic self-concept (6) 0.311 0.355 0.319 0.297 0.305 0.918 

Note The diagonal elements in bold represent the square-root of AVE

effect of online system quality on agentic engagement is found to be non-significant 
(β = 1.12, p > 0.05), thereby hypothesis H8 is not supported. Out of the four 
different engagement types, the effect of behavioral engagement on ASC is most 
(β = 0.519, p < 0.01), followed by affective engagement (β = 0.398, p < 0.01), 
and cognitive engagement (β = 0.355, p < 0.05), thereby supporting hypotheses 
H1, H3, and H2, respectively. Agentic engagement does not have any significant effect 
on ASC (β = 0.084, p > 0.05), therefore H4 is rejected. 

Table 5 Results of hypotheses testing 

Hypothesis β value t-statistics p-value Status 

Behavioral engagement → ASC (H1) 0.519 18.26 p < 0.01 ✓ 
Cognitive engagement → ASC (H2) 0.355 5.01 p < 0.05 ✓ 
Affective engagement → ASC (H3) 0.398 7.25 p < 0.01 ✓ 
Agentic engagement → ASC (H4) 0.084 0.96 p > 0.05 × 
System quality → behavioral engagement (H5) 0.496 13.88 p < 0.01 ✓ 
System quality → cognitive engagement (H6) 0.388 6.89 p < 0.05 ✓ 
System quality → affective engagement (H7) 0.412 10.67 p < 0.01 ✓ 
System quality → agentic engagement (H8) 0.117 1.12 p > 0.05 ×
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5 Discussion and Implications of the Result 

Based upon the results, there are several implications. First, we are able to identify 
the effect of online system quality on student engagement. Apart from the agentic 
dimension, all the other three engagement dimensions are positively affected by 
system quality. The online learning system quality is an extremely important factor, 
especially in times of the pandemic because it is the sole platform that supports 
the teaching–learning process. Prior to the pandemic, blended learning was the most 
common format of education, and in such a scenario, the quality of the online learning 
platforms was of secondary importance. However, as evident from the results, system 
quality has become an extremely important factor that affects the engagement level 
of the students during the pandemic period. The class participation, learning efforts, 
and persistence of the students will be good if the online learning platform provides 
a conducive environment. Thus, ease of use is an important criterion that promotes 
such behavioral engagements. 

Affective and cognitive engagements are also formed from the online learning 
system quality. In this respect, the learning platforms must provide added function-
alities like discussion forums, blogs, or may even provide a gamified environment 
wherein the students can track their learning progress. In fact, previous research has 
shown that making a social connection, or gamifying the learning environment will 
have positive effects on student engagement [11, 18]. Our results are in accordance 
with those previously reported. One issue that exists in this respect is the wide variety 
of online learning platforms that exists, and in many cases, teachers just resort to 
instant messaging applications like WhatsApp or Google Meet for the purpose of 
teaching. While these applications may be used under emergency conditions, they can 
never replace a proper online learning platform. In countries like India and Thailand, 
the phenomenon of digital divide is very prominent, which can further complicate 
issues. Nevertheless, the importance of online learning system quality in shaping the 
cognitive and affective engagement levels of students is supported by our research 
model. 

One area where the current online learning platforms fall short is they are not 
capable to promote the agentic engagement perceptions among students. Agentic 
engagement has primarily been observed in a classroom environment where the 
student constructively contributes to his/her learning process, together with the inter-
actions that he/she receives. The current online learning platforms are not capable of 
providing such spontaneous and interactive learning environments. To make matters 
worse, there can be other external factors like the network speed, bandwidth, or jitter 
that might hinder such interactive and live online classroom sessions. 

With regards to ASC, apart from the agentic dimension, all the other forms of 
student engagement have a positive effect. Thus, the online learning platforms are 
able to provide the students with an engaging environment, which in turn stimulates 
the perception of self-belief among the students. Moreover, the sample on which 
the present research is conducted, all the students had previous experience of using 
an online learning platform. Since, ASC can be developed through experience also,
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continuous exposure to such online learning platforms in the previous semesters 
have made the students experienced enough that they have a better perception with 
regards to their self-abilities. With regards to the exception of the agentic dimension 
having a non-significant effect on ASC, we attribute this to the purposive, proactive, 
and reciprocal nature of engagement that this dimension captures. From a teacher 
perspective, an autonomy-supportive motivation style will help them to keep in sync 
with the students; however, the online learning platforms are not effective enough in 
providing such an environment. In this regard, the current learning systems must be 
more adaptive, and they must be designed to provide efficient learning by allowing 
different learning paths and materials to fit the different needs of the students. More-
over, to improve the agentic engagement, the online learning platforms must promote 
greater student–student, and teacher–student interactivity. Additionally, formative 
assessment methods may be adopted by the teachers, and the online learning plat-
forms must provide additional features and functionalities to support such assessment 
schemes. 

6 Conclusion and Future Work 

In this work, we have attempted to develop a model that explains the student’s 
academic self-concept under the lens of online learning system quality and student 
engagement. While existing works have focused on the implication of ASC on 
student performance, we follow a different approach by investigating what consti-
tutes student’s ASC in the first place, as this has been an under-researched area, 
especially in the context of online learning. We have used the SOR framework as 
the basis of our research model that successfully explains the student’s ASC for 
the given context. However, there are certain limitations of the present study that 
must be addressed by future works. First, this work involves students from India and 
Thailand, which are culturally similar in terms of Hofstede’s Cultural Dimension. 
Therefore, it is possible that the current findings may have limited generalizability, 
and future works must take a cross-cultural approach to check for any differences. 
Second, in this work, we have not considered the individual characteristics of the 
students, apart from the fact that all of them have previous experience in online 
learning. However, factors such as social influence, self-efficacy, or even anxiety 
may affect the ASC perception. Future studies may investigate these aspects. Third, 
engagement and motivation are very closely related factors. However, in this work, 
we did not consider the student motivation aspect that future work may look into 
by using information systems theories like the self-determination theory. Finally, 
for developing nations like India and Thailand, there is a known problem of digital 
inequality, and a sharp difference in terms of infrastructure and other aspects between 
urban and rural areas. Future research may investigate as to whether ASC formation 
is affected by these factors, and what solutions must be provided.
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A Deep Learning Model for Detecting 
Suicide Threat Posts in Social Platforms 

Surya B. Jyothi and Shini Renjith 

Abstract The detection of suicidal ideation of individuals through their social media 
activities is an emerging research area having various extreme challenges. Modern 
research conducted across various social media platforms has shown that valuable 
signs indicating suicidal tendencies of users are found from their publicly available 
information. The social forum platforms are used by several at risk individuals for 
discussing their difficulties or for getting access to knowledge on similar or related 
tasks. In order to reduce the rate of suicides, it is necessary to identify individuals 
having suicidal temptations. The principal challenge in preventing suicide lies in 
the recognition and identification of the warning indications and the complicated 
risk factors that might speed up the event. The automatic detection of abrupt vari-
ations in the user’s behavior online can be done to achieve this. Various natural 
language processing techniques can be combined for aggregating textual and behav-
ioral features and then by passing them through a framework to detect behavioral 
changes. The objective of this work is to create a system that can efficiently identify 
social media users having such tendencies. This work does an elaborate review of 
various literatures in this domain and also proposes a combination of CNN and LSTM 
models which can help detect suicidal tendencies from publicly available informa-
tion of the users. This work also makes use of attention mechanisms to enhance the 
efficiency. 

Keywords Deep learning ·Machine learning · Attention mechanism · CNN ·
LSTM · Suicide ideation detection 

1 Introduction 

The major cause of disability, when examined worldwide, is mental illness. As stated 
by a World Health Organization (WHO) report, around 300 million people are esti-
mated to be suffering from depression, and about 800,000 people are found to lose
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their life by suicide every year with no less than an equal number of suicide attempts. 
Among the younger generation, it is the second growing cause of death with a rate of 
about 10.5 per 100,000 people [1]. Early identification of suicide ideation or tendency 
is being generated and also executed in WHO countries, as part of the national suicide 
prevention approach [1]. 

Social media sites, like YouTube, Instagram, Facebook, Reddit, Twitter, etc., are 
being used growingly by individuals to share their opinions and emotions. The 
language and sentiment expressed through social media posts might show certain 
feelings of guilt, worthlessness, self-hatred, and helplessness that define major 
depression. In computational linguistics, different social media platforms as well 
as various mental health associated forums have developed into a major study area. 
Besides traditional text classification methods, the deep learning techniques were 
able to achieve further development in various domains like computer vision and 
pattern recognition. Though machine learning has drawbacks of its own, the neural 
networks that are set up on vector representations could provide improved results on 
various natural language processing (NLP) processes [2]. 

Primary objective of this work is to bring out the suicidal ideations of users in the 
Reddit social media platform employing an effective deep learning architecture where 
the behavior of suicidal posts can be learnt, and the user can be labeled with the rate 
of suicidal risk. This work leverages different capabilities of long short-term memory 
(LSTM), the attention mechanism as well as convolutional neural network (CNN) in 
an integrated model for achieving the goal. We expect that using the large amount of 
data obtained from people’s beliefs, emotions, thoughts, reactions, etc., would aid to 
the timely identification of suicidal tendencies in people also consequently may even 
avert deaths. Section 2 of this paper analyzes various literature published related to 
this field, and Sect. 3 briefs on the proposed model. Discussions on the evaluation of 
the proposed model with the University of Maryland Reddit Suicidality Dataset are 
given in Sects. 4 and 5 forms the conclusion of the paper with some specifications 
on the future improvements under consideration. 

2 Literature Review 

In the last few years, many efforts have been made to emphasize the influence of the 
social media on suicidal tendency detection. One such probe into suicide ıdeation 
identification over social media is the time-aware transformer-based model [3]. In 
this paper, a user’s emotional spectrum from their history of social media activities 
is used which can be an indication of their mental state over time. They used the 
dataset presented by [4], which used the users’ Twitter timeline information. The 
non-suicidal tweets were manually avoided, and the final dataset contained 34,306 
tweets. 

A time-aware transformer-based model known as STATENet is used for initial 
screening of suicidal risk. User-level (UL) as well as the tweet level (TL) base-
line methods had been used to evaluate the STATENet. Embeddings of the tweet
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that should be evaluated were first concatenated with their user-level features for 
obtaining the required tweet level assessments with the help of UL baselines. A non-
contextual TL procedure employs the technique random forest (RF) [5], with the 
features in the tweet level, involving statistical, POS counts, LIWC features, and n-
grams. To capture the local features, they replicated the TL deep neural network that 
uses CNN and for tweet encoding LSTMs were used [6]. Through the LSTM + atten-
tion model, the previously collected tweets were passed consecutively and appended 
with the tweets to be evaluated. A collection of tweets are appended, then provided 
to a contextual CNN which is a non-sequential UL model using GloVe embeddings. 
Through an exponential decay function, a TL model that analyzes GloVe embed-
dings of previously collected tweets was passed and grouped with GloVe embedding 
upskilled on a BiLSTM + Attention for carrying out evaluation of the tweet. An 
eye-opening and periodic model was used which is a decision level ensemble TL 
model akin to exponential decay [7], however, here, it features sinusoidal and white 
Gaussian noise for previously collected tweet modeling. DualContex Bert is used for 
coding Reddit posts given to an attention-based RNN layer [8]. 

Detecting suicidal ideation on Reddit is another major work in this topic [9]. 
Publicly accessible posts from Reddit were used to create the dataset in this paper. 
Most of the users on subreddit are miserable and have the thought of attempting 
suicide within them. Random posts were manually hand-picked and annotated from 
all subreddits. The model is trained using techniques like ZeroR, SVM [10], random 
forest, and logistic regression. This study focuses on developing a model that iden-
tifies blog posts and long passages containing suicidal fantasies with the help of text 
mining methods so that the administration can control possible suicide attempts. The 
outcomes show the possibility to identify individuals having suicidal thoughts and 
issue them with the necessary aid. If it is carried out properly, this kind of suicidal 
posts detection model can protect many lives. 

A self-operating model for observing as well as evaluating the suicidal fear of 
an individual from their social media content was put forward in the paper natural 
language processing of social media as screening for suicide risk [11]. The model 
detected trait-level risk for suicide, which is more connected to a lesser chance of 
risk rather than state-level. Data from two main sources were used to generate the 
dataset. One source is the digital data from social media platforms, wearables, etc., 
of OurDataHelps.org users who donated it willingly, as well as a batch donated 
by the loved ones of users who committed suicide and another batch from social 
media users who had earlier attempted suicide and talked publicly about it. The final 
dataset had about 197,615 posts from suicidal users aiming to suicide in the following 
6 months, in addition to another 197,615 posts belonging to the respective controls. 
The output from the pretrained GloVe embedding is processed by a bidirectional 
LSTM [12]. A single vector is produced from the result from each layer by utilizing 
skip connections and then passed to a self-attention layer [13]. Suicidal probability 
of a user is predicted by the linear layer employing the softmax function. Result 
from this classification was evaluated using 10-fold cross-validation applied over the 
various pairs of users. This model had limitations while considering its dataset. A 
major portion of the data was contributed by females belonging to the age group
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18–24. The experiment findings depict that the model operates correctly in the case 
of males in a similar age group but it can generate an issue when other age groups 
are considered. The data might not precisely depict the individuals who would die 
by suicide as it mostly includes posts of users who survived their suicide attempts. 

In the paper, exploring and learning suicidal ıdeation connotations on social media 
with deep learning [14], to detect suicidal posts, the different deep learning models 
such as Vanilla RNN [15], LSTM, and C-LSTM (a combination of the CNN and 
LSTM models) [16] were compared. For this motive, collection of data was done from 
user posts from micro-blogging Websites, suicide Web forums, the tweets taken using 
the Twitter REST API as well as those from Tumblr and Reddit. The eventual dataset 
consisted of about 5213 text sentences that belonged to various tweets which were 
later annotated manually. The analysis showed that the C-LSTM model exceeded the 
other models. Upon performing error analysis, it was observed that the model did not 
identify the subtle hints toward suicidal ideation. For some tweets, both the model 
and the annotator were uncertain about its label in addition to that certain suicidal 
phrases were absent in the dataset and required an update. Figure 1 briefly explains 
the comparison of works mentioned above.

3 Methods 

The various methods used in the proposed model are described here. The major goals 
of this work include 

1. To identify suicidal intent in posts based on human behavior. Here, the model 
detects suicidal posts written by human beings according to the words or word 
combinations used in it. 

2. To improve classification accuracy. The model makes use of LSTM and CNN 
combined model along with an attention-based model which emphasizes signifi-
cant information from the obtained information so that it predicts each post with 
more accuracy. 

3.1 Dataset 

For training and testing, the proposed model the University of Maryland Reddit 
Suicidality Dataset developed by Resnik et al. [17] is used. It includes a record of 
non-suicidal and suicidal acceptance on Reddit with the private information of each 
individual replaced with a distinct ID. The dataset was generated using the 2015 Full 
Reddit Submission Corpus, which identifies (unknown) individuals or users who may 
have inclination toward committing suicide [18]. The Reddit posts were classified 
into four classes, severe, moderate, low, and no risk which means:
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Fig. 1 Comparison of related works

● No Risk (or “none”): Depicts no tendency of suicidal tendency.
● Low Risk: Depicts low chances of suicidal tendency.
● Moderate Risk: Depicts chance of user attempting suicide.
● Severe Risk: Depicts strong chance for user to attempt suicide.
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The dataset consists of posts from users who have put up on SuicideWatch 
subreddit which has more than 11,000 users along with some other users. 

3.2 Data Annotation 

The dataset has a label for each user rather than for each post, and each user has more 
than one post. However, it is observed that providing a label for each post was found 
more useful, and the posts are relabeled by first assuming that every submission 
belonging to a specific user gets the label allocated to the corresponding user and 
created a temporary dataset. Then, the data were preprocessed, and the frequently 
used words or word combinations were extracted by n-gram analysis. These were 
then assigned weights based on their groups. For assigning weights, various methods 
were tested. Clustering was used but it is found that the required results are obtained 
as the classification was based more on the sentiments or emotions than on the basis of 
suicidality. The sentiment analysis library was then used, but again, the classification 
was done purely on the basis of sentiments. Then, the TF-IDF Vectorizer is applied 
which evaluates how important a particular word, or word combination is to a post 
from a collection of posts [19]. Since it gives more importance to words or word 
combinations in the post that are least occurring, TF-IDF is leveraged to give weights 
for each of these common words only. Using these values obtained the net weight of 
each submission or post is calculated. Based on tests and trials, threshold values are 
set to categorize each submission into their own labels, hence acquiring the relabeled 
dataset. 

3.3 Proposed Model 

The proposed model is represented in Fig. 2. 
To pin down suicidal posts from Reddit, we implement an integration of LSTM, 

CNN, and attention model. The suggested model works in such a way that the output

Fig. 2 Proposed model 
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Fig. 3 Workflow of proposed model 

vector of the LSTM as the input vector of the attention layer and the output vector of 
the attention layer as the input vector of the CNN. Figure 2 shows the detection of 
suicide threat posts in social platform put forward a combination of LSTM-attention-
CNN model for categorizing the sentences having suicidal and helpful behavior. As 
illustrated in the diagram, the initial layer is a word embedding layer; here, a unique 
index is assigned to each word in a sentence to form a vector of fixed length. A 
dropout layer is utilized for avoiding overfitting. After that, an LSTM layer along 
with a convolutional layer is included to acquire a long distance dependency over the 
word. Convolutional layer is added to perform feature extraction. Attention model 
brings out the prime data and allocate weights to all text. The information for pooling 
a feature dimension is collected by the pooling layer. Flatten layer will transform 
the data gathered at the pooling layer into a column vector. Ultimately, the process 
is completed upon classification by a softmax function. 

3.4 Model Usage 

Reddit users’ posts were obtained via PRAW with the help of Reddit API and it 
proceeded down the model to determine if it is suicidal or not [20]. 10 most recent 
posts of a user were obtained by giving a particular user’s user id as the input. These 
obtained posts were then swept through the model to obtain labels for each post of 
the user. Labels were transformed to numeric values to provide labels for each user 
followed by the use of exponential weighted moving average on the values of the 
label. Thus, a certain label or a numeric value is created for each specified label for 
a user. The entire workflow, as explained above, is depicted in Fig. 3. 

3.5 Reddit API 

The Reddit API can be used to get data from Reddit and Python Reddit API Wrapper, 
or PRAW is a Python package that provides a simpler access to the Reddit API. 
Reddit API can be accessed to get posts from users by first registering or creating
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a Reddit account and then creating an application there. It is required to provide 
the details like name, redirect URL, and app type (script) to submit the API call. 
This helps us get the details needed to use the Reddit API like a secret key and a 
public key. A Reddit instance is then created and provided with a user agent which 
is the app name provided, the client secret or secret value and the client id which 
is given under personal use script. Now, requests can be made for submissions or 
comments belonging to various subreddits or users, etc., as needed. This data can 
then be preprocessed and used in a model. 

4 Results 

The analysis of the data showed that posts in different classes had n-grams depicting 
different feelings or behaviors. In the no risk class, posts usually showed positive 
outlook, “good game”, “fun”, etc., while in the severe risk, class negative n-grams 
were seen commonly, “want cut”, “die”, “hate”, etc. Emphasizing this dissimilarity 
in the different classes would mean better classification of the posts. 

The dataset consisted of about 69,600 posts which are then split into 55,680 posts 
(about 80%) for the training set and 13,920 posts (about 20%) for the testing set. We 
used both accuracy and F1-score metrics to evaluate the model. Upon training the 
model with this data, it was able to obtain accuracy of about 90.3% and about 92.6% 
as the F1-score after it was trained for 10 epochs. This shows that emphasizing the 
value of the important words or word combinations can help understand or identify 
the suicidal tendency. 

The model uses macro-averaging to calculate accuracy. The accuracy of the model 
is moderately lesser than the F1-score which can imply that the model predicts the 
positive labels better than the negative labels. Thus, larger number of posts with 
suicidal tendency is classified correctly. 

Figure 4a depicts a no risk labeled post showing a user who wants to begin a chat 
for fun and also a no risk post showing a cheerful individual who had just become a 
parent being wrongly labeled as a low risk post. Figure 4b contains 2 posts showing 
the sentiments of two users which are both labeled as moderate risk.

5 Discussion 

The models we have discussed do help identify patterns in the natural language that 
might suggest suicidal tendency, but certain features hold higher information or are 
more likely to indicate a suicidal post. The proposed system mainly uses LSTM and 
convolutional layers to help identify patterns. The use of attention mechanism to give 
higher weightage to certain words or word combinations is thus shown to help in 
easier identification of social media users with suicidal tendencies. This emphasize 
is done on the value of certain word combinations commonly seen in suicidal posts.
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Fig. 4 Posts and their corresponding predicted values

With the availability of data, various such models can be developed to identify such 
an increasing problem. 

6 Conclusion 

This paper compares various literatures on the detecting mental health of people 
based on their social media posts. Various disadvantages existing in some models 
that might help others to create better models are also discussed. This work also 
proposes an LSTM—CNN model with an attention layer that could help to focus
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on relevant patterns. We hope that this would help detection of social media users 
facing mental issues and do what is necessary to help them. As the next step, we are 
planning to fine-tune our model by experimenting it with various datasets other than 
from Reddit. 

7 Source of Data 

The University of Maryland Reddit Suicidality Dataset developed by Resnik et al. 
[17] is used as the dataset for this work. For the use of the dataset, request should be 
placed as per guidelines placed under The University of Maryland Reddit Suicidality 
Dataset, Version 2 or contact Philip Resnik. 
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Conducting Analysis on Diabetes Patient 
Data Using Various Machine Learning 
Models and Determine Their Accuracy 

Adarsh Patel, Sudeept Singh Yadav, and Amit Gaurav 

Abstract Hospital management system (HMS) has become a network with abun-
dant storage, allowing different types of systems to share their health records within 
the hospital. Earlier it was difficult to access these records and maintain a proper 
database of all the patients visiting the hospital, but now with the help of HMS, 
the doctors get all the records of the patient before the patient enters the cabin 
saving both patient’s and doctor’s time. This paper aims to demonstrate how the data 
stored in HMS and conducting analysis on it using machine learning models can 
help doctors and hospitals better in evaluating a patient’s health conditions. Python 
Django is used for maintaining the database and routing of the HTML pages. With 
the help of different Machine learning (ML) models like xgboost, bagging (max 
voting), KNN and random forest we can predict a patient’s health status. We have 
created comparison between these machine learning algorithms by deploying them 
on Diabetes patient data to determine their accuracy and checking for the ML model 
with the maximum true positives. This analysis can lay a foundation for predicting 
possibility of various other diseases to save time, and act as a significant reference 
for doctors to provide proper advice to their patients improving their chances of 
prognosis. 

Keywords Hospital management system (HMS) · Python Django · Machine 
learning · Patient dataset 

1 Introduction 

In the modern world, a smarter and more intelligent monitoring system is important 
in the healthcare system. A hospital management system (HMS) plays a vital role 
in hospitals by automating the daily tasks like registering and discharging a new
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patient, appointments with the doctor, generating the bill, and maintaining proper 
communication and coordination between hospital staff, doctors, and patients. The 
main goal of HMS is to promote the smooth functioning of hospital administrations 
and transactions between the doctor and patient both in rural and urban hospitals. 
According to the practical workflow of the hospital, a user-friendly interface has 
been designed for patients to enter their details and to collect the health parameters 
of the patients. Through HMS, this data is taken before the patient reaches the cabin 
of the doctor. This saves a lot of time for both doctor and patient. Later this data is 
stored in the database of the hospital which can be used for further analysis. 

Diabetes is widely prevalent and early detection of this disease is crucial. Other-
wise, the patient can suffer various problems, including permanent loss of sight. A 
person is diagnosed with diabetes when their body doesn’t produce enough insulin. 
Most diabetic patients have either type 1 or type 2 of the disease. The bodies of Type 
1 diabetics do not produce enough insulin, while the bodies of Type 2 diabetics do not 
respond to insulin when compared to a normal person. Here machine learning models 
will ease the workload of doctors since the number of diabetic patients is steadily 
increasing. In this paper, different machine learning models have been deployed on 
the hospital’s dashboard to predict whether the patient is suffering from any certain 
disease like Diabetes, Heart disease, etc. and these models predict diseases by using 
fixed set of specific disease related parameters of the patients. The system is user 
friendly and can be accessible by admin, doctors, and patients where all the data will 
be safe. 

2 Literature Review 

Health care systems make use of different technologies like IoT, RFID, edge devices, 
etc. for monitoring the real-time health conditions of the patients and for the smooth 
functioning of the day-to-day activities of the hospitals. The database of the patients 
visiting the hospital is helpful for the data analysis for various data scientists. In paper 
[1] heterogeneous data has been integrated and made further data analysis on HMS 
using the physical data collected by regular check-ups for improving doctors’ advice 
for patients. In paper [2] a model was presented that uses edge devices to automate 
the problems of patients’ vital data collection, processing, and delivery. In paper [3] 
they proposed RFID based conceptual framework for a smart hospital management 
system that provides safety and security of patient data management system. This 
RFID technology is used for hospital supply chain management, tracking of movable 
devices, medication, staff duties, and attendance. In paper [4] they introduced a 
system that measures patients’ normal parameters like ECG, respiratory airflow, and 
SpO2 and sends these extracted data to a remote server. This data is being observed 
and analyzed by specialists and doctors in real-time to monitor the patient’s state. 
In paper [5] a HIS (Hospital management information system) is developed which 
provides data for directors, tracks the workload for the medical workers, and improves 
the workers’ efficiency. In paper [6] the system was developed to build an adequate
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system for hospitals to serve critical patients with a real-time feedback method. So, 
in this project, they have used machine learning models to predict the condition of 
the patients, and if the condition of the patient deteriorates then an SMS will be sent 
to the doctor immediately. In paper [7] there is an application that includes a chatbot, 
Big Data, and sensor tracking devices to monitor and process the health data of the 
patients. This application connects various hospitals so that the user can choose the 
set of hospitals for their consultation. In paper [8, 9] they have used IoT devices to 
measure the temperature and heart rate of patients and store it in a database. 

All the technologies discussed above revolve around the same fact of developing 
an efficient and reliable system for the smooth functioning of the regular processes 
and the workflow of the hospitals. This paper proposes a system that will help both 
patients and doctors and even the hospital’s staff members for better functioning of 
the hospital management system. 

3 Methodology 

As per the requirement of the hospital’s workflow, a user-friendly website has been 
designed to collect the health parameters of the patients, book an appointment, and 
predict whether the person is diabetic or not. 

The website has been created using the Python Django framework. It is python’s 
web-based framework to build web applications. This framework uses a python 
programming language to link the pages with each other. The front-end part is 
designed using HTML and CSS and the backend part is done using python Django. 
The framework also uses python language to manage the database. There are various 
python files generated by default when we install the Django library (Table 1). 

A ‘.SAV’ file needs to be created to deploy the machine learning model on the 
website. ‘.SAV’ file is a saved progress file that saves the trained ML models in 
binary format and then predicts the outcome of any new input data using the trained 
ML model. The website runs on the local server, generally on port 8000.

Table 1 Python files created by default through Python Django 

Python file Role 

manage.py Responsible to run the web application on the local server and also to find errors in 
the code 

urls.py Selects a view whenever there is an incoming request URL 

views.py Decides whether to send the user to a different page or not 

settings.py Consists of all the information regarding which type of database language is used 
and it also contains information of the path of the templates folder inside which all 
the HTML and CSS files are stored 

models.py responsible for storing the data in the database 
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Fig. 1 Proposed HMS system 

Figure 1 shows the overall flow of the system how the patient will log in till he 
gets the final prescription and overall generated bill of his treatment. The doctor 
will control the request of appointments and accordingly send the prescription to the 
patient within a few minutes. The admin can control the overall flow of the system’s 
interface and database. 

3.1 Hospital Management System 

The hospital management system consists of a dashboard that is created for the admin, 
doctors, and patients. The admin has the authority to permit the appointments and 
can manage other hospital-related work from the website. The patient can book 
appointments and can-do disease prediction using the “Disease Prediction” tab on 
the navigation bar. The doctors can edit their consultation timing according to their 
schedule through the website.



Conducting Analysis on Diabetes Patient Data … 401

The dashboard is divided into 4 parts. The uppermost part contains the navigation 
bar from which the user can directly access various functions just by clicking on it. 
The navigation bar is common for all the pages. The first function in the navigation 
bar is the ‘Home’ button which is used for revisiting the dashboard from any other 
page. The next function is ‘Admin’, by clicking on it the admin is asked to log 
in by username and password. The third function is the ‘Doctor’, by clicking on 
it the doctor’s login page is displayed. The same is with the next function for the 
‘Patient’. The right side of the navigation bar contains 4 more functions. One of 
which is disease prediction, by clicking on it the user can get to know about various 
diseases just by entering some health parameters, for example, glucose, BMI, age, 
pregnancies for diabetes. After disease prediction, the next one is the BMI tab which 
calculates the BMI of the user using the weight and height of the user. ‘About Us’ 
function gives the information regarding the hospital. On the rightmost side, there 
is a ‘Contact us’ function in which the user can drop a message with his name. The 
second portion of the dashboard contains the name and image of the hospital. A 
button, ‘Take Appointment’ is provided for easy use of the user. The Third portion is 
for login purposes. By clicking on it we can log in to various categories like admin, 
doctor, and patient. The bottom part is the footer part, which helps the user access 
information and contacts the admin using various social media platforms. Whenever 
a new user is created it has to be confirmed by the admin then only the account will 
get activated. Doctors can see the patient who has registered and what symptoms the 
patient is facing and also can provide prescriptions and can discharge the patient. 

3.2 Machine Learning Model Selection 

The Machine learning models are used to predict whether a patient is having diabetes 
or not. Diabetes prediction is used to give a rough insight to the patient of whether 
they should consult the endocrinologist or not and thus, they can take protective 
measures accordingly. The dataset is taken from Kaggle having the name “Pima 
Indians Diabetes” database. It contains the data of Indian people and there are in 
total 9 features in the dataset. The following machine learning models are chosen for 
diabetes prediction to get optimum accuracy. 

K-nearest neighbors (KNN): This is a supervised machine learning model where 
the variable is assigned to a particular outcome depending on the outcomes of its 
neighbors So, if k = 3, that means the output of the 3 nearest neighbors of the variable 
is observed, and thus the output of the new variable is predicted. The nearest neighbors 
are calculated using various distance formulas like the Euclidean, Manhattan or 
hamming distance, etc. Hamming distance is used for categorical variables and the 
rest of the formulas are used for continuous variables. So, KNN is a simple model 
which is very easy to implement. 

Random Forest: Random Forest is also a supervised machine learning model which 
is a combination of many decision trees. The random forest model works great with
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high dimensional data. It is also faster to train than the decision tree model as it is 
a combination of many decision trees. The decision trees might overfit the data but 
using a combination of decision trees to form a random forest model tends to elim-
inate overfitting. There are many hyperparameters in random forest models which 
can be tuned to increase the accuracy of the model. max_features, n_estimators, 
min_samples_leaf, max_depth is some of the hyperparameters of the random forest 
which are commonly tuned to increase the accuracy. 

Bagging (Max voting): Bagging technique is also called as bootstrap aggregation 
technique. In this ensemble technique, different decision tree models contribute 
towards the output, so, if 3 decision tree models are used as in Fig. 2, each model will 
give its output, and thus our final output will be the mode of the outputs given by the 
models. The output as 1 then the majority will be considered as the final output i.e., 
0. The datasets given to the models are the sub-datasets of the original dataset. The 
process of prediction takes place concurrently. For classification, majority voting is 
used and for regression, averaging, weighted averaging, and rank averaging are used 
to get the final output. As the output of the diabetes dataset is of classification type, 
the max voting technique is used for predicting the output. 

Boosting (Xgboost): The process of output prediction of different decision tree 
models in this technique takes place sequentially. Initially, we assign a weight to 
each record but the weights are based on the probability. Initially, the weights of all 
the records are equal. As per misclassification, weight is updated and is applied to the 
next decision tree, and based on voting the final output of the classifier is selected. 
All the decision trees in the xgboost technique have fixed depth. So, this technique 
helps us to get low bias and low variance. 

Certain terminologies are important in selecting a particular model. 

Confusion metrics: The confusion metrics give us an insight into how our model 
predicted the output. Table 2 describes the same.

In the diabetes dataset case,

Fig. 2 Bagging approach 
for disease prediction 
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Table 2 Confusion metrics 
table 

Actual values 

Positive Negative 

Predicted values Positive True positive 
(TP) 

False positive 
(FP) 

Negative False negative 
(FN) 

True negative 
(TN)

• True positive (TP): If a patient is diabetic and the model predicted as diabetic. 
• False positive (FP): If a patient is non-diabetic and the model predicted as diabetic. 
• True negative (TN): If a patient is non-diabetic and the model predicted as non-

diabetic. 
• False negative (FN): If a patient is non-diabetic and the model predicted as 

diabetic. 

The evaluation metrics for classification, which are important for model selection 
are listed below: 

Accuracy: Accuracy is the overall efficiency of the model. The accuracy is calculated 
for the testing and training part of the model. 

Accracy(%) = True positive + True negative 
True positive + True negative + False positive + False negative 

∗ 100 

Precision: It is the ratio between the true positives and all the positives 

Precision(%) = True positive 

True positive + False positive 
∗ 100 

Recall: It is the ratio between the true positives and all the positives 

Recall(%) = True positive 

True positive + False negative 
∗ 100 

We need to minimize the False negative values to get a higher recall. Thus, in 
recall, False positive rate is high. 

F 1 Score: The  F1 score is the combination of precision and recall. It is the harmonic 
mean of precision and recall. It is maximum when precision and recall are equal. 

The model is considered good if its F1 score is high for both the training and 
testing phase. 

Training and Testing of ML models 

Pre-processing: The diabetes dataset has no null values but there are some features 
like the Insulin, Glucose, Skin Thickness which have 0 as a value in it as having
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0 in these features is practically not possible. So, 0 is replaced by the mean or 
mode of that particular feature. This completes our pre-processing stage making 
the dataset clean and ready for training. 
Feature Selection: The correlation matrix depicts the correlation of all the features 
with one another. Few features have been used from the dataset to predict diabetes 
and to reduce complexity. The features selected have the best correlation with the 
diabetes outcome. Thus, the features used are glucose, age, BMI, and pregnancies 
as our features to detect diabetes with glucose having the highest correlation with 
diabetes. 
Standardization: The above 4 features are transformed into the range 0–1. The 
MinMaxScaler in the scikit-learn library helps us to perform this transformation. 
Standardization helps to give equal importance to all the features. 
Training and Testing: Using the machine learning models, the dataset was 
trained, and hence the accuracy and evaluation metrics of the models for training 
and testing were observed and the best model was selected accordingly. 

4 Results and Discussion 

Diabetes data used was Pima Indians Diabetes Dataset, taken from National Institute 
of Diabetes and Digestive and Kidney Diseases (supplement 1). The dataset consisted 
of a cohort of 768 patients. The data was divided into training and testing datasets 
using scikit-learn library’s train-test split module. Further the data was preprocessed 
by imputing the missing values using the mean of the particular feature. Only the data 
of the features which contributed to the occurrence of diabetes were used. To account 
for the heterogeneity in the data, the data was normalized using MinMaxScaler in the 
scikit-learn library. This processed data was used for training and testing the machine 
learning models. 

The below result shown in Table 3 will give us an insight into how the models 
have performed in the diabetes dataset. The accuracy, precision, recall, and F1 score 
for training and testing phases of different models are listed in the table. 0 represents 
diabetes prediction as False and 1 represent diabetes prediction as True.

The random forest and bagging technique have relatively smaller accuracy of 
recall metrics while the Xgboost technique and k nearest neighbor model have good 
accuracy of recall metrics. xgboost has a great training accuracy of 99.84% but 
a testing score of 79.22% only, which means that it has a high variance which can 
result in overfitting. On the other hand, Knn has 77.85% training accuracy and 84.42% 
testing accuracy, which depicts a low variance. By comparing both the models we can 
conclude that Knn will be better than the Xgboost technique as it has low variance. 
Thus, Knn has a good accuracy as well as a good recall metric. Therefore, the knn 
model is deployed on the website.
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5 Conclusion 

Collecting clinical data can be a big boon for doctors to make their diagnosis much 
more efficient and accurate. This makes the Hospital Management System potent as 
a database for maintaining Doctors, Patients, and Hospitals data that can be accessed 
by anyone from anywhere. Therefore, the research proposes HMS along with a 
machine learning models. This could help the work at the hospitals to be seamless 
and efficient, the data collection of the patient through developed HMS with its user-
friendly interface can help the doctors to experience this seamlessness. This paper 
helps in setting a foundation in understanding how in-silico techniques can improve 
efficiency and decrease time of diagnosis. This can prevent numerous patients from 
going under unnecessary testing and save their time as well as money. We deploy 
machine learning models using the Scikit-learn library on diabetes data collected 
from National Institute of Diabetes and Digestive and Kidney Diseases here and 
demonstrate their possibility to be used as a disease prediction tool. The K nearest 
neighbors (KNN) is the machine learning model deployed on the system to predict 
diabetes was found to be the most accurate as it has a relatively higher accuracy and 
recall metrics while Bagging (Max Voting) showed to be least accurate amongst all 
the machine learning models. Further analysis on different patient dataset can help 
us better in understanding which machine learning models can be best deployed for 
analysis of all type of patient datasets providing results with true positives. 
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Multi-class Classification of COVID-19 in 
Chest X-Ray Using Deep Convolutional 
Neural Networks 

Naga Sai Deep Lanka and C. Arunkumar 

Abstract COVID-19 has principally affected everybody within the world in a way 
or another and thousands of individuals are becoming infected daily. In Present ways 
for checking COVID positive or negative, is taking a lot of time for results and 
these results are giving low specificity and sensitivity. Because of that the computer 
science—Artificial Intelligence (AI) is necessary in finding the positive COVID-19 
cases. With Image processing and machine learning and deep learning techniques 
the researchers are able to achieve high accuracy and sensitivity and specificity from 
Chest X-ray (CXR) and Computed tomography (C.T) images. In this paper, we have 
proposed different deep neural networks like CNN, Alexnet, ResNet, Inception-
v3 and ResNeXt-101-32x8d (all of those belong to the CNN family) with around 
20,000+ CXR pictures of 3 classes. CXR is the initial technique which is important 
in diagnosing the Covid-19 patients. For verifying the strength of the models we 
compared validation accuracies, inception V3 achieved the best accuracy of 95%, 
however, we must always conjointly take into account the training time and complex-
ity of the model. When the models accuracy, specificity, and sensitivity are higher, 
then it is really helpful for non-radiologist medical staff to diagnoses and quaran-
tine faster when hospitals are flooded with patients, It reduces screening time for 
COVID-19 greatly. 
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1 Introduction 

Corona Virus (COVID-19) affected every country in the world. As of December 
21st 2021, 48.3% of the world population is fully vaccinated, 57.5% of the world 
population at least got one dose and 5.8% of the world population got booster doses. 
More than 750 thousand cases new cases and 5000+ deaths are getting reported daily 
in the world. New covid-19 variant Omicron is variant of concern and it is spreading 
faster than the delta variant. Due to its fast spreading rate, hospitalization rate will 
also increase. To keep up with the patients hospitals need technology support in every 
way. For testing covid-19 there are multiple ways, in which CT-Scan and Chest X-ray 
images can be used with deep learning to classify images with considerable amount 
of accuracy which can assist the doctors and hospitals to speed up the screening 
processes. 

Existing deep learning architectures classify image net of 1000 classes with least 
top 1 error rate. Can the same architectures classify the covid-19 chest X-ray images 
with high accuracy? Existing research on covid-19 chest X-ray images classifications, 
they are using small data sets to test and publishing results. It is been almost 2 years 
since covid-19 cases started. Hospitals all over the world are collecting data of covid, 
pneumonia and normal patients. In this study we are using 20,000+ chest X-ray 
images of 3 classes (covid-19, pneumonia and normal) the class figures are shown 
in Fig. 1, and implementing 5 deep learning architectures and do a comparison of 
accuracies, training time and model weights size. 

In this research, we did comparative study on Convolutional Neural Network 
(CNN), AlexNet, ResNet-18, Inception-v3 and ResNext-101-32x8d. In the next sec-
tions we have explained the data preprocessing, Training details, comparison of 
results and conclusion. 

Fig. 1 Main 3 classes of chest X-ray images. Source CovidGrandChallenge2021 [1]
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2 Related Work 

Covid-19 Chest X-ray is a challenging research in medical field, using deep learning 
approach is very helpful to reduces screening time. Many existing research works are 
implemented using deep learning [2]. In this work they have used Attention-based 
VGG-16 model and they capture the relationship between the Region of interests 
(ROIs) in Chest X-rays (CXR) images and they added attention module and pre-
trained to achieve high performance. Chest X-ray images Classification of covid-19 
using DeTrac deep Convolutional neural network [3], they have implemented chest 
X-ray classification using DeTrac model and data set was collected from hospitals 
and prediction using chest X-ray images of three classes such as Covid-19, normal 
and severe acute respiratory syndrome (SARS) and achieved a good accuracy of 
93.1%. 

Convolutional neural network of multi-dilation for automate Covid-19 and using 
Chest X-ray images of pneumonia detection with transferable multi-receptive feature 
optimization [4], work proposed CovXNet and transfer learning models, predicted 
with four classes such as Covid-19, Bacterial, Normal, Viral. Novelty in this work 
was depth wise dilated convolutions and they extracted features of Chest X-rays with 
different resolutions using Stacking algorithms. 

Covid-19 Lung CT image aided detection using Alexnet [5]. In this paper, work 
proposed using eight-layer AlexNet model, implemented model with sample data set 
with deep analyzation of transfer data with fine-tuning parameters of loss function 
and optimizers achieved accuracy of 90%. 

Covid-19 Diagnosis of ensemble of global and local attention-based convolutional 
neural networks using Chest X-ray images [6], work done using Dense-Net161 model 
with 1311 patients Chest X-ray images and also they focused on global and local 
pathological features with using local attention mechanisms with three classes, the 
main novelty work in this paper is multi-instance learning. 

Covid-19 automatic diagnostic framework of deep learning-based study [7], In 
this research they used three data sets trained on convolutional neural network (CNN) 
model, and they compared and analyzed with manual screening process and deep 
learning-based work with CNN with four different classes using Chest X-ray images. 

Early detection of Covid-19 using XConvNet [8] by Vishnu Madaan et al., Work 
proposed on CT scans and X-ray Images using XConvNet model with deep archi-
tecture classification of 950 images of pneumonia and covid-19 classes and also 
achieved good results of accuracy, precision and recall. 

Evaluating deep learning models my doing comparative study [9] on VGG and 
CNN using MNIST and Fashion MNIST data sets and achieved 91 and 90% test 
accuracies and concluded that 3 layer CNN is less computationally expensive and 
achieved almost same accuracy. 

Tumor X-ray Image classification using GURLS classifier and LIBSVM classi-
fier with X-ray data set [10] and did comparison of accuracies. Satellite Images of 
unused places and lands using segmentation, feature extraction and classification 
using CNN [11] and achieved accuracy of 89%. Classification of Covid-19 Images
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Fig. 2 Number of images in 
training, validation and 
testing 

using SVM (after data preprocessing and augmentation) with very small data set [12] 
and achieved precision score of 0.99. 

Similar work from [13] in which they did covid-19 detection using small data set 
of around 4000+ images and with CNN as base model and fusion of features. 

These are the existing work on different papers, we proposed a comparison of five 
deep learning models to achieve high accuracy and best fitting model to predicting 
covid-19 or normal or pneumonia using Chest X-ray images. The detailed proposed 
work is in Methodology session. 

3 Data Set Description 

The data set of 20,000+ Chest X-ray images are from a challenge hosted in grand 
challenge org website [1] where they collected this data from various doctors and 
radiologists. This data set consists of training, validation and testing images of JPG 
format. Figure 2 shows the splitting of data set.
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Fig. 3 System architecture 

4 Methodology 

This section is about step by step detailed process for Chest X-ray Classification with 
comparative study of five deep learning models. Figure 3 shows the flow. 

4.1 Preprocessing 

In This work the first step is preprocessing. In this phase we will Load the Images 
(data set) into python using Data Loader in Pytorch [14] (a open source deep learning 
library for python). So, in this stage we converting a images into gray scale (l channel) 
because not all images have same no of channels. All the images in this data set will 
not have same image dimension, The array of the images are Resized into 512 × 
512 to fit into input layer of deep learning models. Randomly rotating some images 
to 30 ◦ for preventing over fitting and trying to make deep learning model learn. 
Horizontal flipping some images randomly also to prevent over fitting and trying 
to make deep learning model learn all types. Converting the images into tensor 
arrays, while Loading the data set folders we are making folder names to id (classes) 
dictionary and Making different batch sizes (for different models) in Data Loader.



414 N. S. D. Lanka and C. Arunkumar

4.2 Deep Learning Models 

For multi class image classification there are many architectures in which we started 
with the basic Convolutional Neural Network to decide image resolution (for resiz-
ing), data preprocessing and choosing hyper parameters. 

Convolutional Neural Network (CNN): We chose Pytorch [14] to implement CNN 
with 2 Convolutional layers and 2 fully connected layers and one output layer. We 
chose cross entropy for loss and stochastic gradient descent for optimizer. Initially 
we started preprocessing of data by converting images into gray scale, resizing to 
256 × 256, random rotation of some images, random flipping of some images and 
made batches of 32 images. While training we observed the convergence on various 
learning rates. Same tried with resizing images to 512 × 512 and chose 512 × 512 
resolution since its making model converge faster. This model is trained on Nvidia 
1660 ti mobile graphics card with i7 9th gen processing power laptop. The total 
training time for 100 Epochs is 11 h 29 min with model weight size of 112.7 MB. 

AlexNet: Alexnet [15] Architecture consists of 5 Convolutional layers in which first 
two convolutions gets max pooling done right after convolution and Relu, But next 
three convolutions gets max pooling done after 3rd convolution. After Convolutions 2 
fully connected layers and one output layer. For training AlexNet the preprocessing, 
hyper parameters are same as CNN. With same hardware configuration for training, 
100 epochs took around 18 h 31 min and size of model weights is 217.4 MB. 

ResNet-18: Residual Networks (ResNet) [16] is based on CNN and used for many 
computer vision tasks. ResNet architecture consists of 18 layers and uses of 17 Con-
volutional blocks multiple times, which takes input tensors and batch normalize, 
activate Relu and max pool. Then a fully connect layer and a soft max layer which 
is output portability on the classes. To train ResNet-18 we used same preprocessing 
of data set. For hyper parameters only batch size is changed because of GPU mem-
ory limitation, and remaining all same as CNN and AlexNet. With same hardware 
configuration for training, 100 epochs took around 18 h 56 min and size of model 
weights is 42.7 MB. 

ResNext-101-32x8d: ResNeXt-10l-32x8d [17] is based on the ResNet model which 
was based on CNN. It is a straightforward, extremely modularized specification 
for image classification. Our network is built by continuation a building block that 
aggregates a group of transformations with constant topology. Our straightforward 
style leads to a unvaried, multi-branch design that has solely a couple of hyper 
parameters to line. This strategy exposes a brand new dimension that we tend to 
decision “cardinality” (the size of’ the set of transformations), as a vital consider 
addition to the size of depth and width. For training AlexNet the preprocessing, 
hyper parameters are same as CNN. With same hardware configuration for training, 
100 epochs took around 7 day 3 h 40 min and size of model weights is 331.9 MB. 

Inception-V3: Inception-V3 [18] is based on CNN. It is widely used image recog-
nition model, it has 7 × 7 convolutions of auxiliary classifier and when compare to
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Table 1 Test and validation accuracy of models 

Models Validation accuracy (%) Test accuracy (%) 

CNN 84 83 

AlexNet 94 93 

ResNet-18 94 93 

ResNext-101-32x8d 93 92 

Inception-V3 95 94 

other neural networks it got high accuracy in this research work. For training AlexNet 
the preprocessing, hyper parameters are same as CNN. With same hardware con-
figuration for training, 100 epochs took around 1 day 18 h 54 min and size of model 
weights is 96.1 MB. 

4.3 Metrics for Comparison 

Accuracy: Accuracy is one the metrics used for evaluation of the deep learning 
model. It is calculated simply by summing up all correct predictions by total number 
of predictions. As accuracy we can calculate sensitivity and specificity that can also 
be used for evolution metrics. 

Accuracy = number of correct predictions/total number of predictions 

Table 1 describes the above five models Test and validation accuracy. Among all 
models Inception-v3 got high accuracy. 

ROC Plots: An Receiver operating Characteristic (ROC) curve describes the per-
formance of the Classification models at each Threshold. Figure 4 shows loss graph 
and accuracy graph of training and validation data of above all Deep learning model 
ROC Plots. It describes left side were loss versus epochs in y and x axis and similarly 
right side plot is for accuracy versus epochs in y and x axis. By observing these plots 
we can understand how model is converging like faster or slower and from which 
point it stopped increasing or decreasing much. And at which Epoch it got highest 
accuracy or lowest loss. 

Confusion Matrix: A Confusion Matrix is an N × N matrix which gives us informa-
tion on all classes which true and false labels, with these we can calculate accuracy, 
true positive rate and true negative rate (also classed as sensitivity and specificity). 

For this data set Confusion matrix has combination of three classes:—Covid-19, 
Normal, Pneumonia. Figure 5 shows confusion matrix of four models. We are not 
showing confusion matrix of CNN since it had 83% accuracy only.
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Fig. 4 Training loss and training accuracy plots of a CNN, b AlexNet (batch loss), c ResNet-18, 
d ResNeXt-101-32x8d and e Inception-V3 

Fig. 5 Confusion matrix of a AlexNet b ResNet-18 c ResNeXt-101-32x8d and d Inception-V3 

5 Results Discussion 

We have done the Chest X-ray Classification and comparative study of among the 5 
deep learning models we trained, Inception-V3 got the highest Validation and Test 
Accuracy. But if we compare the training time Inception-v3 took 1 day 18 h to finish 
training of 100 epochs, whereas ResNet-18 achieved 94% validation accuracy and 
93% test Accuracy which is 1% less when compared to Inception-V3 and took 18 h 
56 min to finish 100 epochs. ResNet-18 also has lowest model weight size (42.7 MB) 
among these 5 models. If ResNet-18 is trained same time as Inception-V3 (epoch 
count might differ), ResNet-18 will achieve highest accuracy (95%). When the model 
size is low and accuracy is high it is easy to deploy the model (like a website or android 
app). Refer Table 2 for comparison of all models. Figure 6 show sample predictions 
of 15 random Images of test data using ResNet-18 and Inception-V3. 

The novelty of the work we did this research on big data set of around 20,000+ 
images and this Data Set is properly designed for Covid-19 Challenge from Grand 
Challenge Website [1]. Unlike other works on Covid-19, we are classifying one
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Table 2 Comparison of accuracy, model size and training time (per 100 epochs) of models 

Models Test accuracy (%) Model size (MB) Training time 

CNN 83 112.7 11 h 29 min 

AlexNet 93 217.4 18 h 31 min 

ResNet-18 93 42.7 18 h 56 min 

ResNext-101-32x8d 92 331.9 7day  3h  40  min  

Inception-V3 94 96.1 1day  18  h  54min  

Fig. 6 a Predictions on 15 random test images using ResNet-18. b Predictions on 15 random test 
images using Inception-V3 

more extra class of Pneumonia. We are comparing training time also for each model 
for better evaluation. We are comparing model weights to make a better decision if 
someone is deciding to choose the model based on it. 

6 Conclusion and Future Scope 

In this study, we compared various models on a medical challenge data set hosted 
by grand challenge website. We concluded that inception v3 got highest accuracy 
and ResNet-18 got low model weight size. But most of the models are taking more 
ram and sometimes it is hard to run big batch size for training and converging is 
slow after reaching certain optimal point in stochastic gradient descent, to optimize 
this future trying to schedule learning rate changes. As for Images try to enhance 
edges and apply some image processing techniques and clean this data set more to 
achieve good data set so that we can achieve greater accuracy. For deep learning 
models even if give unknown images it will still classify to the one of the classes 
the model trained on, to solve this problem in future work we can try to implement 
with probability neural networks like Bayesian. As for the model architecture we 
can use neuro evolution algorithms for generating deep learning architecture which
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is low in top-l error and optimized. Since medical images need top-l error rate as low 
as possible it is important to choose or build an architecture that can achieve high 
accuracy. 

7 Sources of the Figures 

Figure 1 is taken from Covid-19 Grand Challenge website home page [1]. 
Figures 2, 3, 4, 5 and 6 are Generated by me using tools like power point and 

Matplotlib (from python). 

References 

1. Akhloufi M, Chetoui M (2021) Chest XR COVID-19 detection (Online). https://cxr-covid19. 
grand-challenge.org/. Accessed Sept 2021 

2. Sitaula C, Hossain M (2021) Attention-based VGG-16 model for COVID-19 chest X-ray image 
classification. Appl Intell 51:2850–2863 

3. Abbas A, Abdelsamea M, Gaber M (2021) Classification of COVID-19 in chest X-ray images 
using DeTraC deep convolutional neural network. Appl Intell 51:854–864 

4. Monshi M, Poon J, Chung V, Monshi F (2021) CovidXrayNet: optimizing data augmentation 
and CNN hyperparameters for improved COVID-19 detection from CXR. Comput Biol Med 
133:104375 

5. Wang T, Zhao Y, Zhu L, Liu G, Ma Z, Zheng J. Lung CT image aided detection COVID-19 
based on Alexnet network. In: 2020 5th international conference on communication, image 
and signal processing (CCISP), pp 199–203 

6. Afifi A, Hafsa N, Ali M, Alhumam A, Alsalman S (2021) An ensemble of global and local-
attention based convolutional neural networks for COVID-19 diagnosis on chest X-ray images. 
Symmetry 13:113 

7. Joshi R, Yadav S, Pathak V, Malhotra H, Khokhar H, Parihar A, Kohli N, Himanshu D, Garg 
R, Bhatt M et al (2021) A deep learning-based COVID-19 automatic diagnostic framework 
using chest X-ray images. Biocybernet Biomed Eng 41:239–254 

8. Madaan V, Roy A, Gupta C, Agrawal P, Sharma A, Bologa C, Prodan R (2021) XCOVNet: chest 
X-ray image classification for COVID-19 early detection using convolutional neural networks. 
New Gener Comput 39:583–597 

9. Saiharsha B, Diwakar B, Karthika R, Ganesan M et al (2020) Evaluating performance of 
deep learning architectures for image classification. In: 2020 5th international conference on 
communication and electronics systems (ICCES), pp 917–922 

10. Pooja A, Mamtha R, Sowmya V, Soman K (2016) X-ray image classification based on tumor 
using GURLS and LIBSVM. In: 2016 international conference on communication and signal 
processing (ICCSP), pp 0521-0524 

11. Akshay S, Mytravarun T, Manohar N, Pranav M (2020) Satellite image classification for detect-
ing unused landscape using CNN. In: 2020 international conference on electronics and sus-
tainable communication systems (ICESC), pp 215–222 

12. Garlapati K, Kota N, Mondreti Y, Gutha P, Nair A (2021) Detection of COVID-19 using X-
ray image classification. In: 2021 5th international conference on trends in electronics and 
informatics (ICOEI), pp 745–750 

13. Ahsan M, Based M, Haider J, Kowalski M et al (2021) COVID-19 detection from chest X-ray 
images using feature fusion and deep learning. Sensors 21:1480

https://cxr-covid19.grand-challenge.org/
 27348 20451 a 27348
20451 a
 
https://cxr-covid19.grand-challenge.org/
https://cxr-covid19.grand-challenge.org/


Multi-class Classification of COVID-19 in Chest X-Ray … 419

14. Paszke A, Gross S, Massa F, Lerer A, Bradbury J, Chanan G, Killeen T, Lin Z, Gimelshein 
N, Antiga L, Desmaison A, Kopf A, Yang E, DeVito Z, Raison M, Tejani A, Chil-
amkurthy S, Steiner B, Fang L, Bai J, Chintala S (2019) PyTorch: an imperative style, high-
performance deep learning library. In: Advances in neural information processing systems, 
vol 32, pp 8024–8035. http://papers.neurips.cc/paper/9015-pytorch-an-imperative-style-high-
performance-deep-learning-library.pdf 

15. Krizhevsky A (2014) One weird trick for parallelizing convolutional neural networks. ArXiv 
Preprint ArXiv:1404.5997 

16. He K, Zhang X, Ren S, Sun J (2016) Deep residual learning for image recognition. In: Pro-
ceedings of the IEEE conference on computer vision and pattern recognition, pp 770–778 

17. Xie S, Girshick R, Dollár P, Tu Z, He K (2017) Aggregated residual transformations for deep 
neural networks. In: Proceedings of the IEEE conference on computer vision and pattern 
recognition, pp 1492–1500 

18. Szegedy C, Vanhoucke V, Ioffe S, Shlens J, Wojna Z (2016) Rethinking the inception archi-
tecture for computer vision. In: Proceedings of the IEEE conference on computer vision and 
pattern recognition, pp 2818–2826

http://papers.neurips.cc/paper/9015-pytorch-an-imperative-style-high-performance-deep-learning-library.pdf
 8009 3847 a 8009 3847
a
 
http://papers.neurips.cc/paper/9015-pytorch-an-imperative-style-high-performance-deep-learning-library.pdf
http://papers.neurips.cc/paper/9015-pytorch-an-imperative-style-high-performance-deep-learning-library.pdf
ArXiv:1404.5997
 2949 7168 a 2949 7168
a
 
http://arxiv.org/abs/1404.5997


Empirical Evaluation of Deep Learning 
Models with Local Binary Pattern for 
COVID-19 Detection 

P. Y. Sagar and Dhanya M. Dhanalakshmy 

Abstract COVID-19 (Coronavirus Disease 2019) has impacted many lives glob-
ally. Though vaccines have been found recently, many people lose their lives due to 
lack of early detection of the disease. Deep learning has gained significant interest in 
detecting COVID-19 through the use of image modalities. Conventional works have 
also attempted to attain better outcome in COVID-19 detection. However, they need 
further improvement with respect to accuracy. Applying image processing steps on 
data set before the application of deep learning (DL) model seems to improve the per-
formance. The objective of proposed research work is to enhance the performance 
of deep learning models by using image denoising and feature extraction. Perfor-
mance of proposed Local binary pattern (LBP)-DL is tested against conventional 
DL Models and found to be more efficient and accurate in COVID-19 detection. 

Keywords COVID-19 · CT images · Local binary pattern · Deep learning models 

1 Introduction 

World Health Organization (WHO) has issued an international emergency concern 
regarding public health on 30th January, 2020. According to them, approximately 
72,196,732 cases of COVID-19 have been identified globally with death of nearly 
1,630,521 people. Thus, this epidemic has become a global issue. At present, there 
exists no specific treatment for COVID-19. He et al. [1] discussed about some best 
approach to handle this pandemic that involves controlling infection sources, pro-
tecting susceptible individuals and cutting the transmission. Infected person should 
also be identified on an early basis through prompt and robust identification tech-
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nologies afforded with isolation and optimized treatment. Vaccines are presently 
available in several countries for protecting against the infections of COVID-19 [2]. 
Though, the vaccine initiatives are occurring worldwide, fear of vaccine and supply-
chain logistics have become the major problems. Currently, utilized RT-PCR test for 
coronavirus detection is time-consuming, less sensitive and expensive. Further, the 
image modalities such as CXR, ultrasound and CT scans of lungs have been funda-
mentally considered to detect coronavirus through medical professionals. Concur-
rently, Kumar et al. [3] provided opinions to examine the technological advancement 
used to reduce the considerable impact of identifying COVID-19. It is recommended 
to enhance the accuracy of initial diagnostic tests. Researchers have utilized DL 
methodologies for exploring the medical imaging field even before COVID-19 pan-
demic. However, with recent pandemic, usage of DL methodologies to detect it from 
CT and CXR images have increased immensely. Among the available DL models, 
MOBILENETV2, INCEPTIONV3 and DENSENET201 have been found to show 
maximum accuracy, while, VGG19 and SQUEEZENET explores better specificity. 
Subramanian et al. [4] suggested that DL models could facilitate effective detection 
of COVID-19 using the image at initial phases. 

DL-based methods such as feature extraction, end-to-end training and fine tuning 
the pre-trained CNN have been utilized for classifying the normal and COVID-19 
CXR images. Outcomes revealed that DL strategies have been effective in detecting 
COVID-19 in accordance with CXR images [5]. Further, Saigili [6] has used machine 
learning (ML) and image processing to accurately detect COVID-19 infection using 
two medical image modalities such as CXR and CT which has been applied to three 
data sets of COVID-19. Though better outcomes have been attained, accuracy has to 
be enhanced further. Motivated by numerous applications of DL in medical image 
processing field, similar approaches have been tried out for identifying COVID-19. 
The proposed work aims to enhance the prediction rate in classifying pneumonia, 
COVID-19, and normal cases based on DL with two widely used image modalities 
namely CT and CXR. 

2 Related Work 

COVID-19 is one of the major threat to human existence. Different deep learning 
techniques were designed for detecting the disease automatically at earlier stage 
using the CT and X-ray images. VGG19, VGG16, RESNET101, RESNET50 and 
RESNET18 are some popular DL Models proposed for COVID-19 identification. 
Support vector machine (SVM) has been used with different kernel functions to clas-
sify deep features [6]. A data set comprising 200 normal images and 180 COVID-19 
images has been utilized in the experimentation. Accuracy attained during classifi-
cation has been utilized as performance measure. Deep features attained from SVM 
with Linear kernel function (LKF) and RESNET50 afforded accuracy was about 
94.7. The related works can be grouped into two classes as disease detection and 
disease classification. As pneumonia is a disease that affects the same organ (Lungs
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and Respiratory System) as that of Covid-19, this section considered research works 
related to pneumonia detection or classification as well. 

Gaur et al. [7] presented a system to identify the coronavirus disease using the 
CXR image to differentiate from normal and abnormal pneumonia using deep con-
volution neural network. This research utilized the three different pre-trained models 
EfficientNetB0, Inception V3 and VGG16, and their performances were measured. 
The result of this research suggested that EfficientNetB0 produced better result with 
the accuracy rate of 92.93%, and sensitivity was around 94.79%. Many deep learning 
architectures were used for identifying the coronavirus disease. The popular deep 
learning architectures are XCEPTION, VGG16, DENSENET121, EFFICIENTNET, 
NASNET and their performances were compared by Nigam et al. [8]. In this study, 
the given architectures were used for identifying the coronavirus disease using the 
CXR images. Authors identified that released that the EFFICIENTNET model has 
possessed the better recognition for identifying the presence of coronavirus with the 
accuracy rate of 93.48%. DOCN proposed by Modi et al. [9] used image process-
ing techniques for COVID-19 classification. Prashant et al. [10] used unsupervised 
model for predicting COVID-19 in a person from CT Images. nCOVnet proposed by 
Panwar et al. [11] used X-ray Images for COVID-19 detection. Another X-ray Image-
based COVID classification proposed by Garlapati et al. [12] showed better perfor-
mance than its predecessors. Minaee et al. [13] presented a transfer learning-based 
models to train CNN models such as RESNET18, DENSENET121, RESNET50 and 
SQUEEZENET. Golanie et al. [14] proposed coronavirus detection from chest X-ray 
images using CNN. 

A comparison of different deep CNN (DCNN) architectures for classifying Pneu-
monia from chest X-ray images was presented by El Asnaoui et al. [15] COVID  
detection using computer vision and DCNN was proposed by Pillay and Chandran 
[16]. An unsupervised learning model for lung disease classification was proposed 
by Yadav et al. [17]. A multi-objective differential evolution-based CNN was pro-
posed by Singh et al. [18] for COVID-19 classification from CT Images. A modified 
DCNN based on combination of Xception and ResNet50V2 models was proposed 
by Rahimzadeh and Attar [19]. Deep transfer learning model for Pneumonia detec-
tion from CXR images was presented by Hashmi et al. [20] that uses an integration 
of various existing models such as Exception, MobileNetV3, etc. DL models for 
pneumonia classification using transfer learning were proposed by Chouhan et al. 
[21], Chhikara et al. [22] and Jain et al. [23]. Orthogonal Bayesian CNN was used 
by Jariwala and Nalluri [24] for COVID-19 detection. 

Combination of Xception and VGG19 models was used by Ayan and Unwer 
[25]for pneumonia detection. COVID-19 detection from X-ray images using deep 
neural network (DNN) was proposed by Ozuturk et al. [26], while Ohata et al. 
[27] used transfer learning for the same objective. Another DL lodel for COVID-19 
detection was proposed by Jain et al. [28]. Fuzzy Colour and Stacking Approach 
was used along with deep learning lodel for COVID-19 detection was introduced 
by Togacar et al. [29] A combination of CNN and transfer learning was used by 
Apostolopoulos and Mpesiana [30] as well as Rahman et al. [31].
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3 Data Set Description 

A publicly accessible data set from China National Centre for Bio-information 
(CNCB) has been used. It comprise pneumonia images, normal images and COVID-
19 images. To validate the performance of the model, images from various sources 
have been merged into a single data set comprising CT and CXR images. For this 
purpose, data sets mentioned in research works by Cohen et al. [32] and He et al. 
[33] have been merged initially. For incorporating pneumonia images, Kaggle CXR 
data set has been merged that consists of normal images and pneumonia images. For 
maintaining constant images in individual class, 1589-randomly chosen pneumonia 
images have been considered from Kaggle data set. For improving CT images for 
pneumonia class, pneumonia images have been randomly chosen from CNCb data 
set [20]. 

4 Methodology 

The proposed work aims on improving the performance of various DL models in 
COVID-19 classification with the assistance of LBP-based feature extraction. This 
study considers LBP due to its simplicity and computational effectiveness in extract-
ing relevant features. In this proposed work,7 DL Models- DENSENET121, XCEP-
TION, NASNET, EFFICIENTNET, MOBILNETV2, CNN and SQUEEZENET. The 
proposed architecture is graphically presented in Fig. 1. 

Fig. 1 Overall view of the 
proposed system



Empirical Evaluation of Deep Learning Models … 425

Fig. 2 Implementation of base method 

Fig. 3 Implementation of LBP method 

In conventional COVID-19 classification models, the images are resized, con-
verted to grayscale and given directly to the underlying DL Model. This process is 
depicted in Fig. 2. 

In the proposed work, initially image resizing and grayscale conversion are 
performed. On these pre-processed images, denoising is carried out to eliminate 
unwanted data, thereby enhancing the image. After this, feature extraction is per-
formed to extract only the relevant features. In this study, feature extraction is per-
formed using LBP. These extracted features are given to DL Models for classification. 
The image will be classified into any one of the three classes: normal, pneumonia or 
COVID-19. This flow is depicted in Fig. 3. 

To ensure the efficiency of the model, data set is split into train, validation and 
test sets. Overall performance is analysed using the performance metrics such as 
sensitivity, specificity and accuracy.
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4.1 Steps in Proposed System 

Image Denoising Image denoising is a technique to remove the noise from the input 
images. It is carried out to improve the image brightness and to reduce the rough 
noise that disturbs the quality of the image. 

Feature Extraction Feature extraction is performed to extract only the relevant 
information. In this study, feature extraction is performed using LBP. 

Local Binary Pattern-Feature Extraction LBP is a simple and efficient texture 
operator that labels image pixels by thresholding neighbourhood of individual pixel 
and regards the outcome as binary-number. Its computational simplicity and discrim-
inative power has made it become renowned in numerous applications. The LBP 
divides an image into overlapping blocks of size (3 * 3) for extracting the neighbour-
hood associations. It also detects microstructures such as lines, flat regions, spots 
and edges that could be identified from histogram. 

The input image is initially loaded and is divided into overlapping blocks. Then, 
the binary-features are extracted from individual block by using signum function. 
After this, bits are converted into decimal value. Following this, LBP image is con-
structed using obtained decimal values. Finally, the histogram corresponding to LBP 
image is extracted which is used as the required feature. 

Deep Learning Models The data is trained using various deep learning models. Deep 
learning is widely used for object detection and image classification. Various DL 
models have been proposed for COVID detection and classification using CT or CXR 
images. In the proposed system, seven DL models are used, namely DENSENET121 
(Densely Connected Convolutional Networks121), XCEPTION, Neural Architec-
ture Search Network (NASNET), EFFICIENTNET, MOBILNETV2, convolutional 
neural Nnetwork (CNN) and SQUEEZENET, for COVID-19 classification. The per-
formance of these 7 basic DL models were compared against LBP added versions in 
terms of various metrics such as accuracy, sensitivity and specificity. 

Performance Metrics Performance metrics such as accuracy is considered for the 
comparative analysis. In addition,the time taken to complete the classification task 
is also compared. Further, comparative analysis has been undertaken to examine the 
extent to which proposed methodology is better than conventional system. 

5 Results Discussions 

The outcomes attained through the execution of the proposed system for detect-
ing COVID-19, pneumonia and normal cases are explained in this section. Results 
obtained through the use of base models of CT images without LBP and with LBP 
is given in Table 1. In the results, for each base model, its corresponding accuracy 
and time taken are explored. From the Fig. 4, it is found that for all the models pro-
posed, LBP method performs better when compared to base models. Hence, it can be
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Table 1 Results of conventional base method and proposed LBP method 

Models Base method (%) Time taken (base 
method) (h) 

LBP method (%) Time taken (LBP) 
(h) 

EfficientNet 86.48 15 99.2 12 

Xception 90.91 14 92.3 15 

VGG16 90.91 20 94 16 

Densenet 84.20 10 99.91 8 

Mobilenet 88.25 16 99.18 12 

Squeezenet 32.4 14 45.8 12 

Nasnet 92.22 16 96.2 11 

Fig. 4 Comparison of 
accuracy of base model with 
LBP model [1] EfficientNet 
[2] Xception [3] VGG16 [4] 
Densenet [5] MobileNet [6] 
Squeezenet [7] Nasnet  

Fig. 5 Comparison of time 
taken of base model with 
LBP model [1] EfficientNet 
[2] Xception [3] VGG16 [4] 
Densenet [5] MobileNet [6] 
Squeezenet [7] Nasnet  

summarized that, the proposed model works better with the CT scan images thereby 
improving accuracy of COVID-19 classification. This work has also recorded the 
time taken for each DL Model for Base and LBP added versions. In Fig. 5, it is  
observed that for LBP model, the time taken for proposed LBP method is reduced 
when compared to base models. It is observed that,there is an improvement reduction 
of 3–4 h on an average, across all networks under consideration.
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Table 2 Comparative analysis of existing [36] and proposed method for CT data set 

Models Specificity Sensitivity Accuracy 

RESNET 18 99.20 87.50 93.35 

GDCNN 18 97 100 98.84 

SQUEEZENET 98.20 95 96.60 

RESNET50 99.21 87.51 93.36 

VGG16 83.30 92.80 88.05 

DENSENET121 96.32 87.50 91.91 

Proposed 
LBP-DENSENET 

100 91 99.91 

Fig. 6 Analysis of existing [36] and proposed method for CT data set 

5.1 Comparative Analysis 

Performance of proposed system is effective than conventional model as explored in 
the internal comparison results (shown in previous section). However, the proposed 
system must be compared with conventional works to confirm its effectiveness. To 
achieve this, three conventional researches have been considered for analysis [34, 
35]. Obtained outcomes have been discussed in this section. Accordingly, proposed 
system is compared against conventional research [34] for CT data set. Existing 
models such as Genetic Deep Learning Convolutional Neural Network (GDCNN), 
RESNET18, RESNET15, DENSENET121, VGG16 and SQUEEZENET have been 
compared with proposed system. Obtained outcomes have been given in Table 2 and 
graphically presented in Fig. 6 

From the above results, it is found that, existing GDCNN explored 98.84 as accu-
racy, RESNET18 showed 93.35, RESNET50 exposed 93.36, SQUEEZENET showed 
96.60, VGG16 exposed 88.05, while DENSENET121 showed 91.91. Concurrently, 
the proposed system exposed 99.99 which is more than conventional method. Further, 
comparison of proposed system with existing systems in terms of other metrics such 
as precision, sensitivity, F1-score, specificity and recall have shown better outcomes.
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Table 3 Comparative analysis of existing [34] and proposed method for CXR data set 

Models Specificity Sensitivity Accuracy 

Random Forest 18 98.6 97.4 97.3 

XG Boost 98.8 97.7 97.7 

Proposed 1 1 99 

Proposed system have shown 100% as specificity, 100% as sensitivity and 99.91% 
as accuracy. For the metric sensitivity, a few conventional models have shown better 
performance than proposed system. However, accuracy is the significant metric in 
medical domain. In that sense, proposed system has been found to be effective which 
is confirmed through the analytical results for CT data set. In addition, comparative 
analysis has been performed with conventional research [35] for CT data set. In this 
analysis, random forest and XGBoost has been considered for comparison. Obtained 
outcomes have been given in Table 3. 

From the above results, it is found that, existing random forest has shown 0.973 as 
accuracy, and XGBoost has explored 0.977, while the proposed method has shown 
0.99 as accuracy. Though sensitivity and specificity rate of the proposed system 
is 0.91 and 0.801 which is less in comparison with existing method, the proposed 
system is found to be effective with respect to accuracy (a significant metric) in 
medical domain. 

6 Conclusion and Future Scope 

The aim of proposed system was to analyse the effect of adding image processing 
to existing DL models that are used for COVID-19 classification. Seven popular DL 
models were considered in the study. The image processing steps added were image 
denoising followed by LBP feature extraction. The results obtained by base models 
were compared against LBP added variants. The proposed system is found to be 
performing better with respect to accuracy and reduction in time. Hence, it can be 
concluded that adding image processing steps can improve the performance of DL 
models. In future, ultrasound imaging can also be considered as an additional image 
modality for COVID-19 detection. Also effect of other image processing steps and 
feature extraction algorithms can be explored. 
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and Multi-access Edge Computing 
for Improving the Healthcare System 
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Abstract Building thriving smart cities necessitates suitable infrastructure; life-
enhancing and life-saving technologies, including the Internet of medical things 
(IoMT) and edge computing. More bandwidth and supercomputing are needed to 
improve the quality of service (QoS) required under smart cities. Connecting the 
Internet of things (IoT) to high-performance computing machines close to healthcare 
service devices, known as “edge processing,” is a form of supercomputing. Edge 
computing is required for healthcare applications that demand low network latencies. 
Reduced latency, energy efficiency, scalability, and bandwidth are all possible with 
edge computing. For the development and usage of the community health service 
system, the hospital information system is essential. However, the interoperability 
of diverse information systems is difficult to implement because it is not enough to 
manage health information in depth. A study of medical-specific 5G-enabled edge 
computing architecture is developed to address the problems and facilitate by sharing 
the health data of patients with doctors for better results and medical services. 
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1 Introduction 

Electronic health records are a necessity for medical and health reforms, which not 
only satisfies the various goals of medical and health reform but also speeds up 
and facilitates the expansion of information technology in medical and health insti-
tutions. Smart medicine meets all of the requirements for medical and healthcare 
change simultaneously [1]. Recent developments in the medical and health industries, 
hospital information systems (HIS), and community health service systems (CHSS) 
have been swiftly developed and implemented. Health information management 
alone is not sufficient for interoperability between multiple information systems. 
A smart environment can be created through the incorporation of sensing devices 
in a naturalistic way. The smart industry has grown out of the IoM and an innova-
tive workplace environment [2]. Information sharing, collaborating, and performing 
tasks are just some of the functions that smart nodes can perform. 

Smart city services include health care, transportation, smart electricity and 
management, sewage disposal, and building maintenance. Cloud computing is a good 
fit for smart cities because of its collaborative and scalability capabilities. Because 
of the significant distance between smart devices (SDs) and the sensitivity of data 
that must be processed quickly, the concept of edge computing (EC) near smart 
devices (SDs) was first proposed in 2010. Smart nodes oversee and administrate 
the system of smart cities, transforming the real world into a computer-controlled 
network of computers. EC has multiple implications, including SD-to-SD coopera-
tion, 5G network exploitation, and BS telecom service provider cooperation. Smart 
nodes govern and administer the system of smart cities, transforming the real environ-
ment into an automated system. Smart cities include a wide range of features, from 
environmental monitoring and waste management to smart housing and buildings, 
structural health, medical services, air pollution, energy management, sewage, and 
radiation levels [3]. The concept of smart cities is becoming a reality by using smart 
environmental solutions [4]. The Internet of things and electronic health records have 
improved healthcare efficiency. 

2 Related Work 

There has recently been a lot of attention given to smart healthcare systems because 
of their significant economic and social advantages. There has been evidence of 
IoM cloud-based healthcare apps. Patients can utilize their mobile devices to iden-
tify healthcare services owing to Demirkan’s [5] smart healthcare architecture. 
Muhammed et al. [6] offer several strategies for the preservation of electronic health 
records. Increasingly, IoT and IoM applications and equipment will be used in the 
healthcare industry [7]. In some cases, personal health data may be handled by these 
programs and applications. Internet resources can be accessed around the world. 
Attention must be made to the security and privacy of the system. This includes the
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dangers, vulnerabilities, and other issues that might arise [8]. Authorization, privacy, 
data freshness, and computational constraints all fall under this umbrella [9]. The 
Internet of things (IoT) application industry is also receiving a lot of attention [10]. 
Medical support at home is made feasible by the Internet of things idea, which 
connects a monitoring system to a hospital. There are several wearable sensors and 
IoT modernization applications that benefit health care [11]. As a result, several 
types of sensors can be employed (e.g., blood pressure, blood glucose, ECG, body 
temperature, GPS receiver, accelerometer, and breathing sensor). The patient’s vital 
signs are monitored by a variety of biosensors in the home monitoring system (HMS) 
as shown in Fig. 1 includes heart rate and oxygen saturation as well as blood pres-
sure and glucose levels, as well as their body temperature and weight and assays for 
measuring blood glucose levels [12]. Diabetes is caused by persistently high blood 
sugar. Meals and activities can be scheduled around blood glucose levels. It can also 
mean low blood sugar. It can be used to produce noninvasive glucose sensors [8]. IPv6 
connects doctors and sensors and requires a smartphone, a computer, and a blood 
glucose meter. Sensors in watches, shirts, and belts are examples of wearable tech-
nology [13]. These sensors provide real-time physiological signals on the observed 
subject. Biosensors used by HMS include electroencephalography (EEG), electrocar-
diography (ECG), electromyography (EMG), and electrooculography (EOG). EOG 
is capable of detecting eye movement by monitoring the voltage difference between 
the cornea and the retina. Pulse oximeters measure oxygen saturation in the blood, 
whereas photoplethysmography sensors (EPG) measure blood flow rate (Table 1). 
CO2 gas sensors can also be used to examine other biomedical features, such as 
respiration, through the use of CO2 gas sensors [14]. 

Fig. 1 Sensor devices/networks used in HMS [2]



436 S. Komandur et al.

Table 1 Devices and sensors 
for health monitoring [18] 

Name of personal/body 
sensors 

Purpose of the sensors 

PIR Motion detection 

ECG (analog signal) Monitor cardiac activity 

RFID Persons and objects identification 

EEG (analog signal) Measure of brain waves 

PPG (analog signal) Heart rate and blood velocity 

EOG (analog signal) Monitor eye movement 

Pressure Identify location 

Blood pressure Measure blood pressure 

Pulse oximeter (analog 
signal) 

Measure blood oxygen saturation 

EMG (analog signal) Monitor muscle activity 

SKT Skin temperature 

Gyroscopes Measure orientation, motion 
detection 

GPS Motion detection and location 
tracking 

Accelerometer Measure acceleration 

Contact switches Open/close door detection 

Light Use of light and its intensity 

Ultrasonic Tracking location 

Multi-access edge computing (MEC) has regained popularity with 5G. Base 
stations and servers can use EC to process data and trigger proximity reactions. 
A cloud server can permanently store data. Edge-assisted cloud provides services to 
data producers and consumers. These technologies decrease latency, improve data 
transmission, and increase analytical capability [15]. Similarly, network edge nodes 
compute and respond to service requests from the cloud. Cloud processing allows for 
primary illness diagnosis at the edge but not oversight [16]. Mobile phones and smart 
devices help edge computing [13, 17]. TDM is the clinical assessment of biological 
parameters with appropriate medical interpretation [13]. In addition to restricted 
therapeutic ranges, numerous concentration targets, substantial pharmacokinetic 
variability, and adverse effects are tracked. 

3 IoT and Its Uses in Healthcare 

IoT self-configures are using suitable protocols. IoT is available 24/7. Health moni-
toring sensors support D2D communication whereas IoT utilizes a 5G network for 
transmitting the patient’s data to doctors. IoT needs significant healthcare data [19].
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Before IoT, patients called or texted doctors. Doctors could not monitor patients 
constantly. IoT improves patient safety, convenience, efficiency, and boosts patient 
satisfaction; however, telehealth reduces hospitalizations, readmissions expenses, 
and improves medical outcomes. 

IoT devices benefit patients, families, doctors, hospitals, and insurance. Patients 
can benefit from IoT by using Fitbits and other wireless gadgets. Singles and families 
are affected, and when habits are changed, doctors are contacted. Doctors can use 
IoT-enabled wearables and home monitoring devices to monitor their patients’ health. 
The ability to monitor patients is not the only advantage of hospital IoT [20]. All 
defibrillators, oxygen pumps, and wheelchairs are constantly monitored and analyze 
real-time deployment. This innovative technology aids asset management, such as 
pharmaceutical inventory control, as well as environmental monitoring, such as fridge 
temperature and humidity control. Medical IoT devices link data from many devices, 
transforming health care. There are four different types of IoT processes (Fig. 1). 
Data becomes valuable after that. Integrating values yields business insights [21, 22]. 

4 Healthcare Monitoring System 

Edge healthcare networks have made significant strides in recent years. The analysis 
uncovered a number of critical criteria and difficulties that had to be overcome. The 
processing and storage capabilities of these devices are limited due to the sensors 
they contain. If there is an issue with responsiveness, it is necessary to consult the 
doctor. A heart attack or a crippling stroke is just a couple of instances of why 
having this knowledge is so important [13]. It is necessary to notify the doctor to 
provide prompt treatment. It is necessary to reduce the amount of time spent on data 
transfer, notification, analysis, and resolution. Intelligence systems benefit from data 
analytics, diagnosis, and therapy. The data, decisions, and models generated by a 
single system must be shared with other practitioners for properly utilization. There 
are many different types of Internet of medical things devices available, and the data 
from the IoM must be read correctly. The Internet of things decodes and transmits 
data from devices. Doctors and loved ones should be able to get SMS or email alerts 
when a critical case is detected or suspected. 

As a result, multi-access edge computing (MEC) technology has been presented 
as a solution to these issues. All three of these data centers can be found in the 
MEC: CDC. The EC connects the mobile phone to the cloud data center (CDC). 
Additionally, the EC ensure that the patient receives appropriate care as quickly as 
possible. Many EC connected to hospitals are being monitored by an ECC. Due 
to a lack of resources, and EC node requests services from the ECC. The ECC 
determines which nodes can provide support for patients [13]. Afterward, that node 
re-routes the resource flow to patients. While the ECC sends resources, this strategy 
reduces service latency significantly and many edge nodes can be controlled by a 
single edge controller (EC). The EC node would allow patients to communicate with 
each other across all of these nodes, enhancing system stability and response time
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Fig. 2. 5G-enabled edge computing for IoMT [13] 

[10]. With end-to-end network slicing, a single infrastructure can be used to provide 
several services. The functionalities of each edge node are implemented as wedges. 
As a result, QoS can be created to group together with various critical functions. 
As depicted in Fig. 2, a healthcare IoM network that serves healthcare organizations 
quickly and efficiently as possible. 

4.1 Edge Computing 

To save time and energy, the processing is moved closer to the network’s edge. A 
better alternative to the ongoing transfer of data to the cloud is to mine and process 
the data locally [23]. Emergency medical care can be delivered more quickly with the 
help of cutting-edge solutions. In general, cloud services transmit enormous amounts 
of data, presenting privacy, and security concerns, particularly if patient data is acces-
sible. A network’s edge might disseminate information rather than concentrate it in a 
single location. These sensors must also be simple to use by non-technical individuals. 
Central controllers are used to supervise offloading duties in 5G [10, 18].
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4.2 IoMT-Edge 

The developed healthcare module attempts to efficiently organize computer resources 
and transmission. Medical urgency, energy utilization, and financial expenditures are 
essential components of healthcare data [13]. A patient’s level of anxiety about their 
health is reflected in their level of medical urgency. It is important to note that blood 
glucose levels and heart rate are measured at two distinct medical speeds. All health-
care data should be prioritized based on the assumption and medical importance. 
As time-sensitive data collection, a medical record that is out-of-date is useless 
for healthcare practitioners. By monitoring real-time data, body sensors can give 
healthcare data in real time. As a result of its small amount of power and processing 
capacity, IoM devices must be constantly monitored. Gateways are used in the MoIEC 
paradigm to measure the freshness of healthcare data that has been received. There 
are timestamps on the data gathered by body sensors. Figure 1 depicts SDs, ECs, 
ECCs, and cloud layers in the far distance to RCs. For each layer, there are certain 
functions that it serves. Umer et al. [24] developed a deep learning-based traffic 
prediction system to achieve the ubiquitous and low-latency possessions of IoMEC 
applications. 

4.3 Smart Wearable Devices 

Health and behavioral data are generated and collected by a sensor devices layer 
depicted in Fig. 1. Contextual data perception in real-time and non-real-time using 
a variety of wearable devices in various locations such as soccer fields, gyms, and 
open places is the primary responsibility of this layer. This layer connects embedded 
devices that collect and transmits healthcare data, making it distinct from previous 
healthcare frameworks. Our module makes it simple for IoMEC apps to take advan-
tage of edge computing. You can monitor your heart rate and hear the sound of 
your own beating heart by using sensors or microphones on your mobile phones. 
Smartphone-based sensors may be popular with patients, but the technology is limited 
in the number of sensors it can support. With a specific medical sensor, you can get 
a better diagnosis. Saturation, blood pressure, and glucose levels are all monitored 
using sensors [25]. The sensor can detect motion and steps including activity and 
sleep patterns. The newest trend in health edge computing is the use of Internet of 
things (IoT) devices. 

4.4 Edge Central Controller 

This gadget controls and monitors each EC, re-routing time-consuming tasks to 
the fastest hardware. Task-offload data will be first sent to the BSs, and then to the
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central edge controller (ECC). Afterward, the controller determines the most effective 
approach for offloading jobs, and it is executed. Data size, execution duration, and 
completion rate of user tasks are also uploaded. This study focuses on a CDC-
RAN and MEC architecture for cost, low latency, and traffic [26]. EC and C-RAN 
resources will be split into BS [13]. Tasks can be delegated to EC functions, which 
have the necessary resources. As seen in Fig. 2, the EC also manages external system 
resources and monitors environmental conditions. The C-RAN role receives tasks 
and schedules them to manage resources to serve as many offloaded tasks as possible, 
or transfers them to an adjacent EC and routes them to available resources. 

5 5G-Enabled Edge Computing for IoMT 

Preliminary, the 5G application system architecture for e-health records adminis-
tration build using the complicated environment of regional medical institutions in 
formation. The large-scale medical community will be able to record electronic health 
data in real time and reliably thanks to the 5G architecture. The 5G large-scale mobile 
communication and edge computing massive data real-time gathering technology is 
integrated to evaluate the application mechanism of data. The information flow and 
regional differences between community health service centers and municipal hospi-
tals have been solved using mobile terminals and cloud computing servers [10]. If 
edge computing is implemented, 5G can satisfy the processing and communication 
demands of widely scattered mobile devices. Edge computing will allow CHS and 
city hospitals to more simply distribute 5G nodes around the neighborhood. In the 5G 
network, the architecture of edge computing is shown in Fig. 2. Deployed are many 
edge community service center subnets, capable of controlling the network just as the 
platform’s servers [27]. Data is collected from the patients with the help of sensors 
devices and with the help of a 5G network processed data is transmitted to the edge 
platform. 5G infrastructure that can provide a variety of services, including health 
management services ensures that the majority of people in the cities have access 
to quality health care while making it easier for them to get it when they need it. It 
is also possible to address concerns such as a lack of medical resources, difficulties 
getting an appointment, and the need to improve primary health care by providing 
residents with electronic access to their complete medical information through the 
medical community platform [14]. A good illustration of this is the integration of 
the exchange of medical records and test results across community secondary and 
tertiary comprehensive medical centers. 

5G diversity resources effectively is becoming increasingly important as the 
number of 5G edge terminals for gathering patient data rises. In 5G, resources 
are dynamically distributed, recovered, and network topologies are rebuilt. Even 
though there is a correlation between 5G network edge computing terminal trust-
worthy resource information and 5G real-time resource statistics, there is an uncertain 
mapping and interference relationship between the two. Managing network resources 
is the most important objective in improving the 5G system’s efficiency and utility.
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5G has attracted a lot of attention for its high data transmission speeds. Network 
control center and edge terminals have irregular arrival rates and processing speeds 
of resource request and task management signals [27]. We were able to increase the 
instantaneous resource management level and utilization rate of 5G with multiple 
edge terminals, autonomous base stations, and control networks shown in Fig. 2. 
Edge computing terminals depicted in Fig. 2 exchange patient health data and 
unified data sources via regional platform interfaces. These medical institutions can 
increase the regional health information platform’s connectivity architecture and 
lead the electronic medical record (EMR) systems of medical institutions under their 
authority. Consistent data interface standards must be achieved between medical 
facilities, insurance, the community, and other systems to allow information inter-
change [28]. Enabling real-time sharing of electronic medical and health records is 
possible with a single data element in the medical 5G control center. To exchange 
data, medical facilities must define and extract data element attributes as well as 
define and model business processes. To transmit and integrate information in public 
health services, ID numbers must be used by all medical institutions [14]. To ensure 
fast, accurate, and complete data uploads to the 5G information platform, each edge 
computing terminal server must assure data transmission validity, timeliness, verifi-
cation, process tracking, and traceability. Data quality has become an essential part 
of managing medical community archives as a result. 

6 Discussion and Future Work 

The introduction of IoT-edge cloud computing has resulted in a sizeable rise in the 
demand for smart health care as a pervasive module that delivers seamless and imme-
diate reactions. Deep reinforcement learning and artificial intelligence complement 
one another well to provide an enhanced ability to make decisions. It is of the utmost 
importance that the user’s privacy and the system’s security be given serious consid-
eration. This takes into account any possible dangers, points of entry for an assault, 
and additional complexities that may arise. Concepts such as data freshness, autho-
rization, privacy, and computational constraints are grouped under this overarching 
category that we have created. 

5G can meet the processing and communication demands of widely dispersed 
mobile devices if edge computing is adopted. With the help of sensor devices, data 
is collected from patients and processed data is delivered to the edge platform over a 
5G network. As the number of 5G edge terminals for collecting patient data grows, 
efficiently utilizing 5G diversity resources becomes increasingly crucial. Resources 
are dispersed and recovered dynamically in 5G, and network topologies are rebuilt. 
Through regional platform interfaces, the edge computing terminals represented in 
Fig. 2 exchange patient health data and unified data sources. One of the main reasons 
why 5G has gotten so much interest in recent years is that it can achieve data transfer 
speeds comparable to that of a lightning bolt. An unbalanced reliance on resource 
allocation and computing task management across the various types of services, as
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well as an irregular arrival rate and inadequate processing of resource requests and 
computing task control signals between the network control center and the edge 
terminal. As previously indicated, the deployment of a large number of edge termi-
nals, autonomous base stations, and autonomous control networks-enabled 5G to 
increase its immediate resource management level and utilization rate. As a result, 
the utilization rate of the system was able to be increased. 

7 Conclusion 

In recent years, edge healthcare networks have made great progress. The investigation 
revealed several crucial criteria and challenges that needed to be overcome. Due to 
the sensors on these devices, their processing and storage capacities are constrained. 
It is vital to see a doctor if there is a problem with responsiveness. Research on a 5G 
edge computing architecture has been carried out in the medical sector to improve the 
efficacy and efficiency of the electronic medical record (EMR) and electronic health 
record (EHR) data collection. The DDC problem of collecting EMR/HER data from 
the medical community is to limit the number of service faults as much as possible 
within the time constraint of the deadline for data collection. The latency, energy 
usage, and computation costs can be combined linearly to derive the overall cost of 
the system, which can be written as an equation. Healthcare provision is one of the 
most significant services that should be able to benefit from smart city infrastructure. 
To increase service quality, a greater emphasis on networking and supercomputing is 
required (QoS). Edge processing, also known as supercomputing, is what connects 
the Internet of things to high-performance computers near medical equipment. By 
establishing edge computing terminals with regional platform interfaces, it is possible 
to enable the sharing of recorded health data relevant to patients as well as data orig-
inating from unified sources. This data exchange takes happens on edge computing 
terminals, which are PCs connected to regional platform networks. These terminals 
are referred to as “edge nodes.” Because of the reduced network latencies, edge 
computing is crucial for healthcare applications. Reduced latency, better scalability, 
and increased bandwidth are all advantages of computing at the edge. 
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Abstract Chronic kidney disease (CKD) is a global scientific issue marked by 
extreme gloom and a high death rate, and it causes extraordinary illness. Because there 
aren’t any obvious side effects in the early stages of CKD, patients frequently fail to 
monitor their condition. A persistent renal problem is difficult to diagnose. Due to 
their quick and precise acknowledgment execution, machine learning of fashions can 
successfully assist scientific achieve this. As a result, we recommend using a logistic 
regression tool to diagnose chronic renal disease. The professional gadget compares 
the collection of rules, which includes ANN, C4.5, Support vector system set of rules, 
and KNN, as well as fuzzy policies, and provides an accuracy of 98.75. The feature 
selection and classification is used, and produce the ultimate result includes accu-
racy, f-measure, and recall. Our proposed system’s primary objective is to predict 
the disease provided with a fuzzy rules along with machine learning model and find 
the accuracy of the disease in an early stages. Results shows that proposed tech-
nique withstands data processing and fuzzy sets to evaluate the accuracy. As a result, 
we speculated that the way of thinking could be appropriate for locating further 
confusing medical data. 
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1 Introduction 

Chronic renal disease is a kind of kidney disease in which the loss of kidney function 
takes months or even a year to manifest. The CNN algorithm [1] is recommended 
by current disease prediction systems. The attributes are based on the example’s 
descriptive instruction and apply to all missing properties. As a result, these tech-
niques could not be used while the consequences of the sample symptom were 
unclear. The proposed technology uses a fuzzy set and a machine learning algorithm 
to locate missing attributes and predict disease, whereas the present system has a 
classification difficulty [2], which our proposed methodology solves by employing 
filter, embedding, and wrapper approaches. Patients may want to avoid making 
pre-diagnosis conclusions about a specific reason. The records acquired with the 
suggested mapping may deviate greatly from the actual attributes due to the lack of 
absolute elemental properties. Set the classification between 0 and 1 for an item with 
simply classification, however the value of the item might be anywhere between 0 and 
1.Given the fast innovation of factor yielding, the proposed model, which consists 
of options, reduced the computational load. 

2 Related Work 

In this study, Md. Murad Hossain and colleagues hypothesised that an anisotropic 
organ a kidney with better adaptability along than across the nephron. If employed 
correctly, the mechanical anisotropy degree inside the kidney is likely analytically 
relevant nevertheless, if it is not well regulated, anisotropy may baffle firmness 
calculations. The purpose of this research is to show that precipitated pinnacle 
uprooting (PD) measures at acoustic radiation force (ARF) are therapeutically viable 
for both utilising and preventing mechanical anisotropy inside the cortex of human 
kidney allografts in vivo. The imaging methodologies are approved using pre-medical 
studies in pig kidneys, where ARF-precipitated PD values have been shown to be 
significantly better (p0.01). In 14 patients’ kidney allografts, comparative effects 
were demonstrated in vivo. The symmetric ARF resulted in PD proportions that 
were stable six months after transplantation. predictable with strong serum creati-
nine stage and pee protein to creatinine percentage in a comparable patient population 
(p > 0.01), but the in a comparable patient cohort, unbalanced ARF resulted in PD 
proportions that were stable during a six-month time period post transplantation, and 
were predictable with strong serum creatinine stage and pee protein to creatinine 
percentage (p). Even though anisotropy is a difficult factor, the findings of this pilot 
in vivo medical evaluation point to the possibility of: (1) using even ARF to prevent 
mechanical anisotropy within the kidney cortex, even though anisotropy is a likely 
critical biomarker, and (2) using awry ARF to benefit from mechanical anisotropy, 
despite mechanical anisotropy being a likely critical biomarker [3].
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Chronic kidney infection, according to Erlend Hodneland, Eirik Keilegavlen, and 
colleagues, is a serious illness characterised by steady decline in kidney function 
prognostic improvement requires early detection and analysis. As a result, we study 
the use of picture enrolment methodologies for distinguishing neurotic changes. 
In the momentum work, patients with chronic renal disease. The researchers used 
strong T1 weighted imaging without contrast agents on ten healthy volunteers and 
nine patients with suspected chronic renal illness. A poroelastic distortion model 
was used to assess kidney deformity fields from genuine and imitated dynamic time 
data. A few quantitative bounds showing strain inclinations, as well as volumetric 
and shear distortions, were recorded from the disfigurement handles. Eight patients 
were subjected to biopsy as a last option. From biopsy assessments, we discov-
ered that blatant deformity, standardised volume changes, and tension slopes were 
all linked with arteriosclerosis. Furthermore, our findings demonstrate that existing 
image enrolment methods are insufficient in terms of aversion to recover minor 
changes in tissue stiffness. Finally, image enlistment applied to dynamic time series 
should be examined as a tool for intrusive arteriosclerosis estimations [4]. 

Farahnaz Hamedan and his colleagues’ work on chronic kidney prediction with 
a fuzzy system demonstrates the detection of a disease by evaluating noisy data, 
where the comparison between the given data and noisy data is used to forecast the 
condition [5]. 

The suggested work is based on the findings of prior work, which led to the 
construction of our system, which is based on the fuzzy set and machine learning 
algorithms such as CNN, C4.5, and SVM, which has provided the prominent results 
in above work. As a result, we implemented above algorithms in our proposed work 
to get better accuracy. 

3 Proposed Methodology 

The CKD dataset is offered as a set of data with various features. Unwanted and 
ambiguous data are deleted during preprocessing. Then feature/trait selection process 
is done using various feature selection methods. Algorithms such as ANN, C4.5, 
KNN, LOGISTIC, SVM and random tree are used to perform classification. Preci-
sion, Recall, F-measure and accuracy will be computed for above classification 
algorithms and classification done through applying Fuzzy rules. The results will 
be compared to identify the better method for CKD classification. Those bound-
aries will be represented in a graphical format. They used image enlistment to detect 
renal morphologic changes and Using comprehensive CKD data and the model’s 
precision on test data we created a classifier based on neural connections. Further-
more, most previous analyses relied on the CKD instructional file obtained from the 
UCI AI store [12]. This study looks at how AI (ML) methodologies can be used 
to investigate CKD. ML computations have been a major driver in the finding of 
anomalies in various physiological data, and they’ve been used successfully in a 
variety of arrangement projects. Various ML classifiers are tentatively accepted to
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Fig. 1 Work flow of proposed system 

a real informational index, collected from the UCI Machine Learning Repository 
[6], in the current review. Our findings are compared to the findings described in the 
new writing. The results are analysed statistically and qualitatively, and our findings 
show that the Logistic relapse (LR) classifier achieves close to optimum exhibitions 
on the identification of CKD patients. Our expert system uses fuzzy criteria to iden-
tify people who are impacted by CKD. Thus, we demonstrate that ML calculations 
have a large potential for concluding CKD with vigour, and our findings suggest that 
LR can also be employed for the analysis of similar diseases. Their tests have yielded 
exceptional results in the detection of CKD. As a result, their method could not be 
employed precisely when the models’ critical outcomes are unknown. Patients may 
skip a few assessments before being diagnosed for a variety of reasons. Their tests 
have produced outstanding results in detecting CKD. In the models above, the mean 
attribution is used to fill in the missing features, and it is depending on the data and 
it is depending on the data. On the expressive groupings of the models. As a result, 
their method could not be employed precisely when the models’ critical outcomes 
are unknown (Fig. 1). 

4 Data Preprocessing 

4.1 CKD Dataset 

The process of extracting data from a dataset and modifying it with a computer 
is known as data processing. The initial step of our expert system is complete. It 
involves the transformation of raw data into a computer-readable format, as well as 
the flow of information from the CPU and memory to the output devices. Data is 
processed, normalisation occurs, and unnecessary data is removed throughout this 
procedure. To make computer processing easier, each classified variable was coded. 

Information management and control via a computer. It includes converting raw 
data into machine-readable structure, streaming data through the CPU and memory 
to produce gadgets and creating or changing the outcome. In this interaction, unde-
sired information is standardised. Each obvious (apparent) variable was written to
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operate with the PC’s handling. Every single direct factor was converted into a factor. 
A number ranging from 1 to 400 was assigned to each sample. The informational 
collection has a large number of missing attributes, and there are only 158 full events. 
In general, patients may miss a few estimations before reaching a conclusion for a 
variety of reasons. As a result, when the demonstrative classifications of tests are 
ambiguous, missing qualities will appear in the data, necessitating a relating attribu-
tion strategy. After a knowledge has been analysed, the feature selection procedure 
begins. 

5 Feature Selection 

Highlight qualities (age, orientation and so forth) that influence decision-making. The 
most popular method of reducing the number of input elements while maintaining a 
predictive model is to use feature selection. Reduce the quantity of data elements to 
lower the computational cost of demonstrating and to work on the model’s exhibition. 
Extraction of highlight vectors or indicators may result in the exclusion of features 
that are neither advantageous to expectation nor connected to reaction constituents. 
Preventing the models from making an exact forecast as a result. We used ideal 
subset relapse and LR to exclude the components that are generally significant to 
the forecast. Ideal subset relapse recognises the model exhibition of all conceivable 
blends of indicators. Which selects the simplest combination of elements. LR distin-
guishes every factor’s commitment to the Gini file’s fall. The broader the Gini list, 
the more likely it is that the cases will be mischaracterized. As a result, factors having 
a commitment of 0 are considered repetitious. The element extraction technique was 
repeated for each total informative gathering. From left to right, the blends are organ-
ised by degree. Factors are addressed by the upward pivot. The modified r-squared, 
which addresses what proportion the mix of items clarifies, is the extent. 

5.1 Filter FS 

The importance of characteristics is determined by their connection with the depen-
dent variable in the filter technique. In the filter FS, input variables are reduced, which 
improves the model’s performance. It is more efficient and less time consuming. 

5.2 Wrapper FS 

The wrapper technique analyses the value of a subset of features by training on them, 
and this feature selection compute for a dataset with many features and to train the 
algorithms.
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5.3 Embedded FS 

The embedded technique is a filter-wrapper hybrid method. It performs the observing 
each iteration of a model in the training phase, and the overfitting is reduced by 
penalizing a model with an excessively large coefficient (Figs. 2, 3, and 4). 

Fig. 2 Performance of filter 
FS 

Fig. 3 Performance of 
wrapper FS 

Fig. 4 Performance of 
embedded FS
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5.4 Algorithm 

ANN 

• It’s possible that ANN is a learning algorithm that can make adjustments on its 
own. It helps with non-linear statistical data modelling [7]. 

Decision Tree Algorithm (C4.5) 

• A space in the group of controlled learning calculations is reserved for the choice 
tree calculation. The purpose of employing a call tree is to create a preparation 
model that will forecast the target using basic choice principles obtained from 
past data. 

KNN Algorithm 

• KNN algorithm is a regression algorithm that relies on labelled input files to be 
notified which function creates an output when given unlabelled data. 

Logistic Regression 

• Calculated relapse is a learning characterization computation that predicts the 
probability of an objective variable. A dichotomous variable, such as a target or 
ward, has just two potential classifications. 

SVM 

• Support vector machine (SVM) is a simple model for relapse and characterisation. 
It can deal with both direct and indirect concerns, and it performs brilliantly in 
several practical situations [8]. 

5.5 Fuzzy Rules 

Fuzzy rules are a machine learning strategy that processes several variables through 
the same variable and is used by quantitative analysts to optimise the execution of 
all algorithms. 

GFR(ml/min) = (140 − age) ∗ weight(kg)/7.2 ∗ SCr(mg/dl) ∗ 0.85 for females 

Some of the fuzzy rules given below: 

Rule1: IF(AGE IS young) OR(CGFR is ckd) THEN tip IS slightly affected; 

Rule2: IF(AGE IS aged) OR(CGFR IS ckd) THEN tip IS affected; 

Rule3: IF(AGE IS aged) OR(CGFR IS ckd) THEN tip IS most affected; 

Rule4: IF(AGE IS young) OR(CGFR IS notckd) THEN tip IS not affected;
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Person Age weight Serum creatine Glomerular FR 

Person 1 

(male) 

60 80 2.2 40.48 

Person 2 

(male) 

7 20 0.8 29.555 

Person 3 

(male) 

40 65 1.2 108.333 

Person 4 

(male) 

58 62 1.1 87.6722 

Person5(Female) 30 50 0.8 119.560 

Fig. 5 Table for finding the glomerular filtration rate 

Rule5: IF(AGE IS aged) OR(CGFR is notckd) THEN tip IS not affected; 

5.5.1 System of Fuzziness Inference 

Fuzzy inference is a methodology that works with sets of rules and produces output 
depending on those rules. 

5.5.2 Fuzzification 

The raw data is changed to fuzzy during the fuzziness process, after which the output 
is created and the classification performance is evaluated (Fig. 5). 

6 Classification Performance 

To do grouping, we employ AI computations such as ANN, decision Tree, KNN, 
logistic regression, and SVM. Along with accuracy, review, f-measure, and strategic 
displays the highest possible exactness. 

6.1 Precision and Recall 

Accuracy (also known as positive predictive worth) accounts for a tiny percentage of 
major cases among the recovered instances, whereas review (also known as respon-
siveness) accounts for a small percentage of significant cases. This idea underpins
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both accuracy and review. Consider a PC application that detects canines (the key 
component) in a digitised collection of photographs. Following an investigation, 
the computer recognises eight canines in a picture including ten felines and twelve 
canines, five of which are genuine dogs (genuine up-sides), and the other three are 
felines (misleading up-sides). Seven canines were overlooked (false negatives), while 
seven felines were correctly banned (genuine negatives). The quantity of genuine 
advantages divided by the total number of components named as having a place with 
the positive class is the accuracy for a class in an arrangement task. In this context, 
review is defined as the total number of positive components divided by the number 
of actual advantages. 

6.2 F-Measure 

The F-score, also known as the F1-score, is a measure of a model’s precision on a 
dataset. The F-score is a popular metric to access data recovery frameworks such 
as web crawlers, as well as various AI models, particularly in regular language 
processing. 

7 Experimental Setup and Procedure 

Because the example dissemination was held in the initial information, a whole 
informative collection was uniformly divided into four subgroups to examine model 
execution thoroughly. Each subset was tested once for each of the above models, with 
different subsets being used for preparation and the overall result serving as the final 
presentation. Our results demonstrate the plausibility of the proposed technique by 
demonstrating that the coordinated model can work on the exhibition of part models. 
The use of LR was used to achieve superior execution over the ascription method. 
LR was picked as the part model after the misinterpretation’s investigation. The LR 
achieved a precision of roughly 98.75, indicating that the majority of samples in the 
informative index are divisible in straight lines (Fig. 6).

8 Results and Discussion 

This hypothesis, we feel, might be applied to more difficult circumstances. Different 
calculations are attempted to lay out models while managing increasingly sophis-
ticated information. The superior computations that yield various misjudgements 
are deleted as part models after misjudgement analysis. The classifier’s presentation 
is then worked on using an integrated model. It appears that the proposed approach
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ALGORITHM PRECISION(decimal) RECALL(decimal) FMEASURE(decimal) ACCURACY(%) 

ANN 97.3 97.25 97.26 97.25 

DECISION 
TREE(C4.5) 

95.78 95.75 95.76 95.75 

KNN 92.0 92.0 92.0 92 

LOGISTIC 97.04 97 97.01 97 

SVM 97.75 97.75 97.75 97.75 

RANDOM TREE 96.28 96.25 96.26 96.25 

Fuzzy rule 98 98.02 98 98.75 

Fig. 6 This table shows the performance of algorithms

works on the display of generally free models and achieves equivalent or better execu-
tion than the models proposed in previous tests. Furthermore, because the CKD data 
is made up of blended components (numerical and categorical), likeness evaluation 
methodologies based on blended data could be used to compute test comparability, 
such as the general closeness coefficient. In this study, we were able to achieve 
a reasonable result, with a precision of 98.75%. As a result, the procedures for 
evaluating test comparability were not used. 

9 Conclusion 

In terms of information attribution and test discovery, the proposed CKD analytic 
technique with fuzzy rules is feasible. The included approach might achieve an agree-
able precision after solo ascription of lacking attributes in the informative index via 
strategic attribution. We suggest a logistic relapse paradigm for diagnosing CKD in 
this review. As a result, we feel that putting this technique to work on the common-
sense diagnosis of CKD will be beneficial. This approach may also be useful in deter-
mining clinical data from a variety of disorders in a real-world context Nonetheless, 
due to the constraints of the conditions, the accessible information tests are often 
limited, with just 400 samples (Fig. 7). 

Fig. 7 This diagram shows the performance of a model
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It examines the glomerular filtration rate and analyses the precision and accuracy 
of various algorithms using fuzzy rules. As a result, the model’s assumption execution 
may be limited. Furthermore, because the informational index only has two classes of 
information tests (CKD and notckd), the model is unable to assess the CKD’s severity. 
In future, a big number of more perplexing and perplexing data will be gathered to 
better the speculative execution while also allowing the model to determine the 
severity of the illness. That is something we acknowledge as the size and type of the 
data grows, our model will become even more spectacular. As a result, our proposed 
model has an accuracy of 98.75%. 
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Katkada: E-Application for Business 

R. Srinivasan, M. Kavitha, and R. Kavitha 

Abstract Ecommerce refers to the online buying and selling of goods and 
services. The four market segments in which ecommerce operates are business-to-
business, consumer-to-business, business-to-consumer, and consumer-to-consumer. 
Our internship company has been hired by a client to design, build, and test their 
client’s reports. This document will cover the many standards that will be applied to 
the stated application’s unit, integration, and system testing. These reports will be 
designed, developed, and tested based on the client’s “Katkada” management project. 
In this project, Katkada is a mobile application that can be accessed and effectively 
used by customer’s to recharge and bill payment can be done easily by using this 
application. Be it any region in India, any operator a user uses or any plan/top-up a 
user is looking for, Katkada aids as a one-stop solution. We suggest our users with an 
array of plans/top-ups from which they can make a convincing selection. Our sugges-
tions will be precise and most economical for our valuable customers. Katkada is 
second to none in its mobile plan recommendation service, and its ultimate goal is 
to benefit millions of its end users in India. We have manipulated our process in a 
user-friendly way by making payments easy, recommending perfect mobile plans, 
and closing the gap between user and service provider. 
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1 Introduction 

One this application was a relentless features for recharging and easily make payment 
for the customers. The number of post-paid users being more than prepaid users is 
an ideal characteristic of a developed country. But in India, it is the opposite. Prepaid 
users are 80% of the total users, whereas post-paid users are a mere 20%. Katkada was 
born to break this happening trend and convert users to post-paid, which is the sign 
of a developed country. Quick and effortless mobile recharge for users. Attractive 
promotions and savings on each recharge for using the application. 24 × 7 Customer  
service and support for the customers. For customer service, convenient recharge 
payment alternatives are provided. With a single touch, recharge. We concentrate on 
PAN card applications, mobile, DTH, and landline bill payment for clients in this 
application. In this application, we focus on the applying PAN card, bill payment for 
mobile, DTH, and landline for using the customers. The organisation mainly provide 
an eco-friendly path between the user and the server. Get on board with Katkada and 
witness an array of plan/top-up choices at a considerable price. Use the feedback 
widget to let us know about our area of improvement. 

The goal of the Katkada app is to get more people to utilise it. The Indian mobile 
industry is made up of a dozen or so carriers, hundreds of thousands of top-ups/plans, 
and millions of subscribers. Voice and SMS top-ups became a fad 5 years ago, and 
now it is data packs’ turn to wear the “necessity” name. From school going kids to 
an old age granny, everyone has a smart phone in hand and every smart phone has 
a data pack or an SMS top-up at least. Other vision of the project is testing. Once 
the project has designed of completion, we are going through test the whole project 
by automation testing using tools. Examining software specifications and creating 
test scenarios are two tasks that need to be completed. Using software to conduct 
usability tests examining test results for database implications, defects, or errors, as 
well as usability all aspects of the software testing completed must be reported to 
the design team. 

Our goal is to work as hard to become the country’s most trusted mobile commerce 
brand. But in India, it is the opposite. Prepaid users are 80% of the total users, whereas 
post-paid users are 20%. Katkada was born to break this happening trend and convert 
users to post-paid, which is the sign of a developed country. To make it easier for 
clients to pay. Perfect mobile plans are recommended. It bridging the gap between 
the user and the service provider for customer. 

2 Literature Works 

Raven et al. investigated India’s and China’s approaches to e-business adoption. The 
study looked into a variety of factors that influence the growth of e-businesses in the 
two countries based on a literature review and secondary data. In terms of infras-
tructure, China ahead India and sometimes India lead China in terms of e-readiness



Katkada: E-Application for Business 459

[1]. A. Holmes and M. Kellogg proposed an iterative development environment and 
covering all the functional requirements with test condition. While Selenium is not 
a silver bullet, it has become an important part of our agile testing toolkit, and it is 
used on the vast majority of our web application projects [2]. According to Jain, S., 
and Kapoor, B., e-business has many advantages, but it also has risks, such as privacy 
and security issues, because it is faceless and borderless [3]. Garousi, V., Felderer 
proposed order to construct a list of all the numerous test maturity models presented 
by researchers, it is important to identify the state-of-the-art and practise in this 
domain [4]. Ecommerce in the Indian insurance industry, proposed by Dasgupta and 
Sengupta, examines and contrasts the advantages and disadvantages of e-insurance 
versus traditional offline insurance services. E-insurance, according to the authors, 
includes benefits such as cheaper search costs and hidden expenses, consumer price 
comparison, and the potential to target a niche market. The first mover advantage 
and product bundling are critical for insurance companies moving online [5]. 

Syed Emdad et al., they talked about the planning process, which begins with 
establishing the use case, domain modelling, and the web application’s architec-
tural pattern. The entire development process is split into two sections: front-end 
development and back-end development [6]. 

3 Proposed System 

The proposed system attempts to create a web application that tracks the construction 
company’s expenses and activities. The costs of construction and expenditures on 
various locations are tracked and can be viewed at any time. The web application 
makes it simple to update the remote database server with the day-to-day activities 
of the remote building site. The site supervisor must first check in to the mobile 
application loaded on his device using his login credentials. 

The data on the mobile device can be updated in the remote database using a web 
service. As a result, the data in the distant database can be projected as a MIS Web 
application. As a result, the work done at various geological points can be conve-
niently tracked with this approach. The following are the benefits of the suggested 
system:

● Time saving
● Apply PAN
● Secured environment
● Work efficiency 

The architecture how the whole outline of the project functioning is shown in 
Fig. 1. In this architecture, the main source is payment server and it has encryption 
method to store the data. It controlling the flow of goods and services to customers is 
part of it. Supply chain management is the process of planning, executing, control-
ling, and monitoring supply chain activities with the purpose of generating net value,
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creating a competitive infrastructure, leveraging global logistics, synchronising 
supply with demand, and measuring global performance. 

4 Methodologies 

1. SIGN-IN 

In this step, E-mail ID and password for user and customers were given by the 
organisation. When users enter the URL for Blackboard Learn through Portal Direct 
Entry, they bypass the gateway and login pages. Users are instead presented the first 
portal tab. Users that use Portal Direct Entry to access the system are treated as guests 
until they sign in. Signing in is required for new users. The sign-in module is a portal 
module that allows users to sign in by entering their user name and password. To 
allow users to sign in to the system, this module can be placed on any module tab. To 
find out how to add a module to a tab, keep reading. If an outgoing user forgets their 
password, the option “forget password” will appear. The create account link appears 
in the sign-in module if an administrator has authorised users to create accounts. 
After users have signed in, the module is no longer available to them. 

2. MOBILE 

In this module, we have two types of recharging modes.

● Prepaid
● Post-paid 

The user has post-paid and prepaid option given by organisation. Which make 
the user to make recharge payment easily in this application. Where more number 
of user can make a payment at a same time in the same application. For every single 
option, it has been given by

● Mobile no
● Select operator
● Plans
● Select region
● Amount 

3. APPLY PAN CARD 

In this step, the user can apply for a PAN card which was proposed by Katkada 
organisation. In the apply pan module, we can enter our personal details and submit 
the document for a PAN card to authenticate by a server which makes the user to 
easily complete the process in online without any problem. In this, we can easily 
apply for the PAN by those process.

● Personal information
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● Proof of identity
● Proof of address
● Proof of D.O.B
● Aadhaar
● OTP
● Make payment
● Submit 

4. TESTING 

Testing can be done in a variety of ways.

● Manual testing
● Automation testing 

The software system fulfils its requirements and satisfies the expectations of its 
users. 

To test and assess the overall system’s behavior with regard to the system’s original 
aims. Software testing is a method of determining the correctness, completeness, and 
quality of a piece of software. We used an automation testing tool in our project. Using 
an automation tool to perform your test case suite is referred to as automation testing. 
Additionally, the automation programmed may feed test data into the system under 
test, compare predicted and actual results, and provide comprehensive test reports 
[7]. Test automation necessitates significant financial and human resources [8]. 

5 Input and Output Model 

In this input design, the principal part for the users is move login window to informa-
tion window. This module has made for the sign-in, sign-up, and forgot password. 
In this sign-in interface, if new user then we need to register it. There will ask some 
information about user alike name, mobile number, E-mail, address, etc. We need to 
fill everything. At last, user sets the password for login and submit the form. After 
that user be in member login now we can login to main attribute by entering username 
or E-mail address and password. 

Figure 2 shows the input design, which use JavaScript to ensure that only the 
needed fields are filled with appropriate data. The maximum lengths of the fields on 
the forms have been set correctly. Forms cannot be submitted without the mandatory 
data being filled in, so that manual errors such as entering empty mandatory fields 
can be handled out at the client side, saving the server time and load. These are 
should be in perfect manner in input design. Output design shown as inner frame of 
our whole project. In this, many option and features are available like bill payments, 
recharge, gift cards, greeting cards, apply pan, DTH, etc. Figure 3 shows the output 
design after sign-in.
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Fig. 1 Architecture diagram 

Fig. 2 Input design

6 Selenium Testing Tool 

Selenium is a free open-source automated testing framework for web applications 
that works across several browsers and platforms. It tests a variety of test case and 
level methods. Selenium is a web-based application automation framework.
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Fig. 3 Output design after sign-in

Components

● IDE for selenium (integrated development environment)
● Remote control for selenium (RC)
● Web-based driver 

These are the main components of the selenium testing tools. Let’s see those 
purpose of components. 

Selenium IDE 

This will use for record and play back. To make into a script for application. Add-on 
for basic level code collecting for process. 

Selenium Remote Control 

The interface between the application and the web server is called Selenium remote 
control. Before you can begin testing, you must first launch a separate programme 
known as Selenium remote control (RC) server. Between the Selenium commands 
and your browser, the Selenium RC server serves as a “middleman.” 

Web Driver 

Web Driver is a web automation framework that lets you run your tests in a variety 
of browsers. This is not limited to Firefox.
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7 Types of Testing 

Testing can be done in a variety of ways. Each test type is designed to satisfy a 
distinct testing need.

● Manual testing
● Automation testing 

There are many methods and levels for testing the software. In this, we test our 
project with automation tools. 

Unit Testing 

Unit testing is the first stage of the testing process. Unit testing is overseen by a 
programmer. The entire testing is overseen by a programmer. In the application 
software development phase, a unit is a single testable component of a software 
system that is tested. Unit testing is used to confirm that isolated code is working 
properly (Fig. 4). 

Integration Testing 

Unit testing is logically followed by integration testing. In its most basic form, a 
component is created by combining two previously tested components and testing 
the interface between them. Individual software modules are merged and tested as 
a group in this phase of software testing. Link checking is a common term for 
integration testing. There are two types of hyperlinks.

● Internal links
● External links 

In this, we are tested integration testing by combination of two-unit testing 
function and as well as links (Fig. 5).

Sanity Testing 

When cursory testing is insufficient to demonstrate that the application is operating 
as intended, sanity testing is used. Regression testing is a subset of this level of

Fig. 4 Unit testing output 
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Fig. 5 Integration testing output

Fig. 6 Sanity testing output 

testing. It usually includes basic GUI functionality testing to demonstrate database 
and application server connectivity. This is where we put the apply PAN module to 
the test (Fig. 6). 

8 Extent Reports 

Extent reports is an open-source reporting framework that can help you automate 
your tests. It is simple to interface with popular testing frameworks like JUnit, NUnit, 
TestNG, and others. These reports are HTML documents with pie charts displaying
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Fig. 7 Dashboard of extent report 

the results. They also enable the creation of customised logs, snapshots, and other 
information. 

Testers must generate a test execution report when an automated test script has 
completed successfully. While TestNG provides a default report, it is lacking in 
specifics. Some reports, such as extent reports, are more customizable than others. 
More interactive reports, a dashboard view, a graphical view, images at every test 
step, and emailable reports are all possible with the Extent API. The following is a 
report on our project testing extension (Fig. 7). 

9 Conclusion 

With this project in Selenium testing, the final word we can say is that the sector 
is ripe with prospects for experts who want to advance their careers in Selenium. 
Furthermore, because automation is the cornerstone of the computer sector, persons 
with expertise in this field will reap significant rewards in the coming years. The 
Indian mobile industry is made up of dozens of operators, hundreds of thousands of 
top-ups/plans, and millions of customers. Over the last decade, mobile phones have 
been a necessity; voice and SMS top-ups became fashionable five years ago; now it is 
the turn of data packs to bear the “necessity” tag. In the Katkada application, the test 
planning approach as well as the definition and phases of the software testing process 
have all been thoroughly explored. In the software development process, software 
testing is a critical phase. It is a part of each stage of the lifecycle, rather than a single 
operation that occurs after the code has been implemented. The testing details will
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be fleshed out through high- and low-level system designs, and testing will be carried 
out by developers and separate test groups when the code is implemented. 
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An Effective and Secured Routing 
Protocol Based on Cluster Head in WSN 

T. Venkatesh and Rekha Chakravarthi 

Abstract In wireless sensor network (WSN), the field data is detected by tons little 
sensors. The sensors having restricted amount of resources. The sensed information 
must be conveyed to base station to increase the lifespan of a network in an appropriate 
manner. The clustering of sensor nodes becomes the way to do this. For WSN, the 
current project would implement a new energy efficient threshold-based routing 
protocol (ET-LEACH). The head of the cluster receives the sensed information and 
aggregates it. The aggregated data is forwarded to the base station. The network 
abnormalities may degrade the performance of a WSN. Black-hole and misdirection 
attacks are most commonly known abnormality. To overcome this issue in this work, 
Secret Key Comparison (SKC) method is proposed in WSN. SKC method is proposed 
that facilitates deployment to prevent attacks. The SKC is a dynamic method and 
attacks are detected with high accuracy. In WSN, intrusion detection system plays 
major role. Security applications require it. The selection of optimum cluster head 
in the proposed work is performed by an Enhanced Grey Wolf Optimizer (EGWO) 
algorithm. Network’s data transmission as well as the throughput can be improved 
by this proposed method. 

Keywords Clustering · Cluster head · Energy efficiency · Attacks · Misdirection ·
Secret Key Comparison 

1 Introduction 

In recent days, industry and commercial applications employ wireless sensor 
networks. Monitoring of environment and subsea is done by the sensor nodes in 
WSN. They are used in the applications like detection of weather, forest fire and
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flood. They are also employed in monitoring of health care, military and industrial 
applications [1, 2]. 

There are nodes distributed in areas which are unattended and they are battery 
powered. These batteries are not rechargeable and they cannot be replaced. So, to 
increase the longevity of a network, energy efficient routing protocols should be 
implemented. This can be achieved by using hierarchical routing and clustered-based 
routing, as found by various researchers [3–5]. 

The CH receives sensed information and aggregates it. The aggregated data is 
forwarded to the BS. The abnormalities in the network may degrade the perfor-
mance of a WSN. Black-hole and misdirection attacks are most commonly known 
abnormality [6, 7]. The WSN can be attacked easily. This attacks will lead to loss of 
information and leads to high consumption of energy. It is distributed in the network, 
end to end interval will be maximized and quality of a network will be minimized. 
The information cannot transferred properly. 

To overcome this issue in this work, Secret Key Comparison (SKC) method is 
proposed in WSN. SKC method is proposed that facilitates deployment to prevent 
attacks. The SKC is a dynamic method and attacks are detected with high accuracy. 
In WSN, intrusion detection system plays major role. Security applications require 
it. The selection of optimum cluster head in the proposed work is performed by an 
Enhanced Grey Wolf Optimizer (EGWO) algorithm. Network’s data transmission as 
well as the throughput can be improved by this proposed method. 

Deepa and Latha implemented a method, which has less energy consumption and 
high lifetime of a network. It uses selection of inter and intra CH method. In cluster 
head level, elliptic curve cryptography is introduced to ensure the security. 

Gopi Saminathan Arumugam and Thirumurugan Ponnuchamy implemented a 
model to gather the data using an EE-LEACH Protocol. Centred on optimal clustering 
and accurate data set, this protocol provides energy efficient routing. By choosing 
the CH in each cluster, the energy dissipation of the sensor nodes is minimized. 
Utilization of resources can also be optimized by this. The nodes with maximum 
residual energy are used to obtain the energy efficient routing. 

The node with high residual energy transmits the data to BS. With less utiliza-
tion energy, high value of packet delivery ratio can be produced. When compared 
to existing LEACH protocol and energy-balanced routing protocol (EBRP), the 
proposed EE-LEACH produced better performance with respect to PDR, energy 
conservation and delay. 

2 Proposed Methodology 

In WSN, an efficient-energy aware and secured transmission of data is a most chal-
lenging and difficult issue. Routing protocol. Proposed model. In order to detect 
attacks in network, Secret Key Comparison (SKC) method along with the Enhanced 
Grey Wolf Optimizer (EGWO) algorithm-based cluster head selection. In this study,
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Fig. 1 Proposed system 

five-stages are (1) formation of cluster, (2) selection of head of cluster, (3) attack 
detection, (4) discovery of route, (5) Data Transmission (Fig. 1). 

During the network initialization, the BS sent a response. The message has a field 
like, ID of base station and its position. Neighbours in the base station will receive this 
message. In routing table of neighbours, this information is stored and hop count is 
increased and transmitted to its neighbours. This process is repeated until this control 
information is received by all nodes. The global network information is processed 
by the BS. This is solved by changing a node’s location to its neighbours. 

2.1 Cluster Formation 

The network field is partitioned to form a finite number of units. Grid structure 
is formed by utilizing this units. Optimum size of cluster is used to compute the 
optimum number of clusters by partitioning the field of a network. 

2.2 Cluster Head Selection Using Enhanced Grey Wolf 
Optimizer 

The first best solution is known as alpha, the second best is known as beta and the third 
best is named delta to mathematically model wolf’s leadership hierarchy. Remaining 
solutions are termed as omega. 

The alpha guides the hunt. Occasional participation is made by beta and delta 
in hunting. The first three best solutions that are obtained are saved in order to



472 T. Venkatesh and R. Chakravarthi

express the hunting behaviour mathematically. Using Eq. (4 & 5), the position of 
other solutions is updated. 

The grey wolves position update is,

�Dalpha =
∣
∣
∣ �C1. �Xalpha − �X

∣
∣
∣ (1)

�Dbeta =
∣
∣
∣ �C2. �Xbeta − �X

∣
∣
∣ (2)

�Ddelta =
∣
∣
∣ �C3. �Xbeta − �X

∣
∣
∣ (3)

�X1 = �Xalpha − �A1. �Dalpha, (4)

�X2 = �Xbeta − �A1. �Dbeta, (5) 

In proposed EGWO, population’s initial position is generated by SVM. In discrete 
searching space, the population’s current position is updated by using GWO. The 
best cluster head is adaptively searched by EGWO. The node with high value of 
residual energy (Er) and high value of neighbour numbers is selected as a cluster 
head. The fitting a node as CH is expressed by output. The following equation gives 
the fitness function of EGWO which is used to evaluate 

f (CHi ) = p1|N (CHi )| + p2
∑

CHE , PεN (CHi ) (6) 

where random numbers are represented as p1 and p2 and they lies in [0,1] range. 

2.3 Attack Detection Using Secret Key Comparison 

In network, for every node, for every few seconds, new password is generated by 
Secret Key Comparison and it is send to all node. SPC database is compared with 
node id of the destination, random password according to time delay and time delay, 
whenever destination node communicates with source node. If match occurs, the 
data is send to destination node by source node, else it is considered as an attack 
node. The nearest neighbour is chosen, if a node is genuine and it is added to route. 

If
{∀nextnode(id, time, pwd)εr table(reci )

}

route ← route + next_node (7) 

else{choosenext_node}
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Receive route information from rt 

get the node information from 
rt table ni and compare with 
table ti information 
check if (ti  (c1, c2, c3)) == r t(c1, c2, c3) 
update route Tablert = {S, ni, . . .} 
else 
reject the node ni, and 
look for ni + 1 
repeat step 2 
until D 
end if; return rt 

Discard the current node, if r table is not matched with the pwd, time and node 
id of a next neighbouring node. Same process is repeated by choosing another node. 
Until reaching the destination node, same process is repeated. 

2.4 Optimized Route Discovery 

In WSN, discovery of route is an important task. The sensor network’s lifetime is 
reduced by a route with less efficiency. For intra and inter cluster routing, an optimal 
routing is presented in this work. Single hop-based routing is used as a inter cluster 
routing in small-scale WSN. In this, access point receives collected data directly 
from head of the cluster. 

3 Result and Discussion 

Overall performance comparison of proposed energy efficient secure routing in WSN 
is discussed in this section. The results of proposed CH-SKC are measured with 
CH-elliptic curve cryptography (CH-ECC), EBRP. The scenario of wireless sensor 
network is created by the NS-2. Simulation experimentation is used analyse proposed 
CH-SKC method. 

The sensor networks are simulated in NS-2.35 by integrating Mannasim patch 
with it. Following parameters are used to create a WSN scenario. Two-dimensional 
network field with size 100_100 m2 is considered. In this filed randomly deploy 
20 nodes. In centre position, place the base station. For all nodes, 25 m is set a 
transmission range. Each node has a 10 J of initial energy. In network, nodes are 
static. The simulation is 100 ms.
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Fig. 2 Simulation result of 
PDRVs nodes 

82 

84 

86 

88 

90 

92 

CH-ECC EBRP CH-SKC 
pa

ck
et

 d
el

iv
er

y 
ra

tio
(%

) 
Different methods 

CH-ECC EBRP CH-SKC 

The PDR comparison of existing CH-elliptic curve cryptography (CH-ECC), 
EBRP and proposed CH-SKC model is shown in Fig. 2. About 90% of packet delivery 
ratio is obtained by proposed CH-SKC, whereas CH-elliptic curve cryptography 
(CH-ECC) has 85% and EBRP 88% of packet delivery ratio. 

The ADR comparison of proposed CH-SKC model with existing CH-elliptic curve 
cryptography (CH-ECC), EBRP is shown in Fig. 3. About 91% of the attacks are 
detected by the proposed CH-SKC model, whereas CH-elliptic curve cryptography 
(CH-ECC) is able to detect 87% and EBRP has 89% of attack detection rate (Fig. 4). 

Network lifetime results with respect to the methods like existing CH-elliptic 
curve cryptography (CH-ECC), EBRP and proposed CH-SKC model are shown in 
the above graph. The proposed CH-SKC model increases the lifetime of a network 
by 90%, whereas existing CH-elliptic curve cryptography (CH-ECC) has 82% and 
EBRP has 85% of network’s lifetime.

Fig. 3 Simulation result of 
ADRVs nodes
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Fig. 4 Simulation result of 
network lifetime versus no of 
nodes
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4 Conclusion and Future Work 

Various areas like security surveillance uses wireless sensor networks and in this 
sensor nodes are deployed randomly based on the methodology. Sensor nodes are 
also placed in grid. The creation of reliable and robust sensor network is a challenging 
task due to the security issues. To overcome this security issues and to build reliable 
network, Secret Key Comparison (SKC) method is proposed in this work. 

The cluster’s optimum size is used to divide the network in order to form optimum 
number of clusters. Enhanced Grey Wolf Optimizer (EGWO) algorithm is used to 
select the optimum cluster head. It reduces the energy consumption rate of CH which 
has a significant effect on overall sensor network’s lifetime. Experimental results 
illustrated that this proposed system provide better attack detection rate and increased 
throughput. The accurate results can be obtained by using real time environment to 
execute CH-SKC in future. 
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Forming Industrial Clusters in Hanoi 
in the Context of Industry 4.0 
and Technological Issues 
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Abstract First, industrial clusters in Hanoi have increased rapidly in both quantity 
and scale, contributing to meet a part of the demand for production space of enter-
prises, especially small and medium enterprises. In the Decree 68/2017/NÐ-CP stated 
“Industrial cluster development planning is a system of objectives, orientations, solu-
tions and mechanisms and policies for industrial cluster development in a province 
in a given period in order to distribute and develop a network of industrial clus-
ters. Rational industrial clusters on the basis of economical and efficient use of local 
resources and resources.” By using experience, observations and actual situations 
with case studies of industrial clusters in Hanoi, Vietnam, this study results show that 
construction played vital roles in developing industrial clusters, especially in hanoi 
in our research. And today, the application of technological innovation is happening 
in all areas—from utilities for residents to complex medical technology solutions. 
For instance, engineers and people, in construction scale, nowadays take advan-
tage of 3D printing methods consisting of main ones: extrusion (concrete/cement, 
foam, polymers), bonding-power (polymer and reactive bonding, design) as well as 
welding. 
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1 Introduction 

Our work in detail will aim to figure out technological issues during industrial 
clusters development. It also researches on related studies. 

First, Bembenek and Kowalska (2016) stated currently studies focus on both 
internal and external development of SMEs in clusters, in which, the 1st one is not 
sufficient and then supported by the 2nd one (external) that became the complemen-
tary way for the internal one. They said the concepts of industrial clusters are scare 
[1]. 

Next, beside clusters (CCN), industrial clusters of craft village (CCNLN) are a 
local production system, characterized by geographical concentration of production, 
business and service enterprises that specialize in the same activities or a group of 
activities that complement each other. The geographical concentration of businesses 
has created institutions that promote the formation and development of relationships, 
cooperation and competition between businesses in the same territory and create 
networks. Suppliers and customer networks create innovation, common benefits for 
members in the same territory. 

Moreover, Big Data exploiting is a current trend to stimulate social-economic 
development. We can use data from sensor devices such as satellite imagers, road 
sensors and climate sensors; data from tracking devices, e.g., tracking data from cell 
phones, GPS; data from behaviors, e.g., searching online, reading web pages online; 
data from information about opinions and views of individuals and organizations on 
social media. 

Exploiting Big Data is necessary and becomes a trend in the process of socio-
economic development. 

Some technical understanding and facts: Over the years, the Hanoi People’s 
Committee has strongly directed to promote and remove obstacles to build infras-
tructure for 43 industrial parks. Up to now, 2 industrial parks have been completed 
in Phu Xuyen, 10 industrial clusters have been completed. Completed site clearance 
is organizing the appraisal for land allocation and land lease, however, the progress 
of construction of industrial parks is still very slow compared to the set schedule 
(source: vneconomy.vn, access date 2/6/2022). 

The causes of slow progress are mainly due to problems with mechanisms and 
policies such as planning, site clearance and procedures for applying for a policy for 
land use purpose change for land areas with an area of 10 ha or more having a lot of 
trouble… 

For investors in the construction of technical infrastructure of industrial clusters, 
the city requires to ensure that construction begins on schedule, prepares resources 
for the project to be completed on schedule; proactively call for, attract and receive 
investment projects in industrial clusters on the basis of approved detailed planning
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and business lines; give priority to investors and projects using new and high-tech 
technologies, minimizing environmental pollution. 

Among development policies of industrial clusters are well exploit the available 
natural advantages of each locality (including geographical location, topography; 
traffic; natural resources; quality of land, soil, climate, area; mineral resources, fish-
eries, land costs, area of local economic scale, …). Then, improving competitiveness 
at the local level through exploitation and efficient use of resources, available natural 
advantages, well control of pollution and environment. 

Research issue 

What are related studies and technological solutions for developing industrial clusters 
in Hanoi? 

2 Literature Review 

First, Huy (2015) stated we need to pay attention to risk management in economic 
activities [2] and this confirmed by Ha et al. [3]. 

While Huy et al. (2020) mentioned supporting and financing roles of banks for 
clusters [4] and confirmed by Huy et al. [5]. 

Next, we see Table 1:
Next, this paper emphasizes on science and technology roles for the construction 

industry in general and industrial clusters in particular, helping to increase produc-
tivity (labor) and efficiency (production), especially reducing construction costs, 
whereas other studies will concentrate more on risk management aspects, and also 
more focus on FDI roles in development. Therefore, this shows how this study is 
different and novel as compared to existing similar studies. In short, we could see 
that previous studies motivate and provide basis to conduct this study. 

3 Methodology 

The author mainly uses experience, observations and actual situations with case 
studies of industrial clusters in Hanoi, Vietnam, combined with methods of qualitative 
analysis, synthesis and interpretation. 

This study also uses historicism and dialectical materialism, with data and statis-
tics from Hanoi, Vietnam. Dialectical materialism methods will consider technology 
change and applications in new context of cluster development. 

Next authors will use observations and experiences in order to make suggestions 
and recommendations. 

Last but not least, the study is approaching the framework of technology under 
socio-economic factors in developing clusters and overview of the above related 
previous studies.
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Table 1 Previous studies 

Authors Year Content, results 

Bergmen, E. M., and Feser, E 1999 Discuss or debate on rural Ind. cluster (in 
rural): to cluster or not [6] 

DTN Huy, and DTN Hien 2010 Corporate governance is important in 
managing clusters [4] 

Batterink, M. H., Wubben, E. F., Klerkx, L., 
Omta, S. W. F  

2010 In case of sector (agri-food), they may 
organize and orchestrate network 
(innovation): innovation brokers case [7] 

Athiyaman, A 2009 Authors mentioned uncovering and 
developing industry clusters need 
management issues [8] 

PM Dat et al 2020 We need to pay attention to risk 
management in economic development 
[9] 

HT Hanh et al 2020 FDI has important roles in cluster 
development and need to manage better 
environmental issues [10, 11] 

DT Tinh, NT Thuy, DT Ngoc Huy 2021 We need to train laborers with research 
skills and other skills to meet market and 
industrial demand [12] 

NTN Lan et al 2021 Mention issues of applying IFRS for 
sustainable business growth [13] 

Source author synthesis

4 Main Findings 

4.1 Overview of Hanoi Industrial Clusters 

Overview of the development of industrial clusters in Hanoi. 
The main occupations operating at the industrial clusters in the city at present are 

mainly:

● Producing building materials and interior decoration: ceramic tiles, ceramics, ….
● Producing and processing food: beer, wine, beverage, instant noodles, vermicelli, 

confectionery, animal feed, ….
● Mechanical production and processing: assembling cars, manufacturing mechan-

ical products, rolling and pulling steel, manufacturing and processing mechanical 
products for agriculture, mechanical engineering, assembling traffic equipment, 
….

● Producing consumer goods, chemicals and agricultural materials: export 
garments, export shoes, construction glass, preliminary processing of rubber, 
recycled plastic, fertilizer production, ….
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● Processing forest products: Producing household wood products for export, 
plywood, producing bamboo and rattan handicrafts.

● Producing electrical appliances, assembling electronics and electrical equipment. 

Through the development of industrial clusters in Hanoi in recent years, the author 
has commented as follows: 

Firstly, industrial clusters in Hanoi have increased rapidly in both quantity and 
scale, contributing to meet a part of the demand for production space of enterprises, 
especially small and medium enterprises; serving the purpose of relocating polluting 
production facilities or interspersed in residential areas; partially solve the problem 
of environmental pollution in residential areas. In many localities, the development of 
industrial zones has played an active role in the consumption of agricultural, forestry 
and fishery products, goods (developed by the processing industry), creating jobs and 
increasing incomes for local workers. Improve farmers’ lives and modernize rural 
areas. 

Second, the industrial clusters located in the inner city tend to change the purpose 
from industrial production to commercial services (for example: Hoang Mai, Cau 
Giay, Yen Nghia …). Although slow, most of the industrial clusters have started to 
build and complete according to the plan. However, the implementation situation of 
the forestry clusters is very slow, even as Phu Xuyen District has not yet implemented 
any forestry programs. The following Table 2 gives us: the more urban centers are 
planned in a locality, the higher the proportion of industrial parks that have not yet 
been implemented.

Through the actual survey of a number of industrial clusters (CCNs), the author 
found that if the industrial cluster has a favorable location and good external infras-
tructure, the investment demand in that industrial cluster is large and the deployment 
speed is quite fast. This proves that the location selection of the location of the 
industrial cluster is very important and greatly affects the speed of infrastructure 
construction of the industrial clusters. 

4.2 Technological Issues During Industrial Clusters 
Development 

The industrial revolution 4.0 is taking place strongly and has a great impact on all 
activities of social life, including the construction industry in general and industrial 
clusters in particular. New technology will contribute in all stage from design to 
operation and construction, by that it enables subjects/parties (all) to implement 
project more effectively. Capturing and applying new tech in the construction industry 
is an urgent need for all businesses. Depending on the size and characteristics of each 
business and the application of new technologies, it will be different. 

Today, the application of technological innovation is happening in all areas—from 
utilities for residents to complex medical technology solutions. The construction 
industry is no exception, many technological advances have been researched and
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Table 2 Number of industrial clusters that have been and have not been deployed in Hanoi as of 
2010 

Districts Industrial cluster Industrial clusters of craft villages 

Number 
of 
clusters 
according 
to the 
plan 

In 
progress 

Not 
implemented 
yet 

Number 
of 
clusters 
according 
to the 
plan 

In 
progress 

Not 
implemented 
yet 

Ratio of 
clusters not 
implemented 
yet (%) 

Phú 
Xuyên 

2 2 12 12 100 

´U 
, 
ng 

Hoà 
1 1 13 1 12 92 

Ba Vì 2 2 20 3 17 85 

Ðan 
Phu, o, . ng 

2 2 10 2 8 80 

Mỹ 
Ð´u, c 

1 1 5 1 4 80 

Quốc 
Oai 

1 1 9 2 7 78 

Phúc 
Tho. 

1 1 17 4 13 76 

Hoài 
Ð´u, c 

6 6 17 5 12 71 

Thu, `o, ng 
Tín 

8 8 25 8 17 68 

So, n Tây  1 1 3 1 2 67 

Tha.ch 
thất 

2 2 24 9 15 63 

Thanh 
oai 

3 3 7 3 4 57 

Chu, o, ng 
Mỹ 

3 2 1 12 8 4 33 

Hà 
Ðông 

5 5 2 2 0 0 

Gia 
Lâm 

3 3 0 

Sóc So, n 2 1 1 0 

T`u, 

Liêm 
2 2 0 

Ðông 
Anh 

1 1 0 

Dist. 
Cầu 
Giấy 

1 1 0

(continued)
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Table 2 (continued)

Districts Industrial cluster Industrial clusters of craft villages

Number
of
clusters
according
to the
plan

In
progress

Not
implemented
yet

Number
of
clusters
according
to the
plan

In
progress

Not
implemented
yet

Ratio of
clusters not
implemented
yet (%)

Dist. 
Hoàng 
Mai 

1 1 0 

Thanh 
Trì 

1 1 0 

Total 49 47 2 176 49 127 

Source Hanoi Department of Planning and Investment

applied to improve construction efficiency. New construction technology is bringing 
about great changes in all stages from survey, design, construction and operation. 
According to McKinsey—the world’s oldest and largest construction consulting 
company— the adoption of digital technology can increase industry productivity 
by up to 15%, resulting in more impressive results, efficiency, accuracy and safety. 

For instance, the using of 3D technology and its impact on construction: 
Construction 3D—this tech of printing related to various/many industries taking 

advantage of this tech to fabricate buildings/components. 3D printing in construction 
has 2 ways of working: printing the whole building into a block and printing each 
part and then assembling.

● Printing the whole block with a giant 3D printer: This is a rather complicated 
printing method because in order to print a large house, a printer that covers the 
whole house is required. In return, the house will be very solid because it is a 
complete block, no joints are needed, and it saves assembly staff.

● 3D printing of assembled components: This method is popular because there is 
no need for a large 3D printer. Although it is a bit time consuming, it can be mass 
produced and is flexible. 

So, engineers and people, in construction scale, nowadays take advantage of 
3D printing methods consisting of main ones: extrusion (concrete/cement, foam, 
polymers), bonding-power (polymer and reactive bonding, design) as well as 
welding. 

Advantages of 3D home printing over traditional construction:

● Construction time: Usually, it only takes 1 week to 10 days to complete a house.
● Need less labor: All labor is mainly for design and materials.
● Wide range of materials: Almost any material can be used.
● Cost savings: Extremely fast construction time, does not need too much manpower 

like traditional houses, helping to save much more than traditional construction.
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In summary, the study is approaching the framework of technological impacts 
and applications in construction and industrial clusters, based on a short analysis of 
real situation of Hanoi city clusters. 

5 Discussion and Conclusion 

In the Decree 68/2017/NÐ-CP on management and development of industrial 
clusters, industrial cluster terms are construed as follows: 

1. An industrial cluster is a place of production and provision of services for indus-
trial production and handicrafts, with definite geographical boundaries, without 
inhabitant, invested and built to attract, relocate small and medium enterprises, 
cooperatives and cooperative groups to invest in production and business. 

The industrial cluster has an area not exceeding 75 ha and not less than 10 ha. 
Particularly, for industrial clusters in mountainous districts and industrial clusters 
in craft villages with an area not exceeding 75 ha and not less than 5 ha. 

2. Craft village industrial cluster means an industrial cluster serving the reloca-
tion and expansion of production and business activities of small and medium-
sized enterprises, cooperatives, cooperative groups, household and individual 
production establishments in the village. Occupations in order to overcome 
environmental pollution, develop professions and craft villages in the locality. 

Hence, from the above content and analysis, we can see that science and tech-
nology for the construction industry in general and industrial clusters in particular 
play a role (crucial) in contributing to increase productivity (labor) and efficiency 
(production), especially contributing to shortening the progress, improving energy 
and reducing construction costs. Therefore, updating and applying new technology 
is essential for construction enterprises if it does not want to be left behind in the 4.0 
technology era. 

Last but not least, Huy et al. (2021) mentioned important roles of construction and 
real estate industry in constructing infrastructures for clusters [14] and this confirmed 
by Huy [15]. LTV Nga et al. (2021) mentioned we need reforming specialized inspec-
tion procedures to improve business environment [16]. Then, studies confirm educa-
tion roles [17]. Finally, roles of bank system need to enhance in financing projects in 
clusters and risk management [2, 4, 18, 19]. In summary, we see the meanings and 
interaction of technology and science in socio-economic development via application 
sin construction and industrial clusters. 
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Message Queuing Telemetry Transport 
(MQTT) Protocol-Based Monitoring 
and Segregation of Wastes in Smart 
Cities Using IOT 

R. P. Meenaakshi Sundhari, K. Jaikumar, and L. Murali 

Abstract We suggest a design employing message queuing telemetry transport in 
this paper (MQTT) for controlling wastes by monitoring and sorting them on a regular 
basis. This is necessary in order to maintain a clean atmosphere. Unorganized and 
non-systematic garbage collections have a huge impact on the society we live in. 
In smart cities, the collection of waste is a main issue. And in the rural area, the 
collection and the transmission of data regarding the status of the bin are difficult 
due to lack of network. The effective way of waste collection is accomplished with 
the help of embedded IoT system. To overcome the issues, an integrated platform is 
computed, which is responsible for waste segregation and monitoring. This MQTT 
protocol is a lightweight protocol in which the data can be transmitted at low data 
rate. Such that data can be transmitted to the sweepers at earnest. Sensors embedded 
in the system contribute to a larger extent by separation of dry and wet wastes 
followed by allotment of corresponding bins and monitoring the levels of bins with its 
maximum allotment. This information is transmitted to any of the waste management 
interrelated computing devices associated with it. This data transfer is purely machine 
dependent and does not require any human intervention. MQTT is the proprietary 
protocol for lightweight used for communication between the waste management 
system and its components. 

Keywords Tracking · NodeMCU · Segregation · MQTT · Telemetry

R. P. Meenaakshi Sundhari (B) · K. Jaikumar · L. Murali 
Department of ECE, P. A. College of Engineering and Technology, Pollachi, Coimbatore, 
Tamilnadu, India 
e-mail: rpmeenaakshi@gmail.com 

K. Jaikumar 
e-mail: jaikumarkarthi@gmail.com 

L. Murali 
e-mail: murlak37@gmail.com 

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023 
S. Tiwari et al. (eds.), Advances in Data and Information Sciences, Lecture Notes 
in Networks and Systems 522, https://doi.org/10.1007/978-981-19-5292-0_45 

487

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-5292-0_45\&domain=pdf
mailto:rpmeenaakshi@gmail.com
mailto:jaikumarkarthi@gmail.com
mailto:murlak37@gmail.com
https://doi.org/10.1007/978-981-19-5292-0_45


488 R. P. Meenaakshi Sundhari et al.

1 Introduction 

The population rate is steadily increasing. This leads to a slew of problems. Increased 
wastage is one of the main difficulties; India produces 42 million tonnes of squanders 
every year, with lower assortment output. I advised assortment of squanders prompts 
climate contamination, influences the biological system, and creates awful scent, 
which might be the underlying driver for spreading more sicknesses. The central 
point of contention of ill-advised assortment is flooding of trash bin at public places 
[1]. 

Ongoing article stated, India produces near 25,600 tonnes of non-degradable mate-
rials for each day and somewhat greater than 11,000 tonnes per day of non-degradable 
squanders stays ungathered. One more study by TERI has discovered that nearly 
ninety percent experienced that inappropriate administration of squanders in India 
presented a moderate to extreme wellbeing chances. This overview covered 8 urban 
areas. The waste-related challenges were the primary focus of the overview. Nearly 
half of people did not have their squander properly gathered from their residences, 
owing to those squander collection concerns. To address these difficulties, significant 
progress must be made. 

The solution to the assortment problem is presented in this paper using 
the embedded IoT framework. The word “embedded” implies an independent 
gadget with no working framework which employments microcontroller (executes 
committed undertakings allocated by the client) or microchip (a programmable 
gadget that perform some number juggling and intelligent activities) to play out a 
solitary work. IoT assists with creating successful strategies and frame works which 
acquire improvement human way of life and presents promising and conservative 
arrangements; subsequently it suits on the whole areas. In this way, implanted IoT 
framework gives solution for squander assortment issue. It comprises two sections 
as referenced previously, the isolation part and the monitoring part [2]. 

Squander is collected in the isolation section and divided into two types: dry waste 
and wet squander. Trash is delivered via a line in the partition, if the garbage is wet, a 
moisture sensor senses it, and the debris is put into the wet container, or more often, 
the dry canister. The degree of these squanders is recognized by an ultrasonic sensor, 
and at the over-the-edge, the degree of the debris is transferred to a web server via 
MQTT, where the waste data may be saved and recovered anywhere. 

MQTT is a lightweight network protocol for distributing and exchanging messages 
between devices. TCP/IP is used for data transfer in this convention. It provides very 
strong guarantee delivery. Shoot and forget, it slips more people’s minds (like a 
rocket direction), and once and precisely once are the three modes. MQTT (cloud) 
is the technology that underpins all three modes. The client, who can be bought in 
to the trash framework’s distributed messages, is MQTT’s focus point, so that every 
customer who bought in can steal the limit an incentive at the corporate office via the 
cloud (message distributed). A smartphone application also displays the message.
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Table 1 Arduino description Operating voltage 5 V  

I (DC) 20 mA 

V (input) 7–20 V 

Clock frequency 16 MHz 

Flash memory 32 KB 

2 Segregation Part 

A garbage collection framework, Arduino UNO, moisture sensor, DC motor, power 
supply, Arduino IDE, and servo Motor make up the segregation section. 

2.1 Arduino UNO 

The Arduino UNO is a freeware microcontroller board using an ATMega 328p micro-
controller that is widely used. It operates on the Arduino IDE and has a collection 
of advanced and basic input/output information sticks for connecting the board to 
other electronic components. It comprises 6 simple pins and 14 computerized pins. 
It tends to be modified with the help of Arduino IDE that supports inserted C, and 
its back-end is built utilizing JAVA. Through USB port, the code can be transferred 
on the board. This port can likewise be utilized to control the board by interfacing it 
to a PC or PC (Table  1). 

2.2 Arduino IDE 

Arduino is a Linux, Windows, and Mac OS-compatible open-source hardware and 
software platform. This product can be used with any Arduino board. The Arduino 
IDE can also be used with the NodeMCU microcontroller. The main code, sketch, 
will generate a Hex file on the IDE stage, which will be carried and copied to the board 
at that time. There are two parts to the IDE environment: an editorial management 
system and a compiler. The C and C++ dialects are built on top of this environment. 

2.3 Moisture Sensor 

The wetness content in the trash is measured using a moisture sensor environment 
assess water content by inferring electrical properties such as blockage and dielectric
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constant. In most circumstances, the sensor provides a voltage that is directly propor-
tional to the dielectric permittivity and measures the waste’s moisture substance. If 
the moisture content is more than the edge level, it is considered a wet waste. Two 
tests are used to determine the moisture content. These two tests let current to pass 
through the protest and determine its obstruction value, from which the content of 
moisture is calculated. 

2.4 DC Motor 

DC motors are a form of revolving electrical machine that converts electrical energy 
from direct flow to mechanical energy. Similarly, all DC motors feature an elec-
tromechanical or electrical device that adjusts current bearings on a regular basis. 
Existing direct current lighting power circulation frameworks are utilized to govern 
DC motors. The stockpile voltage can be changed to control the motor’s speed. The 
transport mechanism that moves the discarded waste is powered by a DC motor. 

2.5 Servo Motor 

A servomotor is a direct actuator or a revolving actuator (one that creates rotating 
movement or force) that regulates accurate or direct position while also increasing 
speed. Actuators are responsible for the movement and control of systems. It is 
divided into three parts: yield sensor, controlled device, and criticism framework. 
Servo motors are alluded to as motors suitable for utilization in closed circle control 
framework, despite the way that they are not an explicit class of motor. When the 
dampness sensor detects wet waste, the servo motor pivots 90°. The servomotor-
related gateway will hold the waste segment and throw it into the wet canister. The 
motor remains in the primary position if the waste is dry (Fig. 1). 

Fig. 1 Functional block of segregation part
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In this block, moisture sensor detects squanders going through this section’s 
transit. The Arduino IDE detects the moisture content and sends it to the Arduino 
board. If the waste exceeds the fixed limit, it will be considered wet and tossed into 
the wet canister by a servo motor connected to the trash collection system; otherwise, 
the dry waste will be tossed into the dry canister. Separate rubbish will be examined 
in the observation portion after that [3]. 

3 Tracking Segment 

Ultrasonic sensor, Node MCU, and MQTT client and specialist are used in the 
tracking section. The tracking section calls for the use of MQTT, a lightweight 
protocol that is commonly used as a machine-to-machine web network communica-
tion [4]. 

3.1 NodeMCU 

NodeMCU is a MCU, or framework on a chip, that includes an ESP8266 wireless 
module. NodeMCU, like Arduino, follows serial correspondence conventions such 
as UART and SPI. Using the Arduino IDE, the application may be generated on the 
NodeMCU. NodeMCU is supplied with capacity via an on-board micro USB port. 
The advancement board has 17 GPIO pins, as well as RST and FLASH. There is a 
client programmable LED indicating yield that is connected. 

3.2 Ultrasonic Sensor 

A sensor that employs ultrasonic waves to determine the distance between two objects 
is known as an ultrasonic sensor. Ultrasonic heartbeats, which offer data on the object, 
are transmitted and received using a transducer. The transducer is a mouthpiece that 
transmits and gathers data. When there is a snag, an ultrasonic heartbeat is sent from 
an ultrasonic transmitter and reflected back to the sensor, which is how the sensor 
works (ultrasonic collector module). The distance is calculated using the travel time of 
sound. The four pins of an US sensor are power supply (+ve and −ve), reverberation, 
and trigger.
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3.3 MQTT 

MQTT is one of the IoT conventions. Even at slow web speeds, it is a light in weight 
informative convention with a more information rate. MQTT is divided into four 
sections: distribute/buy in, message, theme, and broker [5]. 

Publish/subscribe: Consumer provides message to dealer during distribution, and 
customer receives message structure agent during membership. 
Message: Information that must be shared. 
Topic: The message is accessed by the publisher and endorser via a point. 
Brokers: Can communicate with brokers such as Cayenne. 

Orders can be sent to control yield just as they can be sent to distribute yield from 
sensor to client. High throughput and high conveyance grantee are the two main 
significances of using the MQTT protocol (Figs. 2 and 3). 

Fig. 2 MQTT protocol 

Fig. 3 Functional block of tracking segment
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In the tracking section, an US sensor attached to the trashcan measures the amount 
of debris depends on distance. Through NodeMCU, identified information esteem 
has distributed to representatives. Any MQTT customer, from anywhere, can buy 
in the distributed information on the worker [6]. In essence, an ultrasonic sensor is 
used to determine level, location, and distance. It uses mathematics to determine the 
amount of waste in the canister. 

Distance = (span of time ∗ sound speed in air)/2 

where sound speed in air = 343 m/s. 
Using the Arduino software, the above-mentioned distance is altered and 

constructed, and then transferred to NodeMCU [7]. Workers can receive ultrasonic 
value since it allows for enormous data collection and capacity, with the purpose of 
allowing the bought-in consumer to easily recover such data [8]. 

4 Conclusion 

Consistently, the mechanical progressions identified with advancement of shrewd 
urban areas are going on. There are numerous obstructions influencing those turns of 
events. One such deterrent is in appropriate assortment of squanders. The customary 
plans utilized were wasteful. The substitute system proposed in this paper given 
successful assortment of squanders, by generally focusing on observing the degree 
of squanders which thus diminishes the human time and exertion which brings about 
solid environmental factors. Subsequently, the model of proposed plan for proficient 
waste administration method was actualized effectively. 
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Computerized Mechanism to Automate 
the Detection of Brain Tumor 
by Analyzing CT Scan 

Nagavalli Basavanna Pushpa and N. B. Prajwala 

Abstract Brain tumor constitutes group of abnormal cells in the brain. It is often 
diagnosed using computed tomography (CT). CT is an imaging technique in the 
medical science in which X-rays are used to obtain detailed structural architecture of 
the tissue via computer generated image. Brain tumor could be benign or malignant. 
Optimal treatment and prognosis of the tumor depend on the timely and accurate 
diagnosis. In this research, an attempt is made to analyze the brain tumor using 
image processing techniques. In the recent years, image processing has wide range 
of applications in the medical science with many inbuilt algorithms especially in 
radiology. Advanced algorithms are being developed to enable image processing 
simple, accurate and effective. The combination of series of processing on the image 
yields the result (diagnosis). This can be further improved to detect tumors of different 
stages and for all possible datasets and can be automated. 

Keywords Brain tumor · Image compare · Image processing ·Morphological 
operations 

1 Introduction 

The brain is a complex organ enclosed within the cranial cavity. It can be broadly 
categorized into—Fore, Mid and Hindbrain. The fore brain consists of the cere-
brum, the most significant part, consists of right and left hemispheres united by 
the carpus callosum. A cavity lateral ventricle, filled with cerebrospinal fluid, lies 
within each cerebral hemisphere. The mid brain is located caudal to cerebrum and its 
cavity is called third ventricle. The hindbrain includes cerebellum, pons and medulla 
oblongata.
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One of the common diseases of the brain is brain tumor, defined as mass/abnormal 
growth affecting the brain. It can be broadly classified into benign (non-cancerous) 
and malignant (cancerous) tumors. Tumor is called benign when it is limited to a 
particular area, while malignant refers to cancer cells spreading to other parts of 
body. There are various types of brain tumor based on their origin. They are called 
“glial tumors” when they arise from the supporting cells of the brain like glial cells 
and “non-glial”, when they arise from nerves, blood vessels present within it [1, 2]. 

A sophisticated imaging technique can pinpoint the brain tumor apart from clin-
ical diagnosis. The most commonly employed imaging techniques to diagnose brain 
pathologies are computed tomography (CT) and magnetic resonance imaging (MRI) 
[3]. During MRI scan, radio waves interfere with the atom’s magnetic position partic-
ularly the hydrogen atom of H2O molecules of our body. The magnetic waves can act 
on the positively charged hydrogen ion and can make them spin. The spin direction 
can be changed and its details can be constructed as a layer. When the magnetic waves 
are stopped, the ions return to their original state. The hydrogen ions of different 
tissue return at different rates and the same can be visualized. These differences are 
picked by a powerful antenna and sent back to the system. The system processes the 
information and gives the output as clear, cross-sectional black and white images 
[4]. 

While in CT scan previously called as computed axial tomography or CAT scan, 
computerized X-rays are used. In this imaging technique, a beam of X-ray is streamed 
aiming toward the patient and it is swiftly rotated, keeping the patient as axis, so 
that cross-sectional virtual images are generated by CT machine’s computer. The 
tomographic images thus produced provide detailed information about the targeted 
structure than the X-ray. After obtaining a series of images in succession, such serial 
images can be compiled digitally to get a 3D image, which helps in easier and better 
identification of basic structure and pathology like a tumor [5]. 

CT scanner will have a motorized source of X-ray, which circulates around the 
donut-shaped gantry, unlike the stationary tube is used in conventional X-rays. During 
the procedure, the patient is made to lie in a supine position on the bed, which goes 
through the above-mentioned gantry. While negotiating through the gantry, X-ray 
beams are emitted by the source targeting the patient. In CT scan, special digital 
X-ray detectors present against the source of the X-ray which are used to capture 
the beams and then they are passed on to the computer. After each rotation of the 
source around the patient, the computer system of the CT machine uses sophisticated 
techniques to build 2D sliced images. The thickness of the tissue ranges from 1 to 
10 mm. After obtaining a full slice image with one rotation, it will be stored. Again 
the scanning process is repeated to obtain successive full slice images till desired 
number of full slice images of the required region are obtained. CT scan of head and 
neck is commonly advised to diagnose tumors, brain infarction, hemorrhage, calcifi-
cations and skull fracture. Here structures are mainly identified based on their density. 
Hypodense or dark regions usually represent infarction, edema or a tumor (Fig. 1) 
and hyperdense (bright) structures mainly indicate calcification or hemorrhage [6]. 
In recent years, image processing is employed to process pictures in medical field to 
enable cell identification [7] .
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Fig. 1 CT scan image of brain with different stages of tumor 

2 Literature Survey 

Primary brain tumors could be benign or malignant with an overall survival rate 
of 33.4%. It can include either brain parenchyma or meninges. They are diagnosed 
mainly by imaging modalities and the most preferred option is MRI. The nature of 
the tumor whether benign or malignant is confirmed by histopathology. The outcome 
of treatment and prognosis mainly depends on the early diagnosis [8]. Even for post-
treatment follow up, imaging plays a vital role. Although Contrast MRI remains 
the gold standard, CT scan is often used as it also provides complimentary details 
regarding the tumor-like calcification and hemorrhage [9]. In imaging, pixels play 
an important role during image reconstruction. More the signal intensity, more will 
be the pixel and better will be the image quality obtained [10, 11]. Currently, only 
doctors trained in radiology can interpret and diagnose brain tumors using CT scans. 
In this regard, we are proposing a methodology to automate brain tumor detection in 
the CT scan using image processing [12, 13]. Digital image processing has a wide 
range of inbuilt algorithms to process images which aid in obtaining efficient results 
in a short span of time [14]. 

3 Materials and Method 

This study includes a series of subsystem that correspond to every step of detecting 
brain tumor. The stages are as shown in Fig. 2.

Sample dataset collection: brain size varies from person to person. It depends on 
many factors like age, gender, genetics, food habits, etc., therefore for this research, 
a wide range of CT scan images of the brain with tumors and without tumors are 
captured, analyzed and stored.
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Fig. 2 Different stages of 
processing image

Image Capturing: Acquiring or getting images is called image capturing. This is 
very crucial stage for this study. CT scan (X-ray) is scanned, and a soft copy of the 
image in jpg format, which has the clarity of the brain, is obtained. 

Resize image: Once the images are captured in the required format, all images are 
resized to the required standard dimensions so that all the image samples are of the 
same size [15]. Figures 3 and 4 show the CT scan of the resized image of the brain 
without tumor and tumor, respectively. 

RGB to grayscale image: RGB images are three-scaled images: red scale, green 
scale and blue scale image. After the image is captured in jpg format, the images 
will be in RGB so to eliminate colors they are converted to grayscale. However,

Fig. 3 CT scan image of the 
brain without tumor
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Fig. 4 CT scan image of 
brain with tumor

the grayscale image is a single-layered image whose values represent intensities. 
Grayscale images can be processed or transferred efficiently compared to RGB 
images. 

Morphological process: Morphological process is a combination of nonlinear 
processes related to the morphological features in the image. They are not relative 
to numerical values but to the pixel values. Morphological processes can be imple-
mented on greyscale images, but their light transfer properties are not known, and 
no interest in the pixel values. There are two morphological processes; they are 
morphological erosion and morphological dilation. 

Erosion and Dilation: Erosion eliminates small or minor—sized objects and only 
significant objects remain in the image. Dilation increases the size of the objects 
and fills the small holes of the objects and makes them more visible in the image. 
This process helps to identify the bounded region, in turn, the tumor. But not all 
bounded regions are tumor for now, tumors with nominal size are not considered. The 
morphological operation is used to highlight the tumor region in the brain if present. 
After using the morphological process, the image is obtained which highlights the 
tumor region (Fig. 5).

Compare image: A huge dataset of processed images with different brain sizes and 
without tumors are considered. The image to be analyzed is processed and compared 
with the dataset and checked for the brain size. Once the brain size matches, images 
are compared, and differences are highlighted. If the input image has a tumor, it will 
be highlighted in green color; otherwise, no distinction will be identified. 

Extract difference: For more accuracy, the difference of the image is obtained. If 
there are highlighted regions in the processed image, it indicates that there is tumor 
or lumps in the brain as shown in Fig. 6. If there are no highlighted regions in the
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Fig. 5 Image comparison

processed image, it indicates the absence of tumor or lumps in the brain. The image 
of the brain without tumor can be seen in Fig. 7. 

Fig. 6 Image of tumor
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Fig. 7 Processing of brain 
image without tumor 

4 Results and Observations 

This methodology tested over 88 samples among which 43 were normal that is 
without tumor and 45 were with tumor. We could successfully predict the results for 
83 samples with the time complexity of 6n + 9, where n represents the sample dataset 
collection. Graph 1 shows the variation in time complexity with dataset collection. 
To increase the accuracy, it requires a wide range of sample dataset collection, which 
in turn increases the space complexity as well and sometimes, the lumps in the brain, 
which are not the tumor are also detected as tumor. Hence, the system needs further 
fine tuning and training. 

Graph 1 Time complexity
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5 Conclusion 

Imaging modalities are gold standard in detection of brain tumors. Nowadays 
machine learning is widely used in radiology to interpret and analyze various struc-
tures of the body. At present, diagnosis of brain tumor is confirmed from CT scan by 
the subject expert. Early detection of brain tumors plays an essential role in the diag-
nosing, predicting prognosis and follow up treatment of the disease. In recent years, 
ample attempts have been made in various fields to automate the process there by 
reducing the time-consumed. Also, to arrive at the accurate diagnosis. Best example 
for automation is blood tests, which are done and results are given at the quickest 
possible time. Similarly, an attempt is made here to analyze the CT scan with and 
without brain tumors and compare both. From the study results, we can conclude that 
we are pretty successful in proving the identification of brain tumors using image 
processing algorithms, which was efficient enough for the collected samples. It works 
well for the collected dataset but which can be improved, enhanced and generalized 
to detect a wide range of primary brain tumors. 

Image source 
www.google.com. 
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Design of Neural Network Algorithm 
Controller Using Simulink for Actuator 
of Dynamic Robot Systems 

K. Sai Vijaya Lakshmi and Ponnuru Sowjanya 

Abstract The automation and its control have been accelerated to the future genera-
tion by initiating neural network algorithms and highly developed computing poten-
tial processors in control systems for different applications. The era of research is 
still going in the controller design and tuning field using neural network algorithms. 
Neural network controller addresses a comprehensive study on the neural network 
learning algorithm’s efficiency and application to design the auto control for the 
actuator of dynamics systems and robotics actuator. Here, we provide an overview 
of neural network algorithms and illustrate how to control robots and dynamics 
systems. 

Keywords Neural networks · Dynamic systems · Actuator · Robot 

1 Introduction 

The current study focuses on the analysis and its application of neural network 
algorithms in the control system. Automatic control has played an essential role 
in the advancement in several different control system configurations [1]. Neural 
networks as function approximators have some classical functions that we compute 
to approximate and adjust the neural network parameters until they produce the same 
result as the classical functions if similar data is applied to both neural networks and 
classical systems [2]. 

The classical function is used to manage plant systems and neural network algo-
rithm to identify the plant model and maintain it. Here, both classical and neural 
networks symbolize the inverse of a plant system to control [3]. Figure 1 shows 
the classical and neural network function approximators, producing the output with
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Fig. 1 Neural networks and classical functional approximators 

the same input and adjusting the parameters until the same result as with classical 
function response output. 

Automatic control has played a significant role in advancing aerospace vehicles, 
missile-guidance systems, robotics, etc., behind every automatic control operation 
the control system application has involved [4]. Autopilot is one of the main control 
applications in uncrewed air vehicles, and it is designed with a control system. This 
control system is a closed-loop system, which is a little loop in the main loop. The 
autopilots control the missile body to control the surface used to generate acceleration 
as per the guidance demand, as, different navigation, sensors, line of sight, and 
actuator. The neural network algorithm is used to identify and control the dynamics 
systems and robotics. 

The novelty of this paper is 

1. Proposed model develops the controller for neural networks. 
2. Train this controller and compare the results to measure the error rate. 

2 Literature Review 

Neural network usage in the control systems will evolve control methodology to 
achieve the expected new challenges in control systems [5]. It deals with increasing 
complexity systems to accomplish increasingly demanding design requirements. 
Neural networks seem to offer new methods toward a better solution to a few of 
the most challenging control problems [6, 7]. Here, we use the component called 
actuator to move the system [8, 9]. Neural network will be acknowledged and further 
used to resolve troubles that are likely to be complicated or not possible to fix [10, 
11]. It is the perfect way to use a controller tool in the control system [12, 13]. 

Nonlinear elements of the neural network known as neuron or node are intercon-
nected, and weights denote interconnectedness [14]. These weights are adjusted for 
producing as desired output to improve the performance as expected.
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2.1 Neural Network Working Strategy 

The learning process of neural networks is like that of learning in humans [15]. 
Generally, the human being’s learning process starts from their life experiences 
[16], whereas neural network needs some necessary information to learn and obtain 
some knowledge and experience [3, 17]. Neural network controller can automatically 
work with robot to move toward the specified target without any knowledge about 
the robotics [18], whereas deep learning needs some transformation or extraction 
parameters to perform the task [2]. 

Accuracy is directly proportional to the amount of data [19, 20]. This performance 
accuracy is similar in humans because we become masters when we do the job several 
times. Neural network algorithms are simply layers of connections [21]. So, the 
overall neural network model [22] is an entirely layered architecture. In this model, 
every layer is playing a vital role. These layers contain neurons to process the raw 
data [23]. These neural networks use the layers to find patterns and hidden objects 
[24]. Data scientists use three different types of baskets are used to train a neural 
network [4]. 

Data set training—This training is needed to understand the different weights 
among the nodes. 
Data set validation—Validate the data sets based on training. 
Data set testing—Test against accuracy and note any errors to resolve. 

3 Proposed System 

3.1 Neural Network Predictive Controller in Simulink Design 

The neural network predictive controllers use a nonlinear neural network plant model 
to forecast the plants’ performance. After that, the controller measures the input, 
which will optimize a plant’s performance in the coming time. The initial step of the 
model predictive control is used to determine the plant model, i.e., identifying the 
system. Then, controller uses this predictive model to forecast the performance of 
the future. 

3.2 Neural Network Plant Model 

This predictive control model aims to train a neural network to characterize the plant’s 
forward dynamics. We use the prediction error rate between the neural network output 
and the plant output to prepare the neural network signal. Figure 2 represents the 
process: The neural network plant model uses the preceding input data and the plant’s 
preceding output to forecast future values’ output.
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Fig. 2 System identification 

3.3 Predictive Control 

The predictive control model method is implemented on the neural network model 
that predicts the plant’s response over a while. The numerical optimization program 
uses these predictions to conclude the control signal that reduces the specified 
horizon’s performance criterion. Figure 3 describes the process of the predictive 
control model. The controller has the optimization block and neural network plant 
model. The optimized block decides the value range of u' that reduces J’s value, then 
the optimal u is considered input to the plant. 

Fig. 3 Predictive controller
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3.4 Methodology 

See Fig. 4. 

Fig. 4 Flowchart for reference model and plant output trains NEURAL NETWORK follows the 
reference model output
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3.5 Actuator 

An actuator is a mechanical component used for controlling and moving a system, 
e.g., by control of dynamic systems or robots. Simply, when actuator receives the 
input signal, then it acts like a ‘mover,’ and then it converts the input signal into 
mechanical motion. The hydraulic, electric, pneumatic, and electromechanical sense 
is a type of automatic control of actuators or automation. An actuator is a control 
system that is used to perform a method or task. The control system can be simple 
software, electronic, and mechanical systems, e.g., D.C. motor, servo motor, and 
robot control system. 

3.6 Designing a Neural Network Model Controller 

The architecture of the neural network model controller is of two types of neural 
networks, a plant model reference and a neural controller network as shown in Fig. 5. 
First, identify the plant model, then train the controller so that the output of the plant 
model is similar to the output of the reference model. A reference example model 
is shown with the neural network Toolbox software to know the reference model 
controller. Here, the goal is to manage the movement of a robotic arm actuator. 

Fig. 5 NEURAL NETWORKS (neural network controller) for robot arm actuator in MATLAB 
Simulink
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Fig. 6 Neural network learning controller was tuned to be fit for the reference model controller 
replacement 

d2 φ 
dt2 

= −10 sin φ − 2 
dφ 
dt 

+ u 

Here, φ is the arm actuator’s angle, and u is the actuator’s torque, i.e., D.C. motor. 
Here, the main motto is to train the neural network controller, and then the arm 
actuator can able to track the reference model. 

A neural network controller (neural network) was used in this process. Neural 
network is used to control the input actuator of a plant according to the trained data. 
The plant processes this input data as per the training data in neural network plant 
model. The error rate can be measured based on the difference, whereas control error 
and plant output contribute toward the output of the model. Here, the production 
of the actuator of the plant is fed back to the input of neural network control. It 
follows the neural network back-propagation model. It is a multilayer feed-forward 
network and with a back-propagation of an error function. This back-propagation 
neural network is composed of three layers, i.e., input layer, middle layer, and output 
layer as shown in the Neural Network Controller diagram in the below figure. Where, 
the first column of circles is called the input layer, the last column of circles is called 
the output layer, and the rest of the columns are called the middle layers (Fig. 6). 

4 Result Analysis 

Different network sizes have been tested with neural network controller 

Network size No. of epochs MSE 

50 10 1.642

(continued)
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(continued)

Network size No. of epochs MSE

100 10 0.183 

MSE—mean square error 

The test outcomes prove that increase in the input neurons or network sizes 
improves the performance of the system in mean square error. A lower estimation 
of mean square error is better for effective control of the dynamics systems. Here, 
the neural network controller-based actuator of the robotic system, i.e., D.C. motor 
position control for plant units, is appropriate for implementing and coping with 
uncertainties in the dynamics system. 

5 Conclusion and Future Scope 

This paper mainly focused on replacing a reference model controller for an actu-
ator, i.e., D.C. motor, to control the position offer a robot arm actuator with a neural 
network controller based on the neural networks. Neural network controller automat-
ically directs the robot to move toward the specified target without any knowledge 
about the robots. MATLAB simulation results shown the plant’s output in neural 
network. Control follows the information reference signal with satisfactory dynamic 
system results. We also analyzed it. We may incorporate different cycles and plant
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units of the operation of flight control actuators using a different intelligent controller 
in the future—the more improved training methods for neural network. Controller 
to acquire more precise outcomes in various control applications. 
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Digital and Technological Solutions 
for Vietnam Tourism Services 
Development 

Ha Thuy Mai, Dinh Tran Ngoc Huy, Le Huong Hoa, and Truong Dinh Trang 

Abstract For tourists, IT applications have also brought them much more inter-
esting experiences and journeys in each trip. Because, before going to visit any place, 
with just one click of the mouse, they can find out all the information, to choose a 
new discovery place that suits their interests and make a suitable spending plan. 
Using methods of synthesis methods, combined with observations, authors would 
suggest that tourism companies need to take advantage of websites and Internet 
social media web such as Facebook, Twitter, Zalo, Youtube … as well as sites 
like Agoda.com, Booking.com, and Traveloka.com… Moreover, we need supporting 
policies for better conditions helping people involving in tourism business, together 
with community roles. 

Keywords IT applications · Technology · Tourism management and 
development ·Websites · Social media 

1 Introduction 

Currently, tourism businesses in the province are actively applying the Internet and 
social networks in their propaganda, promotion, and management activities. Not 
only that, travel agencies and hotels also participate in the online system of online 
travel agents; applying technology and upgrading tour operating software, electronic
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Fig. 1 Tourism in Tuyen Quang—Na Hang (source author synthesis and collection) 

payment and building interactive social channels directly… in order to best serve all 
customers. 

In the coming time, Vietnam welcome visitors in post covid time with safety tours 
strategy and they can visit many beautiful places in Vietnam (northern region) for 
example, in Ha noi, Thai Nguyen, Quang Ninh, Tuyen Quang provinces (Figs. 1 and 
2).

For some technical understanding, and facts we see: Referring to the GDS system 
emerged as the “circulation system” or “backbone” of the industry by establishing a 
global communication standard and a travel electronic distribution channel. 

GDS has become the choice for the Tourism industry, as the system can change 
travelers’ requirements from airlines and tour operators, to accommodation, to e-
travel supermarkets, and strategic business units. 

Currently, four systems, Galileo, Amadeus, Saber and Worldspan, dominate the 
global market for applications, promoting the world tourism industry in general. For 
example, in June 1996, Amadeus made available 432 airlines, 29,000 hotels, and 55 
car rental companies through 162,329 terminals at 106,394 travel agents worldwide 
[1]. 

In short, we could see that to make potential into truth we need tourism develop-
ment, research with much more support, among them is IT, tech and Internet appli-
cation. So, the objective of study will be discussion on IT and other tech application 
in tourism management.
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Fig. 2 Tuyen Quang beautiful scenes (source author synthesis and collection)

2 Literature Review 

Huy [2] pointed that there are risk management in tourism activities and corps and 
confirmed by Dat et al. [3], Ha et al. [4]. Construction activities are supporting this 
sector (Huy [5]; Huy et al. [6]). 

Then, Authors summarize relevant studies in Table 1:
Next, this paper emphasizes on IT applications on helping tourism development 

and it points details of IT and tech applications, whereas other studies will concentrate 
more on cultural or community tourism and risk management aspects, and also more 
focus on supports and investments from the state, local authorities, organization, 
and enterprises in the Northwest. It shows how this study is different and novel as 
compared to existing similar studies. 

3 Methodology 

The paper will use practical analysis with inductive and synthesis, qualitative 
methods. 

Beside, dialectical materialism also used to consider propose IT roles in new 
context of tourism development.
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Table 1 Previous studies 

Authors Year Content, results 

Croes and Semrad 2013 Small islands destinations can support 
tourism concepts and The cultural tourism 
typology [7] 

Orindary et al. 2021 In the COVID-19 T&T (travel and tourism) 
lagging in recovery, because of safety 
perception, some industries were seriously 
affected [8] 

NTQ Huong, BX Nhan, DTN Huy, NT Tu 2021 Local authorities in the Northwest should 
design training programs and offer training 
services in tourism administration and 
community tourism for local cadre, who 
will in turn transfer this knowledge and 
information to local households. What local 
people desire is the right pathways and 
orientations for community tourism in their 
localities, so if these desires are satisfied, 
they will voluntarily participate in 
community tourism, contributing to 
developing community tourism in their 
localities in particular and the entire region 
in genera [9] 

VQ Nam, DTN Huy, NT Thuy, NT Hang, 
NT Hoa 

2021 In the North, Such sites as Vo Nhai: can 
develop values of the relics, preserve and 
promote architecture [10] 

LT Lan, NT Hang, DTN Huy 2021 In recent years, we can preserve and 
promote specialties of Ha Giang having 19 
ethnics minorities and 27 craft villages of 
local people—so-called cultural tourism 
[11] 

Source author synthesis and analysis

Next authors will use observations and experiences in order to make suggestions 
and recommendations. 

Last but not least, the study is approaching the theoretical framework of tech-
nology and IT—tourism/industries under socio-economic factors in current context 
and overview of the above related previous studies.
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4 Main Findings 

4.1 IT Application in Tourism Management and Discussion 

We can see wide applications of IT or ICT in fields of hotel, entertainment or tourism 
industries. 

Nowadays, there are various applications of IT or ICT in tourism and clients can 
book online and use so-called e-travel or e-tourism. 

This allows us to create a so-called new travel/ tourism environment. 
Because it allows clients to book accommodation, air ticket as well as car 

(transport) or taxi, grab, etc. 
Hence, we also can recognize there is wide use of mobile phones in this sector. 
Vietnam companies can build website to cover much information with IT support 

to fulfill clients need. 
So, such information as hotels, food, price, tourism resources, weather, climate, 

geology, tours organization, and routes will be provided to help tourists (and put into 
GIS system). 

According to Thanh Hao, the goal is that by 2025, the province will develop 
applications on mobile devices to provide tourists at key tourist areas, including 
information about destinations, tourism products and services. calendar, automatic 
tour notes; 100% of the province’s key tourist areas and spots will be installed a public 
wireless internet system to serve tourists; 100% of tourist information and service 
lookup machines are installed in areas: Tho Xuan Airport, Thanh Hoa Station, Na 
Meo International Border Gate and key tourist areas. 

Since putting the surveillance camera system into operation until now, the Smart 
City Operation Center of Sam Son City has handled and reminded 200 cases of not 
wearing a mask, and received and promptly handled the cases of parking., illegal 
parking, street vendors, enticing tourists… through the Sam Son PAHT application. 

Previously, at the end of 2019, Lam Kinh Special National Historic Site (Tho 
Xuan district) also put an automatic voiceover application into service for visitors. 
With detailed, easy-to-understand and easy-to-use explanation content built into the 
QR Code, just one device with Wi-Fi connection or built-in Internet, visitors install 
the QR code scanning application (running on Android or iOS operating systems), 
scan the QR code stamps placed in front of each destination, all information will 
appear on the phone screen. In addition to Vietnamese, the voiceover content was 
also translated into English, initially receiving positive reviews and feedback from 
visitors. 

4.2 Other Technology Applications in Tourism the Country 

The tourist information center has built and put into operation many technology 
products to respond to the COVID-19 epidemic and ensure the safety of visitors.
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Upgrade safe Vietnam Travel application; OVID-19 safety declaration system; 
Vaccine passports are technological solutions developed and put into use by the 
Tourism Information Center under the Vietnam National Administration of Tourism 
in the context of the tourism industry being affected by the COVID-19 epidemic 
recently. 

Beside, Tourists can use Safe Vietnam travel app: 

Accordingly, the Safe Vietnam Tourism application has just been comprehensively 
upgraded, fully integrated with features or characteristics such as smart travel cards; 
and maps with medical guides as well as certificates (vaccine covid) … are essential 
features for tourists to take with them when traveling in the new situation. 

In addition, from this application, tourists can reflect directly to tour opera-
tors or management agencies when they encounter problems during their visit and 
experience. 

https://safe.tourism.com.vn for tourism service businesses. 
In particular, the “Reflection” feature supports visitors to send feedback with 

photos and videos to the authorities about the quality and service of the business. The 
complaints will be forwarded to the Vietnam National Administration of Tourism and 
relevant authorities for inspection, verification and handling according to regulations. 

In addition, the App also integrates a digital travel card (digital travel card) to assist 
guests in performing e-commerce transactions, paying for entertainment services, 
buying e-tickets, traffic tickets, and managing tours, travel insurance… 

Besides, the Safe Vietnam Tourism application also put into effect facilities to 
serve guests with travel agencies, accommodation as well as discovering destinations, 
new products … 

In summary, we recognize the application of IT and Internet of things (IoTs) has 
bring or open more opportunities for booking and selling tours online and for tourism 
development generally. 

5 Discussion and Conclusion 

Next, we will discuss the implementation approach in detail. 
First of all, we will suggest to implement below model (Fig. 3):
Second, Huong et al. [9] stated we need Supports and investments from the state, 

local authorities, organization, and enterprises in the Northwest. 
Third, other solutions supporting this industry might from commercial banks 

financing Tuan et al. [12]. 
Fourth, there are wider applications of internet of things (IoTs) for hotel and 

tourism industries. Currently, the form of promotion through social networks such as 
Facebook, Twitter, Zalo, and Youtube … is one of the strengths with great influence 
for tourism businesses to introduce, attract tourists and receive recognition. Quick 
feedback from tourists. In addition, through sites like Agoda.com, Booking.com, 
Traveloka.com… visitors are greatly supported in travel activities.

https://safe.tourism.com.vn
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Fig. 3 Implement model (source author analysis)

IT or ICT still a strong tool to support both customers and clients and tourism 
companies. 

Fifth, moreover, automation technology also can be applied in the sector to catch 
need and trend. 

In Vietnam, this role has been demonstrated through Decision 1671/QD—TTg 
2018 for information technology application in tourism for the period 2018–2020, 
forward 2025 (Prime Minister). 

This project toward 4th industry and support tourism sector (and hotel) to meet 
wide need of customers, and serve a mart ecosystem (tourism) so that it can develop 
and grow sustainably. 

Last but not least, Hang et al. [13] mentioned there are relation among groups of 
Viet Nam hotel, airlines, and tourism company groups after the low inflation period. 

In summary, we see the necessity for tourism development in post covid time; 
and hence, IT support is one important factor. 

6 Limitation of Research 

We need to expand research model for other types of tourism development in Vietnam 
and emerging markets. 
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Effects of IT Software and Internet Data 
on Net Accounting Profit—A Case 
of Coteccons in Vietnam 

Nguyen Hoang Dieu Hien 

Abstract The purpose of this paper is to use IT software EViews to figure out what 
are effects of macro-indicator on net profit of Coteccons (CTD). Net accounting profit 
of the company will be affected by many factors including cost and revenue factors, 
which are derived from or analyzed by IT software and Internet data of financial ratios. 
In this study, we select a firm in Vietnam, Coteccons Group (CTD) has affirmed its 
brand in Vietnam as one of big and leading construction companies (listed on stock 
market). We present effects of IT software (Eview for OLS regression) and Internet 
data on the process of analyzing effects of micro- and macroeconomic factors on net 
accounting profit of the firm; hence, we will suggest management implications to 
maintain the firm leadership in the industry. 

Keywords CTD net accounting profit · Internet data · IT software · Stock price ·
Cost · GDP 
JEL Classification M21 · N1 

1 Introduction 

In Industry 4.0, there is certain effects form IT software-econometric software such 
as Eview, SPSS, to estimate effects of factors affecting on net accounting profit of 
the firm.
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Coteccons (CTD) has been listed on HOSE—Ho Chi Minh City Stock Exchange. 
In the country, Coteccons in construction industry achieved many accomplish-

ments with high productivity and growth. 
Hence, in this study, we select it to analyze several issues below: 
What are process of using Internet data and IT software Eview to estimate effects 

on net accounting profit of CTD firm? And effects of macro-indicators on it? 
Our work in detail will aim to figure out solutions for improving business results 

of Coteccons vua measuring impacts of macro-indicator on net profit of Coteccons 
(CTD), under using IT software Eview. 

2 Literature Review 

First, Huy, D. T. N. (2012) pointed we can measure risk by beta in construction firms 
[1, 2]. And this enhanced via education [3–5]. Next, Authors summarize relevant 
studies in Table 1. 

Next, this paper emphasizes on specific policy suggestions on helping Coteccons 
firm to increase profits, whereas other studies will concentrate more on general 
solutions of risk management aspects and also more focus on banks [7, 15]. So, this 
shows how this study is different and novel as compared to existing similar studies. 
In short, we could see that previous studies motivate and provide basis to use OLS 
model with Eviews in this study.

Table 1 Previous studies 

Authors Year Content, results 

Huy, D. T. N., and Hien, D. T. N. 2010 Specified that we can refer to European 
governance codes as examples for 
developing countries [6] 

Huy, D.T.N. 2015 Stated we need to enhance quality of MIS 
and risk functions in companies 

Hirindu and Kishanu 2017 Found out there are many factors affect to 
the profitability of the banking sector [7] 

Hac L. D., D. T. N. Huy, N. N. Thach, B. 
M. Chuyen, P. T. H. Nhung, D. T. Tran, T. 
A. Tran 

2021 Used OLS model to estimate effects of 
macro in case of Vietcombank in Vietnam 
[8] 

Huy, D. T. N., Loan, B. T. T., Anh, P. T. 2021 Stated many macro-factors affecting 
business performance [9–12]. This is also 
confirmed by Huy et al. [13] 

Huy D. T. N.,  Nhan  V.  K., Bich N. T. N.,  
Hong N. T. P., Chung N. T., Huy P. Q. 

2021 Found out real estate firm stock price 
affected by macro-elements (internal and 
external) [14] 

Source Author synthesis and analysis 
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3 Methodology and Data 

With support of Internet and IT software, the authors build econometric model with 
Eview to estimate impacts from indicators—micro- and macro-economic factors 
on CTD net accounting profit. Based on that we can have policy and management 
implications. 

4 Main Results 

4.1 Process of Using IT Software Eview for Regression 

We use Internet data (CPI, GDP growth, SP500, exchange rate, lending rate…) from 
reliable Web sites of Bureau statistics, banking system, etc. 

Step 1: First of all, we run software for CPI and net accounting profit to see their 
relationship (Fig. 1). 

Then, we have results below (Chart 1).
And similarly, we get results for other factors (Chart 2).

Step 2: Then, we move to estimate descriptive statistics of factors affecting net 
accounting profit (Fig. 2).

Fig. 1 CPI versus net profit 
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Chart 1 CPI and net profit

Chart 2 Lending rate and 
net profit

We have results below. 
We see from Table 2 that std. dev of stock price and exchange rate is highest, and 

of inflation and r are lowest.

Step 3: Using software, we can estimate correlation (Fig. 3).
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Fig. 2 Using software for descriptive data

We have results below (Fig. 4).

Step 4: Finally, we run regression OLS by software EView (Fig. 5).

We have results below (Fig. 6).
We have, then, equation derived, with coefficients as above. 
In summary, the study is approaching the OLS model with key factors such as 

cost (directly impact on profit), CPI (indirect impact on profit via price effects), and 
R-lending rate (indirect impact on cost) on net profit. 

5 Discussion and Conclusion 

Next, we will discuss the implementation approach in detail. 
First of all, we will suggest to implement actions and management implications 

following:

● Between cost (c.o), CPI and net accounting profit of CTD: positive relation found
● and there is negative relation between net accounting profit and lending rate 

(highest coefficient) (see Fig. 4)
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Fig. 3 Correlation estimation

Fig. 4 Results

Second, we need to increase cost to be in favor of net profit. Third, we need 
to increase CPI little to motive net profit. So, central bank needs to keep inflation 
under control. Fourth, bank system not decreases rates too much. Fifth, Huy, D. 
T. N., & Hien, D. T. N. (2010) suggested applying corporate governance standards 
to reduce risk in business, also see [6, 16]. Sixth, roles of CFO and internal audit 
and control functions need to be enhanced [2]. In summary, we see the meanings 
of OLS econometric model in recommending suitable solutions for increasing net 
profit/business results.
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Fig. 5 Regression

Fig. 6 3 factors model on net accounting profit of CTD
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An Efficient Recommendation 
Generation Using Extended Jaccard 
Similarity 

A. Maheswari and K. Arunesh 

Abstract Recommendation system is considered to be the best approaches for 
providing personalized services for the customers which is available in the recent 
times. Through the available interest of the customers, it will find out the relevant 
information about the customer. A similar measure is utilized to accomplish the simi-
larity between two clients or things through registered data. Therefore, in this process, 
efficient similarity simulations were performed by considering all user rating vectors 
to classify related EM algorithms as an extreme probability estimation technique in 
the presence of latent variables. In addition, Movie Lens, a well-known data sets 
used in the recommender systems area, can be used to evaluate the performance of 
the selected framework. The suggested Extended Jaccard similarity (EJS) appears to 
be more accurate and efficient in generating. 

Keywords Recommender system · Collaborative filtering · Extended Jaccard 
similarity 

1 Introduction 

A variety of main industries have recently implemented the recommendation system 
[1, 2] and so on, such as agriculture, traffic management, the labour market and the 
medical field. By suggesting the desired products on the basis of previous behaviour, 
experiences with other customers, and similarly, this system also helps the client 
solve the problem. Conversely, the user is rated goods or services previously seen 
or purchased by the client using a defined review framework. The approach tends to 
group similar clients or different objects by setting up a client or product similarity 
index based on the customer ratings provided. The algorithms then predict the suitable 
list of things to be suggested to the user. 

Numerous experiments have been carried out over the last few decades in order to 
address the large amount of rating data in this scheme. In particular, in order to process
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data and items, the proposed model outlines three filtering methods. The content-
driven and collaborative filtering feature focuses on previously preferred user/item 
profiles and user/item similarity measures. For further improvement in this analysis, 
collaborative filtering is also used, as this algorithm’s upgraded implementation can 
be rapidly extended and applied in a wide variety of realms again and does better at 
the moment than other filtering. Usually, mutual filtering forecasts the classification 
of an ungraded similar user’s entity on the basis of the ranking patterns of the EM 
algorithm classified products and potentially recommends the optimal routes of the 
user. 

However, when working with fewer co-rated items, several of the established 
collective filtering approaches [1, 3] have become increasingly absurd. Standard 
similarities approaches are simple and reliable due to certain inabilities in the identi-
fication of the nearest allies. As such, simplified mathematical yet efficient measured 
EJS were developed to define extended neighbourhoods in this analysis, and in a 
lower time complexity, to generate better suggestions. In comparison, prior simi-
larity measures, which focus only on co-rated objects to shape a neighbourhood 
and ignore the consumer or asset overall rating variable, with separate weaknesses 
and poor outcomes of output of recommendations. In the proposed study, then, all 
ranking vectors have been used to allow better forecasts and to do well in producing 
recommendations. 

Initially, shortcomings of the current conventional similarity approaches, which 
led to incorrect predictions, were adequately explained. In contrast, to clarify and 
articulate the drawbacks of this methodology within the framework of the suggestion 
system, the generalized JS method was derived. A diagram with relevant examples 
of the EJS method in the proposed framework sense was presented in this paper in 
order to establish a new modelled Extended Jaccard similarity model. By watching 
probability distributions and its variables, maximum probability identification is one 
of the approach to find the density of a data set [4, 5]. 

If there are factors that communicate with others in the data set but have been 
obscured or not known, so-called latent variables, the maximum likelihood becomes 
intractable. The expectation–maximization technique is a means for performing 
optimal probability estimation in the context of latent components. 

It accomplishes this by first computing the values of the latent variables, then 
revising the formula, and finally repeating these two stages until convergence is 
reached. It is a useful and versatile approach that is widely used to estimate density 
in missing data, such as clustering methods like the Gaussian mixture model. In this 
post, you can find the expectation–maximization method.

● Maximum probability data estimation is critical in the presence of latent variables.
● Expectation–maximization offers a recursive approach of variables to maximum 

likelihood calculation.
● Gaussian mixture models are an analogy to the calculation of entropy where the 

expectation–maximization algorithm fits the probability distributions
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2 Related Work 

2.1 Expectation–Maximization Algorithm 

A maximum likelihood estimation approach is the expectation–maximization algo-
rithm, or EM algorithm for short, in the presence of variables. A general method of 
locating maximum probability estimators in nonparametric models is the algorithm 
for expectation–maximization (EM). 

An iterative approach which loops among two different modes is the EM algo-
rithm. The very first mode attempts to approximate, called the estimation-step or 
E-step, the incomplete or residual variables. In order to understand the data, called 
the maximization-step or M-step, the second mode aims to improve the parameter 
values. 

(i) E-step estimate the variables in the sample that are absent. 
(ii) M-step maximize the model parameters in the existence of the results. 

The EM algorithm can be deployed very broadly, but it is perhaps the most well-
known for use in unsupervised learning problems, such as density estimation and 
clustering, in machine learning [6–11]. 

2.2 Performance of the Proposed Model 

2.2.1 Extended Jaccard Similarity 

The binary coefficient of Jaccard calculates the degree of correlation between two 
sets and is measured as the ratio of U1 and U2’s number of mutual attributes (words) 
to U1 OR  U2’s number. For instance, given the binary indicator of two sets, User1 = 
(0,1,1,0) vectors and User2= (1,1,0,0,0), their intersection computational complexity 
is 1 and their union computational complexity is 3, making their Jaccard coefficient 
1/3. It measures the Extended Jaccard as, 

S(E J  ) 
(U1,U2) =

U1U2 

|U1| 2 
2 
+ |U2| 2 

2 
− U1U2 

A fascinating perception of the machine learning is the calculation of the effi-
cacy of any statistical method, accomplished here by measuring F1-Measure and 
the integrated strength of the mechanism suggested. As the two methods suggested, 
all standard measurements of similarity have named that when the baseline value 
increases, the number of recommended products decreases and vice versa.
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2.2.2 Performance of the Proposed Algorithm 

1. In the manner of EJS, this system acts in the same. 
2. The detriment of the EJS is that the proportion of shared objects is remembered, 

but only not the specific scores. 
3. The ratio of total common ratings to the sum of ratings equal in exponential 

function between two users/items or equivalent in average value among two 
users or goods shall be taken into consideration. 

Assessing the effectiveness of any computational approach is a major feature of the 
ML field, and it is calculated by measuring F1-Measure and the empirical strength. 
All general measures of similarity, and two proposed techniques, have listed that 
there is a decrease in the number of suggested products as they enhances in the 
threshold value and vice versa. In any sequence of vector scores, the threshold value 
is the required estimated ranking that can be obtained. The greater threshold value 
means the client will most likely be recommended by the device. 
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3 Experimentation and Results 

3.1 Data set 

The Movie Lens data set [12] was conducted in this study to test the usefulness of 
the statistical method, and the comprehensive data set is given in Table 1.

For training and evaluating the model, the data set is divided into two segments: 
70 and 30%.
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Table 1 Movie Lens data set Profile 943 users, 100,000 ratings 

Ratings On more than 100 movies per user 

Description Ratings of movies in the scale of 1–5

Fig. 1 Acumen of the training data set 

The total of pairings co-rated may be seen in the data set in Fig. 2, which shows 
the outcomes of the test data. For this data set, 444,153 is the cumulative number of 
device pairs. There have been no co-rated products for 8.87% of user pairs, as well 
as the ratio of user pairs of 1, 2, 3, 4, and 5 numbers is quite high. Around 50% of 
couples have fewer than 5 samples that are co-rated. 71.43% of couples have less 
than 10 co-appraised things yet additionally detailed a diminishing example in the 
quantity of purchaser classifications, while expanding the quantity of co-evaluated 
things. 

4 Conclusion 

In comparison, the results of using EJS are correlated with the other resemblance 
measurements recorded in the recommended system domain in the recommended 
system model (MSD). It is noted that EJS also outperforms other approaches to 
similarities F1-Measure and cumulative diversity in terms. It means that by inte-
grating proposed similarity metrics in the analysis phase, the benefit of the consumers 
could be improved. On some other point, it is noted that when the threshold of the 
nearest neighbour is imposed, EJS performs incredibly well. It also implies that the 
suggested similarity methods, at a lower computation time, would produce the best 
performance. The suggested solution explains Jaccard’s expanded similarity, which 
in the prediction model allows to select compatible neighbours.
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Effective Security Algorithms for Big 
Data Clouds 

P. Umaeswari, B. Shanthini, and S. Senthil Kumar 

Abstract Big data cloud provides high capacity and added imaginative types of 
informatics to enhance discovery, decision-making, and process improvement. A 
cloud computing system uses encryption and decryption from a data bank to access 
and store data. As part of this system, authentication is done using the consumer 
name and verification code, authorization is provided by the cloud security service 
provider, the data is encrypted when uploaded, and OTP is used to decrypt the data 
when accessed. Different cryptographic schemes used for encryption are hybridized 
ABE and AES as Scheme 1 and the proposed novel algorithm named secure dynamic 
bit standard (SDBS) as Scheme 2 which offers high security for the data stored by 
the end user. 

Keywords Big data cloud · Security algorithm · Novel algorithm SDBS 

1 Introduction 

An innovative technologies and architecture enabled with big data analysis method-
ology which support high-speed information capture, storage, and study. It refers 
to handling which will be structured or unstructured or semi-structured, textual or 
non-textual, and thus the quantity of data is big [1]. Due to huge quantity of info, 
accessible global big data is changing into great challenge for nowadays rapidly 
changing usual markets once acting deeply analysis. Big data is used widely in 
places like social media [2]. Data is backed up in cloud computing within the set
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of servers that the cloud security service provider (CSSP) runs simultaneously and 
distributed. It is essential to ensure data storage security in a respectable and confi-
dent manner. The essential motivation of this research work is the need of security 
for the cloud computing services. 

2 Related Work 

Bhanu Sridhar and Koushik [2] are using software like Hadoop, Spark, etc., and 
are used for inspecting the process of big data in cloud computing. There are several 
safety problems and challenges in storing information in cloud groups at total special 
levels like network level, user authentication level, and many more. Finally, Internet of 
Things (IoT) is beginning to have a massive impact in this. IoT and cloud computing 
are better and therefore the protection of encrypted messages for certain presents a 
topic for analysis. Big data analytics, which is being loaded and utilized from the 
cloud, is a big challenge to the business firms inside their security. 

Supreet Kaur and Singh [3] explained concepts linked to security problems of 
cloud computing like security problems, cloud security, cloud design, data protection, 
and cloud platform. The authors considered cloud computing as a form that utilizes 
combined idea of “software-as-a-service” along with “utility computing” to deliver 
suitable also on-demand conveniences to the users. Security in cloud computing is a 
significant and high feature and has frequent problems and issues coupled to that. 

Raviteja Kanakala et al. [4] discussed the protection problems in cloud computing. 
Security concerns in cloud computing are additionally discussed that is changing 
into serious day by day like net safety, interface safety, data security problems, 
virtualization, authority, and compliance. 

Svoboda and Karamazov [5] produced the bad turn of a high-terminal research 
which reflects over seventy percentage representatives of national and multinational 
companies in the atmosphere on the European nation unitedly states the groups inside 
self-determined units. The results of the research were determined throughout the 
strengths, weakness, opportunities, and threats (SWOT) analysis. 

Khan et al. [6] demonstrated that each one the threats is often over many categories. 
And that is why some organizations like the IT have shown their interests over security 
of their data stored in the cloud. The study concluded that it is imperative to put in 
a good security framework to handle different types of threats for creating a secure 
cloud computing system. 

3 Proposed Work 

A multiple stages of safety measures like as validation, confidentiality, and infor-
mation integrity are ensured by applying the proposed technique. Only the valid 
consumers are permitted right to use the cloud data through this approach. The
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proposed scheme includes safeguards such as validation using the consumer’s name 
and verification code as permitted by the CSSP, encoding the current document file 
consuming a variety of schemes during uploading to the cloud, and implementing 
one-time password (OTP) to decode the current documents file after cloud access 
has taken place. AES allows for an Effective Proof of Ownership (EPoW) of the 
document to be created, which proves who sent it to the big data cloud. The person 
downloading the document can identify the origin of the file by proving its origin. 
During this study, attributes-based encryption (ABE) and advanced encryption stan-
dard (AES) were combined to encrypt the algorithms. Multilevel security architecture 
is mainly composed of data security service providers, data security service users, 
big data cloud servers, and cloud security service providers [10]: 

Data Security Service Provider: Cloud-based big data services allow data security 
providers to save documents. 

Data Security Service User: It is possible for data security service 
users to retrieve data from the big data cloud. 

Big Data Cloud: It is possible to store encrypted data on cloud. Data volumes 
determine their capacity. 

Cloud Security Service Provider (CSSP): By generating an OTP and encryption 
key, CSSP authenticates and authorizes data security service providers and users of 
the system. 

Design Methods and Methodology 

In Fig. 1, we see the multilevel security design. Multiple security services, including 
authentication, authorization, encryption, and decryption, are used to ensure four 
levels of data protection. The cloud big data service allows only authenticated users 
to access its data files.

Security phases play the following roles. 

Registration—A cloud security service user registers their personal informa-
tion on the registration form. 

Authentication—The cloud user’s credentials are used for cloud authentication. 

Authorization—Credentials stored in a database are checked by CSSP in order to 
authorize users. 

One-Time Password (OTP)—In order to download a data file, you must first enter 
the data consumer name and verification code, which you can find at data security 
service user (DSSU). The credentials used by the data security service user are used 
to authorize the data security service user once they have logged in. CSSP sends 
the user a one-time password via email or mobile after getting authorized data from 
user. To generate the transaction password, the user has to enter two inputs. Customer 
service providers generate a one-time password (OTP) out of 32 alphabets, numbers, 
or special characters and send it to the customer by text or email. Data security 
service users will receive the encrypted data file and the keys after OTP verification.
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Fig. 1 Role of security in big data cloud using SDBS algorithm

Effective Proof of Ownership—Documents must be presented with Effective Proof 
of Ownership (EPoW) before being sent to the big data cloud, as this proves who 
sent the documents. There are four steps that can identify a resource person: The 
resource ID, the role type, data security service provider (DSSP) name, and the time 
and date that the document was uploaded. Using this method, the original creator of 
the file can be identified by the user who downloads it. 

Encryption and Decryption 

Hybridized ABE and AES as well as SDBS algorithms are used to encrypt the data 
files. Data security service providers are authorized to upload the files to the cloud 
server. With an OTP received from the CSSP, downloading and decrypting the file 
are only available to authorized users. 

An ABE and AES Hybrid Algorithm 

An ABE scheme establishes an agreement between the elements of the consumers in 
a scheme to provide confidentiality and security for the information technology (IT) 
system. This system uses cipher text-policy ABE (CP-ABE), which embeds the data 
provider’s data access policy in the cipher text and associates the data user’s attributes 
with the user’s private keys. In this scheme, AES with 128-bit key is also used with 
ABE. Symmetric or secret key ciphers are using the similar keys for encrypting and 
decrypting process, so that, each sender and receiver should use and recognize a
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similar secret key. AES is executed after the ABE algorithm has been executed. In 
ABE, the identity is established as an arrangement of elements, such as roles and 
messages are encrypted using AES. The encrypted data file is uploaded to the cloud 
after it has been encrypted. 

Any requests to get the data will happen after it is decrypted at the end users and 
then plain text data can be get by the requesting application. As soon as the data file 
is encrypted, it is uploaded to the cloud. 

SDBS Algorithm 

SDBS has three levels of bit depth, consisting of 128 bits, 256 bits, and 512 bits. 
Every document provider uploading a document file to the cloud will pick a random 
bit level and convert the data to bytes. The major and section keys are generated with 
a random generator based on the byte value. Encoded major key and section key both 
go to the data security service provider, with the section key encrypting the major 
key [7]. 

A section key is used to decode the major key, which is used to encode the document 
file. After the document file has been encoded and CSSP has created the Effective 
Proof of Ownership (EPoW), the document file will be sent to the big data cloud. For 
128-bit keys, the SDBS algorithm has seven rounds, whereas 256-bit keys have nine 
rounds, while 512-bit keys have eleven rounds. Rounds involve various operations 
such as replacing, modifying, and transforming the input plaintext into the output 
cipher text. 

Encryption Process for SDBS Algorithm 

A diagram depicting the encryption process of the SDBS algorithm with a 128-bit 
standard is shown in Fig. 2.

Initially, after login legitimate, user should select the required file and upload 
it. While the data file uploading, the encryption process will get started. The file 
standards (128, 256, and 512) will be automatically assigned in random order. In 
CSSP, a random major key and a random section key are generated using random bit 
levels. 

In CSSP, the major key is encrypted with the section key. Data security service 
providers receive the encrypted major key and section key. By decrypting the 
encrypted major key with section key, the data security service provider will encrypt 
the data file and upload it to the cloud successfully. 

Decryption Process for SDBS Algorithm 

A user must log in and then select the data file they want to download in the SDBS 
decryption process. The data user requests the major key and section key from the 
CSSP before downloading the data file. The CSSP encrypts the major key using 
the section key and sends it to the data consumer. OTP is also sent by CSSP to the 
electronic mail id or cell number of the data security service user. In the event that 
the OTP is valid, the encoded data file will be downloaded from the big data cloud
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Fig. 2 SDBS encryption process for 128 bits standard

and the decoded major key with section key will be used to initiate the decryption 
process. 

The system then stores the decrypted file. Figure 3 shows the encryption process 
using SDBS with a 128-bit standard.

4 Merits of Proposed Cryptographic Algorithms 

Hybridized ABE and AES provide data confidentiality. Attribute-based encryption 
encrypts the attributes rather than the entire data. Encryption is designed for an 
infinite number of users. 

In secure dynamic bit standard (SDBS), we encrypt the same plain texts in different 
ways, resulting in different cipher text. Comparatively to other encryption techniques, 
SDBS encryption is easy and secure. 

Even though SDBS resembles AES in its structure, this algorithm is easy because 
the complications of AES algorithm are removed. So, the technique becomes simple 
and the time complexity is also less. Since SDBS is secured by a random selection of 
standards at upload time, the attacker gets confused about the size of the encryption
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Fig. 3 SDBS decryption process of 128-bit standard

key and the operation. In this algorithm, two keys are used the major key and the 
section key, and only authorized users can access the keys. 

Scheme 1 Performance Test 

The data security service provider and user of the data security service can collaborate 
in a flexible, stretchy way under Scheme 1. First data file is encrypted using ABE 
algorithm, and the AES algorithm with 128 bits level standard is again encrypted 
and decrypted. 

According to Scheme 1, encryption time and decryption time are plotted against 
file size in Fig.  4. So, the encryption time taken by Scheme 1 is high. When compared 
with the Scheme 2 got high encryption and decryption time of data file. 1 GB and 
100 KB data files took 3 ms and 0.89 ms, respectively, to encrypt. From Fig. 4, 1 GB  
and 100 KB data files took 2.7 ms and 0.76 ms, respectively, to decrypt.

Scheme 2 Performance Test 

SDBS algorithm performance can be measured in terms of encryption time and 
decryption time. Depending on the file size, the time required to complete the 
encryption or decryption process will determine the encryption or decryption time.
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Fig. 4 Scheme 1 performance test

Fig. 5 Scheme 2 performance test 

The percentages of encryption time and decryption time as a function of file size 
are plotted in Scheme 2 (Fig. 5). The encryption or decryption of Scheme 2 takes less 
time than Scheme 1. The encryption of a 1 GB data file took 2.2 ms; the encryption of 
a 100 KB data file took 0.26 ms. As shown in Fig. 5, decrypting 1 GB took 1.95 ms; 
decrypting 100 KB took 0.15 ms. 

4.1 An Analysis of Encryption and Decryption Times 

Data files are more secure and confidential with a combined algorithm ABE + AES 
and SDBS encryption method. SDBS is less time-consuming to encrypt and decrypt 
than an ABE and AES hybrid algorithm.



Effective Security Algorithms for Big Data Clouds 547

Table 1 Evaluation of the hybridized ABE and AES and SDBS algorithms 

Scheme 1—ABE and AES hybrid 
algorithm 

Scheme 2—Secure dynamic bit standard 
(SDBS) 

File size Encrypt. time (ms) Decrypt. time (ms) Encrypt. time (ms) Decrypt. time (ms) 

100 KB 0.89 0.76 0.26 0.15 

200 KB 0.91 0.77 0.28 0.17 

500 KB 0.92 0.83 0.3 0.2 

1 MB 0.95 0.86 0.32 0.25 

2.5 MB 1 0.92 0.41 0.32 

5 MB 1.1 1.01 0.55 0.4 

10 MB 1.3 1.15 0.7 0.48 

20 MB 1.4 1.28 0.8 0.6 

40 MB 1.8 1.41 0.95 0.72 

50 MB 1.9 1.5 1.2 0.75 

100 MB 2.5 2.2 1.5 0.98 

500 MB 2.7 2.4 1.9 1.42 

1 GB 3 2.7 2.2 1.95 

In Table 1, encryption time and decryption time are compared with file size for 
Scheme 1 and Scheme 2. 

5 Conclusion and Future Work 

The data security service provider has done the data transfer to the big data cloud 
in this proposed work. Data integrity is high and storage is secure without causing 
data loss in the proposed system. SDBS, a high-security algorithm, is used before 
the data is uploaded into the storage area. 

The research was expanded to identify patterns throughout a method of study 
in order to avoid deduplication through the use of unique chunks of information 
or computer memory units. As different amounts are maintained within the study 
and compared to the accumulated copy, when an equivalent occurs, the superfluous 
amount is replaced with a good suggestion, indicating how much has been stored.
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Recent Trends for Practicing 
Steganography Using Audio as Carrier: 
A Study 

Ranjana Joshi, Munesh Chandra Trivedi, Vishal Goyal, 
and Deepshikha Bhati 

Abstract In today’s digital world, confidential information exchange over public 
communication channel suffers from several issues. Steganography is considered 
to be one of the concepts to solve these security issues. There are different 
types of steganography depending on the carrier medium chosen. Audio steganog-
raphy is one of the types of steganography which uses audio files as carrier for 
concealing messages. The paper presents a study based on recent audio steganog-
raphy approaches. The paper discusses the recent approaches available in literature 
recommended by researcher for performing audio steganography. Paper also presents 
the comparative evaluation of discussed methods based on three major parameters. 
It was well established by the presented study that although various approaches were 
proposed in literature for performing audio steganography, but there is still a scope 
of development of new methods which can perform well on these three parameters. 

Keywords Steganography · Information security · Confidentiality ·
Imperceptibility · Audio · Robustness 

1 Introduction 

Increasing data communication over the public communication channel has gain the 
attention of malicious users. Increasing attention of malicious users or adversaries 
on Internet has put the security objectives, i.e., confidentiality into red zone [1–8]. 
In order to meet the emerging challenges of information security, security scientist 
had researched and is researching continuously in the domain of cryptography and
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Fig. 1 Steganography general practice procedure

steganography. Steganography word was emerged from Greek, meaning conceal or 
covered writing. The major advantage of practicing steganography in the area of 
information security was that it does not attract the attention of adversaries during 
communication over Internet [1, 2, 9–11]. Security researcher commonly practices 
five variants of steganography, i.e., 

● Text steganography: In this type of steganography, carrier medium is text.
● Image steganography: In this type of steganography, carrier medium is image.
● Video steganography: In this type of steganography, carrier medium is video.
● Audio steganography: In this type of steganography, carrier medium is audio.
● Network steganography: In this type of steganography, carrier medium is packet 

headers (Fig. 1). 

There were several studies based on image and video steganography but lacks 
studies which were based on audio as carrier [9–11]. It was well established that 
human auditory system, i.e., HAS is more sensitive as compared to HVS. Due to 
increased information exchange, through audio messaging with the help of various 
chat application poses the challenges against privacy and confidentiality and hence 
open the doors of research in the area of audio steganography. Also, redundancy in 
audio data makes it suitable for practicing steganography [12–15]. 

The remainder of presented paper was organized in following sections: Related 
work, Evaluation methods, Comparative analysis, and Conclusion. Related work 
section presents current trends in audio steganography. Evaluation methods section 
discuss the efficiency evaluation methods. Comparative analysis section gives the effi-
ciency evaluation of discussed literature. Presented paper conclusion was presented 
in conclusion section. 

2 Related Work 

In study [1], authors presented audio steganographic approaches-based survey. In 
study [2], authors presented zero distortion technique-based audio steganography 
approach. Plain text, i.e., secret text was encrypted with the help of indexed-based 
chaotic sequence (ICS). Once the plain text was encoded, it was made hidden into 
carrier audio file using ZDT approach. As per authors, proposed hybrid approach 
was robust and imperceptible.
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In study [3], authors proposed the hybrid concept based on the genetic algo-
rithm and least significant bit substitution approaches. As per authors, their proposed 
approach has high payload capacity and imperceptibility. In study [4], authors 
proposed the concept based on multiagent system. As per authors, their proposed 
system provides good imperceptibility and availability. In study [5], authors proposed 
the complement-based LSB approach for performing audio steganography. In study 
[6], authors proposed audio steganography based on the concept of genetic algo-
rithm. Input text was first encoded into cipher text. This ciphertext was made hidden 
into random bit plane chosen with the help of genetic algorithm. As per authors, 
their proposed approach has better imperceptibility and robustness as compared to 
LSBs-based approaches. 

In study [7], authors proposed the concept based on the LSB and XORing method. 
Combination of XORing with LSB results in less distortion in carrier file. As per 
authors, their proposed approach results in high imperceptibility. In study [8], authors 
proposed the audio steganography concept based on ICS, LSB, and XOR approaches. 
Plain text before embedding into carrier audio file was encoded with the help of ICS 
approach. Resulted ciphertext was concealed into carrier audio file using LSB-based 
XOR approach. As per authors, their proposed approach provides better impercep-
tibility and high robustness. In study [12], authors proposed the concept based on 
discrete wavelet transform and LSB. As per authors, their proposed approach is more 
robust. In study [13], authors proposed the hybrid concept for securing information 
over communication channel. Scrambling of message was performed before hiding. 
Scrambling of message was performed with the help of AES-128-bit algorithm. Once 
message was scrambled, it was then concealed into carrier audio file with the help 
sequence generated using the concept of Tan Logistic map. As per authors, their 
proposed approach was more robust. In study [14], the authors presented a variable 
higher bit concept using two consecutive bits for performing audio steganography. 
As contrary to LSB approach, in their proposed approach, whole byte of carrier audio 
was modified keeping the byte value nearer to original carrier audio file. As whole 
byte was modified, LSB of modified byte can be used if required depending on the 
size of secret message. In study [15], authors proposed GA-based LSB approach 
for performing audio steganography. In the proposed method, plain text was first 
encrypted with RSA algorithm. This ciphertext was made hidden into carrier audio 
file using the GA-based LSB approach. As per authors, their proposed approach was 
robust against noises. 

In study [16], authors proposed the random key indexing concept for performing 
audio steganography [17, 18]. The role of random key indexing was to generate the 
random indexes of LSBs of carrier audio file. This random indexing was generated 
based on TTP, i.e., trusted third party. As per authors, the resulting stego audio 
was highly imperceptible. In study [19], authors proposed the LSB-based audio 
steganography. First, the text data were converted into bits, and with the help of LSB 
approach, these plain text bits were made hidden into carrier audio file. As per authors, 
proposed approach results in high payload capacity. In study [20], authors proposed 
the dual randomness concept for performing audio steganography. As per authors, 
their proposed approach was more imperceptible in comparison to LSB approach.
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In study [21], authors proposed concept whose hiding concept uses XOR and hides 
the secret message bits in LSB bits of carrier file. In study [22], authors proposed the 
amplitude modification in audio files for performing audio steganography. As per 
authors, their proposed approach has high payload capacity. In study [23], authors 
proposed coefficients-based approach for performing audio steganography. 

3 Evaluation Parameters 

The evaluation of audio steganography methods was majorly based on three criteria, 
i.e., imperceptibility, payload capacity, and robustness.

● Imperceptibility: The carrier medium after performing hiding information should 
change very limited, and hidden information should not reveal.

● Payload Capacity: The quantity of secure text that can be made hidden into chosen 
carrier medium without creating distortion beyond the acceptable limit.

● Robustness: The implemented steganographic method should withstand against 
various attacks. 

4 Comparative Analysis 

References Approach Evaluation parameters 

Imperceptibility Payload capacity Robustness 

[2] ZDT + ICS ✓ ✓ 
[3] GA + LSB ✓ ✓ 
[4] Multiagent ✓ 
[5] LSB ✓ ✓ 
[6] GA ✓ ✓ 
[7] LSB + XOR ✓ 
[8] ICS + LSB + XOR ✓ ✓ 
[12] DWT + LSB ✓ 
[13] AES-128bit + TLMS ✓ ✓ 
[14] Variable higher bit concept ✓ 
[15] RSA + GA-based LSB ✓ 
[16] Random key indexing method + 

TTP 
✓ ✓ 

[19] LSB ✓ ✓ 
[20] Dual randomness + LSB ✓ 
[21] LSB + XOR ✓ ✓

(continued)



Recent Trends for Practicing Steganography Using Audio … 553

(continued)

References Approach Evaluation parameters

Imperceptibility Payload capacity Robustness

[22] Amplitude modification ✓ ✓ 
[23] Coefficient based ✓ ✓ 

Abbreviations: ZDT zero distortion technique, GA genetic algorithm, ICS indexed-based chaotic 
sequence, LSB least significant bit substitution, DWT discrete wavelet transform, LSB least 
significant bit, TTP trusted third party 

5 Conclusion 

Confidential data transmission over public communication requires security and 
robustness. Steganography is one of the concepts that was practiced by the secu-
rity researcher for providing confidentiality to secret data. Due to characteristics 
redundancy and high availability of audio signals, motivated security researcher for 
performing audio steganography. The presented paper was structured in four major 
sections. Introduction section discusses the steganography concepts, its types and 
importance of performing audio steganography in field of digital world. In related 
work, discussion has been made about recent approaches in the domain of audio 
steganography. It discusses the methods proposed in brief. Three major parameters 
on which these audio steganography approaches were evaluated, discussed in evalua-
tion parameters sections. The comparative analysis section presents the comparative 
analysis of discussed methods in related work section on three major parameters. 
One major finding of presented paper was that, there were very smaller number of 
studies which satisfies the all the three major evaluation parameters and hence need 
further exploration. 
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DNA Sequence in Cryptography: 
A Study 

Ranjana Joshi, Munesh Chandra Trivedi, Vishal Goyal, 
and Deepshikha Bhati 

Abstract Increasing confidential information exchange over the public communi-
cation channel has raised the several security issues. Practicing cryptography solves 
some of these security issues. Traditional approaches, which were recommended 
in literature by the security practicers, finds themselves in trouble due to avail-
ability of high-performance computing resources. To tackle these emerging chal-
lenges, more effective algorithms related to DNA cryptography, quantum cryptog-
raphy, biometric cryptography and geographical cryptography were developed. The 
aim of this presented paper was to discuss the recent approaches in the domain 
of DNA cryptography. This paper also discusses the methodology recommended 
by these approaches. The paper also presents the comparative evaluations of these 
approaches on major recommended security parameters. The paper also establishes 
the motivation and need of research to be performed in this domain in order to meet 
the emerging challenges in the field of digital communication. 

Keywords DNA · Information security · Confidentiality · Cryptography ·
Encoded text · Robustness 

1 Introduction 

Cryptography and security are the two concepts which were practiced by the 
researcher in order to secure the secret information. These two concepts have their 
own advantages. DNA is one of the emerging concepts in the domain of cryptog-
raphy which has gained attention due to: high storage capacity, degree of parallelism,
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data transmission, computation, robustness, confidentiality, uniqueness, energy effi-
ciency and dynamicity. DNA stands for Deoxyribo Nucleic Acid. DNA cryptog-
raphy is hybrid concept which was emerged from two different domains, i.e. biology 
and computer science [1]. In DNA cryptography, secret text is converted in DNA 
sequence. This secret text is hidden into DNA sequence. Various modified approach 
using DNA cryptography were proposed, and hence, discussion has been made in 
related works of the presented paper. DNA structure looks like twisted pair and a 
double stranded molecule (Fig. 1). DNA strand is composed of four nitrogenous 
bases, i.e. 

● Adenine
● Thymine
● Cytosine
● Guanine. 

DNA sequence are responsible for transferring information in living organisms 
[2]. 

The remainder of presented paper was structured in following sections: related 
work, evaluation methods, comparative analysis and conclusion. Related work 
section presents current trends in DNA cryptography. Comparative analysis section 
gives the efficiency evaluation of discussed literature. Summary of presented paper 
was given in conclusion section (Fig. 2).

Fig. 1 Showing DNA helix 
structure [3]
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Fig. 2 Cryptography general practice procedure [4] 

2 Related Work 

In study [5], the authors proposed the one-time pad concept with DNA concept for 
performing DNA cryptography. As per authors, due to induced parallelism in their 
proposed approach, implementing encryption and decryption procedure takes less 
time. 

In study [1], authors proposed the spiral transposition along with DNA encoding 
for performing DNA cryptography. Plain text, i.e. secret text which requires secu-
rity was converted into ASCII values followed by converting it into corresponding 
binary values. Performed spiral transposition on these computed binary values. After 
performing spiral transposition, DNA encoding was performed with the help of DNA 
sequence dictionary. 

In study [6], authors proposed the hybrid concept that was based on cryptog-
raphy and steganography. For performing encryption (cryptography) of secret text, 
advanced encryption standard algorithm was used. For performing steganography, 
DNA sequence was used as carrier. As per authors, their proposed approach offers 
triple layer of security. In study [7], authors proposed the enhanced polyalphabetic 
cipher algorithm for encoding secret text. DNA concept was used to covert the output 
of EPCA algorithm to DNA strand. As per authors, their proposed algorithm over-
come the limitations of Vigenère cipher and has running time equal to O(n). In 
study [8], authors proposed the cryptography concept using Discrete Haar Wavelet 
Transform (DHWT) and chaos-based DNA. DHWT was used to compress the secret 
data. Chaos-based DNA concept was used to encrypt the text. As per authors, their 
proposed approach consumes less time and offers a good security. In the study [9], 
authors proposed the three levels of DNA cryptography for “me seva services”. In
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study [10], authors proposed the DNA cryptography along with mixture of arithmetic 
operations. Secret text was converted into corresponding ASCII values followed by 
conversion into corresponding binary bits. DNA encoding was performed afterword. 
As per authors, their proposed technique was more secure and robust in nature. One 
major limitation of proposed approach was that due to arithmetic operation, DNA 
sequence which was generated has long length, hence resulting in increased trans-
mission time. In the study [11], authors proposed the DNA cryptography by using 
a 256-bit long key. Along with this key, various tool which perform encoding were 
used to carry out the encryption and decryption task. As per authors, their proposed 
method provides more security against intruder’s attack. 

In study [12], authors have proposed the hybrid concept using AES and DNA. 
For encoding their secret text, AES algorithm was used. This encoded message 
was hidden into randomly generated DNA sequence. As per authors, their proposed 
approach provides more security. In study [13], authors had proposed the cryptog-
raphy concept using cellular automata and DNA cryptography. With the help of these 
said approaches, secret message was converted into encoded colors. As per authors, 
their proposed approach achieved high degree of parallelism and reversibility. 

In study [14], authors proposed the concept of RGB image encryption using 
DNA concept. They encrypted RGB image using GA and DNA. DNA was used 
for scrambling the secret message. As per authors, their proposed approach was 
more secure. In study [15], authors proposed the concept using AES and DNA. 
Dynamic S-boxes was used in their proposed method in order to make algorithm 
most robust. In study [2], authors proposed the OTP-based encryption. For encoding 
the secret message, OTP concept was used. The resulting cipher was hidden using 
DNA sequence. In study [16], authors performed the DNA encryption using dynamic 
sequence table. Advantage of dynamic sequence table induced randomness in cipher 
text hence resulting in more confusion. In study [17], authors proposed the DNA 
encoding using self-adaptive permutation method. Image was encoded using DNA 
sequence. Key was generated with the help of Linear Feedback Shift Register (LFSR) 
and chaotic map. 

3 Comparative Analysis 

Reference Approach Evaluation parameters 

Secure Encryption/decryption 
time (if less) 

Robustness Parallelism 

[5] Fingerprint + 
DNA 

✓ ✓ ✓ 

[1] ST + DNA ✓ 
[6] AES + DNA ✓ 
[7] EPCA + DNA ✓ ✓ ✓

(continued)



DNA Sequence in Cryptography: A Study 561

(continued)

Reference Approach Evaluation parameters

Secure Encryption/decryption
time (if less)

Robustness Parallelism

[8] DHWT + DNA ✓ ✓ 
[10] MDNA ✓ ✓ 
[11] DNA + 256-bit 

key 
✓ ✓ 

[12] AES + DNA ✓ ✓ 
[13] CA + DNA ✓ ✓ ✓ 
[14] GA + DNA ✓ 
[15] AES + DNA + 

Dynamic S-boxes 
✓ ✓ 

[2] OTP + DNA ✓ 
[16] OTP + DNA ✓ ✓ ✓ 
[25] DNA + SAPM + 

LFSR 
✓ ✓ 

Abbreviations: ST—spiral transposition, AES—advanced encryption standard, EPCA—enhanced 
polyalphabetic cipher algorithm, GA—genetic algorithm, CA—cellular automata, SAPM—self-
adaptive permutation method, LFSR—linear feedback shift register 

4 Conclusion 

Increasing dependency of all media communication whether it is banking or elec-
tronic commerce over the public Internet has gained attention of adversaries. Most 
of the traditional algorithms which were developed by the security researcher for 
providing information security can stand against brute force attack which was due to 
availability of limited computing resources. But with the availability of computing 
resources, these traditional approaches cannot withstand. Adversaries can launch 
the brute force attack in order to get the secret message. DNA cryptography can be 
thought as one of the promising concepts in order to meet the security challenges. 
The presented paper focus on the recent work done in domain of DNA cryptography. 
In introduction section, need of DNA cryptography was highlighted. In related work 
section, recent work in the area of DNA cryptography was discussed. A comparative 
analysis was presented in the comparative analysis section. It was well established 
by the presented paper that although lots of research had been done by many security 
researchers but there is ample scope in approach development which can harness 
the advantage of DNA in terms of security and hence meeting the emerging security 
needs.
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